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Abstract

This thesis contributes to solving the combined problem of dynamic scalable failure risk management

in complex network infrastructures while returning tractable results. It does so by proposing methods

of decentralised and distributed emergent risk identification and proactive mitigation, where assets,

controlled by individual agents, use only limited network information to each inform live autonomous

control.

This is completed in networks of telecoms - studied since information packet delivery speed is

observable in computational environments - and supply chain financing (SCF) - studied since value

for units is controllable. Measuring risk via criticality and viability, this thesis works around the

challenge of managing a system without centralised observers, improving information delivery speeds

(telecoms), and privacy (supply chains).

Studies are conducted by defining simulation environments, functions to measure baseline critical-

ity, and then investigative analyses into the relationship of baselines with decentralised or distributed

approximations of the baselines. This comparison is completed for a validation function that captures

distributed dynamics of the given network, with respect to network measurement or control.

In telecoms, two criticality studies and one study into network changepoint analysis were con-

ducted. The first study was direct propagation of linearly increasing criticality over a generated

network. When telecoms networks cannot route data packets to an asset because it is processing other

packets, they are queued. Upon asset disruption, queues are lost. Central assets must be protected

because queues affect more neighbours. Graph operations on the topology of nearby assets quantify

this. Restricting this to a limited region per asset can reduce response times and network pressure. The

accuracy of limited measures for estimating criticality in dynamic simulations is studied, modelling

criticality like an infectious disease. Accuracy benchmarking is theoretically derived. Information

bounded criticality measures predict criticality.

A changepoint detection study is conducted on empirical UK backbone infrastructural dynamics

data, comparing two multivariate time series data aggregation methods, and of this, several changepoint

detection methods for this dataset. The first aggregation method is mean aggregation. The second

conducts changepoint detection on all time series, clustering changepoints using kernel density

estimation, returning changepoints as maximal distances between low and high likelihood kernel

density estimates. This produces a decentralised method of changepoint detection.
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The second criticality study proposes a model of packet routing with intercommunication, where

performance of information bounded criticality estimates are measured by combining centrality

measure timeliness and accuracy, creating a value of information metric. True criticality is determined

using an empirical rather than theoretical benchmark. Findings show limited measures compute

criticality estimates accurately and quickly, with high value of information, particularly in periodic

intercommunication for degree centrality.

A model of supply networks is also introduced, similar to these, using orders instead of packets.

These have cash values, constraining dynamics such that policies controlling financing dynamics

are implicit of criticality, replacing measurement bias with performance targets. Two studies are

completed, first defining the model, then investigating the effect of information limited distributed

control over a modification of it.

The first defines a model of deep-tier complex SCF. A market node stimulates demand, propagating

orders upstream, satisfied by deliveries in exchange for cash. Power asymmetries and payment delays

induce financial stress on central but weak companies, causing failures which stress neighbouring

nodes – the ripple effect. To survive this, individual agents finance themselves, dynamically changing

financing benchmarks. Survival outcomes, depending on supply network topology, are explored,

characterising the model. System survival times are found as bimodal, forming the basis for further

investigations.

Limited range centrality measures from the telecoms studies are onto an advancement of the

SCF model, informing financing benchmarks. Companies only share benchmarks, thus retaining

privacy and giving dependence on distant shocks with appropriate damping. Nodes thus communicate

instantly while avoiding full supply chain visibility. This mitigates against ripple effects, creating

competitive, indefinitely viable supply chains. The relationship between visibility and long-term

survival is found, expressed as the output of polynomial regressions. Findings show that in scale free

topologies, information bounded distributed control enables long-term viability. Limiting visibility

information is found to outperform full system visibility for long-term survival without affecting

expected survival time of short-lived systems. Thus, it is shown that, by capturing only relevant

information, limited information distributed decentralised control is a scalable and effective solution

to autonomously mitigate against risk in infrastructural networks.
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Chapter 1

Introduction

“. . . In that Empire, the Art of Cartography attained such Perfection that the map of a

single Province occupied the entirety of a City, and the map of the Empire, the entirety of a

Province. In time, those Unconscionable Maps no longer satisfied, and the Cartographers

Guilds struck a Map of the Empire whose size was that of the Empire, and which

coincided point for point with it. The following Generations, who were not so fond of the

Study of Cartography as their Forebears had been, saw that that vast Map was Useless,

and not without some Pitilessness was it, that they delivered it up to the Inclemencies of

Sun and Winters. In the Deserts of the West, still today, there are Tattered Ruins of that

Map, inhabited by Animals and Beggars; in all the Land there is no other Relic of the

Disciplines of Geography.

— Suarez Miranda, Viajes de varones prudentes, Libro IV, Cap. XLV, Lerida, 1658”

This short story, “On Exactitude in Science”, by Jorge Luis Borges, was written in 1946. Suarez

Miranda never existed, “Viajes de varones prudentes” was never written, and the accreditation is

completely false. The piece works as a metacommentary on the nature of simulation and modelling —

a false story about a false empire creating a false version of itself by a false person in a false book.

While the story illustrates the fallacy of seeking to represent a complex lived system at the same scale

and precision as the system itself, the accreditation creates an entire plausible reality with only a

single line, a snippet of information.

This works because we, as readers, already exist in the reality in which Borges constructs his false

author, but the story exists in the simulation conjured by the false author. For it to have its power, a

true approximation of reality had to be created. This is not a paradox — the map created by the false

empire tried to represent that empire in unnecessary detail, while Borges uses just enough to get us

to think about the nature of modelling and simulation. In creating models, one must recognise the

complexity and richness one needs to know to capture particular effects.

A key effect this thesis investigates is the catastrophic breakdown of complex infrastructures.

We are growing more reliant on complex, dynamic network systems to sustain our lives. These
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grow larger and more codependent every day to efficiently service our needs. As their pervasiveness

increases, the impact of their disruption grows as well.

Global systemic fragility is evident from the shock of the COVID-19 pandemic, the disruptions to

international trade by the blocking of the Suez Canal by a single ship, financial shocks by financial

services firms, including Greensill, Deutsche Bank, or SVB, and ever-increasing burdens on telecom-

munications by hybrid work culture and consumer AI tools such as ChatGPT or decentralised ledger

technology. This, coupled with escalating international geopolitical instability, suggests infrastructural

design and control should move their design focus away from efficiency and output, to risk mitigation.

These are built systems, and managing them in a way that accounts for their complex emergent

dynamics and protects against failure could have greater modelling complexity than the systems

themselves. As illustrated in, “On Exactitude in Science”, however, this is needlessly difficult, and

utterly useless.

1.1 Problem Statement

Suppose a telecom service increases the number of nodes operating in its network to meet demand,

or a supply chain adds more specialised companies as product complexity increases. Such activities

are done to enable more effective service, however, they introduce greater complexity, which further

introduces more management challenges to enable smooth operation. A potential solution to this

would be to make network assets autonomous, such that the system becomes self-governing. In

the context of telecoms networks and supply chains, this would involve enabling either nodes or

supply chain companies to operate as independent decision-making agents with their own information

gathering functions, such that they can make decisions that serve the system’s functions without

some central controller. However, within infrastructural networks of collaborating agents, such as

telecoms networks or supply chains, the classic assumption is that following the policy of maximising

information allows one to minimise risk and variance. Under this assumption, to derisk the loss of

control inherent within autonomy, each autonomous agent would need to increase the amount of

information they take in as the system grows. This limits the size of the network. To remove such

limitations, agents must have a scalable information collection policy, not growing as the network

does. In this thesis, it is hypothesised that there are circumstances where information maximisation is

disadvantageous, such that systems can improve performance by reducing information supplied to

agents. This would allow for scalable autonomous control of infrastructural networks, enabling their

unfettered growth.

This thesis therefore investigates methods of scalable autonomous control for infrastructural

systems, broken down into control and analytics for the purpose of controlling against system failure.

In particular, I investigate the relationship between information provision and network risk, studying

how relevant certain types and quantities of information are to agents controlling that system. This
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Table 1.1 Table of problems (on the axes) and associated solution techniques (in cells)
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gives the research question: How can information requirements for scalable autonomous control of

infrastructural networks be reduced?

Infrastructural network breakdowns are catastrophic events for human welfare, such that intention-

ally inducing one is infeasible and is thus avoided, making data on their dynamics sparse. To enable

their study, I create several dynamic multi-agent complex multilayer network models, simulating

infrastructural network breakdown, and employ these as test environments.

Complex multi-agent models are used because, as in reality, these models must be nonlinear, both

in system and information dynamics, for agents to operate meaningfully with reduced information.

In linear systems, control optimality grows with information provided. In nonlinear ones, this is not

always the case. By creating hard to navigate environments — maps the size of empires — I create

a way to learn the optimal model environment complexity that agents perceive within these larger

environments.

There also exists the problem of measuring the dynamics of a system to condition against risk.

Traditional measurement focuses on performance, while methods are needed that instead make a target

function of the system dynamics. Existing metrics may be adapted for measuring risk management,

including robustness (resistance to shock), resilience (recovery from shock), and viability (adaptation

to improved function from shock), all extant in their application upon simulated and empirical systems.

To manage these risks as they appear, dynamicity is necessary, demanding autonomous control in

complex systems, in turn demanding risk measures to be extended into the dynamic space.

I argue that through use of network assets as cooperative controllers or sensors (where scopes

of cooperation need not cover the network), autonomous networks infrastructural management

can be possible, such that the requirements and the restrictions of achieving are reinterpreted as

opportunities, and propose a collection of ways to use them, contained within this thesis. Each study

needs dynamics which are researchable, giving solutions for failure risk management in complex
network infrastructures which are both dynamic and scalable. Techniques and properties of such

studies that satisfy this are shown in Table 1.1 and Figure 1.1. The following problems, and the

solutions proposed for them, all fall within this nexus.

System agents represent network features that can act or be acted upon. To condition against risk,

system agents should be endowed with new technologies and organisational dynamics to perform their
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Fig. 1.1 Graph of problems (on the nodes) and associated solution techniques (on the edges)

functions quickly and effectively. Thus, the agents require delivery of key performance indicators

(KPIs).

I further hypothesise that, by correctly restricting information to whatever is spatiotemporally

relevant in a complex dynamic system, substantial accuracy and speed can be achieved in computing

and delivering KPIs, to the point that methods of dynamic autonomous control become scalable and

effective. I achieve this through decentralisation and distribution.

1.2 Research Gaps

System agents in abstract networks can be described as network agents. Here, agents are nodes, and

their interactions are connective edges. In line with obtaining relevant spatiotemporal information

to manage risk, core KPIs affecting risk for each agent are time to failure, likelihood of failure, and

impact of failure — all are expectations. Time and likelihood of failure are largely functions and

measures of asset condition, while impact of failure — criticality — is a function and measure of

network conditions. Means to interpret and measure criticality in an information limited, distributed

manner that satisfy the requirements posed in Figure 1.1 are therefore needed, with this research gap

filled using the work in Chapter 4. This is compared against decentralised measures using network

topological metrics of criticality and centrality, studied within a telecoms infrastructure network.

Often, agent-based simulation studies assume regular updates of network conditions, including

criticality. However, dynamics in infrastructural systems are not necessarily constant, varying

throughout the day. The unsolved problem of how to capture this irregularity in criticality dynamics

in a manner satisfying the requirements posed in Figure 1.1 forms a research gap, solved in Chapter
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5. I created a changepoint decomposition technique that separates epochs in a time series, taking

advantage of network ensemble information, and produced findings on the intraday epochs of a

national telecoms infrastructure.

Infrastructures have many agents within them with local scopes of interaction with respect to

operation supported by the infrastructure, defined by how relevant that information is to operation.

Finding ways to quantify relevancy in a manner that satisfies the requirements of Figure 1.1 is an

unsolved problem that forms a research gap, which, if solved, can help define this scope. Telecoms

infrastructures govern information dynamics, therefore information processing itself utilises network

assets, so models can directly measure accuracy and timeliness with respect to information load.

By imposing artificial limitations on communication rates, one can simulate communications lag

without introducing extra factors. A method for doing so is defined in Chapter 6, based on information

accuracy and timeliness of a given topological measure.

Under distributed control, rather than responding to a network wide instruction, network agents

operate independently but cooperatively and can function with only short range knowledge of the

network. When functioning distributedly, each node has fewer and closer sources of information and

makes more decisions independent of higher level controllers. Agents can also work dynamically,

meaning as network properties change, say, the distribution of items stored at the nodes, agent policies

adjust. Doing so improves the ability to serve network functions at scale. Shorter information

collection ranges reduce communication overheads, devoting fewer resources to information delivery.

This requires cooperative systems to be possible.

One means of cooperation is a market, where trade dynamics are driven by demand and enabled

by currency, such that value generation means sustained operation. This quantifies agent operational

value at a given time, as a KPI. Balancing financial KPIs, say, liquidity, enables ad-hoc, distributed,

live control. Thus comes the problem of modelling such a system with appropriate nonlinearity in a

manner that satisfies the requirements of Figure 1.1, which forms a research gap. I solve this problem

in Chapter 7 by defining a model of supply-chain financing (SCF) in an adaptive network, filling the

research gap. In it, control policies are proactively and dynamically set as desired liquidity at a given

timestep, as a function of historic financial position.

This does not answer the problem of information relevancy for control in a system that satisfies

the requirements of Figure 1.1, which by being unsolved defines a research gap. I solve it in Chapter 8

by introducing a local decentralised control policy on the supply-chain model over complex networks,

filling the research gap and reconciling all aforementioned KPIs through managing liquidity according

to community contribution.

1.3 Research Aims and Objectives

I aim to advance knowledge in the field of dynamic, scalable failure risk management for complex

infrastructural networks, considering the difficulty of obtaining data on catastrophic breakdowns of
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infrastructural networks. Each factor of this — researchability, failure risk management, scalability,

dynamicity, and complex network infrastructure — are particular problems to solve. Techniques

for doing so exist along the intersection of problem pairs, and the union of all techniques describes

each study in this thesis (Figure 1.1). I thus define research environments, methods, dynamics, and

outcomes of systems employing each solution simultaneously.

This gives a collection of dynamic network simulation models with agents that employ decen-

tralised and distributed methods for centrality and criticality calculation to monitor and mitigate

approaches to catastrophic failure. Within this I study the effect of information limitation. This in turn

permits autonomous control of network dynamics, contributing to our understanding of information

relevancy, and together forms my research objective.

I investigate this with simulation models, which enable detailed analysis and full control over

dynamics, improving the clarity of findings. Results are validated via a collection of post-hoc and

ad-hoc analytics, representative of ways to conduct such control and analytics in real-life network

infrastructures.

1.4 Contributions

This section describes contributions towards given research objectives within corresponding chapters.

1.4.1 RO1: Exploring existing solutions towards scalable autonomous control

C3: I generate a literature review of the state of the art of infrastructural systems modelling for

risk management and associated methods to determine gaps in existing literature as well as collect

together cross-disciplinary efforts in the task. I also review existing centrality and criticality measures,

comparing and contrasting their computational complexity, showing the value and need for distributed

measures for scalability.

1.4.2 RO2: Representing network failure dynamics while preserving meaningful
nonlinearities

Nonlinear system dynamics are why an agent can restrict its information scope, but models require

simplification to derive meaning from them. The following contributions deliver methods to represent

network failure dynamics while preserving meaningful nonlinearities.

Models in Chapters 4 and 6 represent flow networks with routing and queuing in telecoms

infrastructure. Chapter 5 gives methods to learn irregular inter-day changepoints. Chapters 7 and

8 build on these, introducing agency and control for trade networks in supply-chain financing

infrastructure.

C4: A modification of the susceptible-infected-susceptible (SIS) model of network dynamics,

investigated over a scale-free network. Nodes have fixed queue capacity, iteratively filled upon
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Fig. 1.2 Two-layer telecoms data packet flow and analytics model. Analytics do not affect the data
packet flow layer, and do not interact

Fig. 1.3 Three-layer telecoms, data packet flow, intercommunication, and analytics model. Intercom-
munication does not affect the data packet flow layer, but does interact.

infection. Once full, nodes become infectious, and at any timestep, nodes can shrink their queues,

representing backlogging and processing of queued data-packets. This defines an environment to

investigate network queue system risk propagation. With analytics, this forms a two-layer multiplex

dynamic network (Figure 1.2).

C5 A novel method of intraday epoch changepoint detection in telecom infrastructures. Using

BT backbone datapacket traffic data, results are broken into 6 sections, useful for informing update

dynamics in network analytical studies, as a basis for asynchronous or irregular agent updates.

C6: Three-layer model using an existing telecoms data packet generation and routing model,

inducing a simulated agent-based communication model over this. Layer one routes data packets,

two is internode communication, and three is analytics (Figure 1.3). Nodes simulate receiving

lagged information about the queue states of other nodes. Information reaches nodes depending on

their geodesic path length between one another and given communication paradigm. This defines

an environment to investigate dynamic network analytics by network assets under information

transmission rate constrained dynamics, such as for autonomously controlled telecoms networks.



8 Introduction

Fig. 1.4 Four-layer demand, material, cash, and control model. The control layer affects cash dynamics,
but does not interact.

C7: A four-layer flow network with trade dynamics of deep tier supply-chain financing networks.

Layer one propagates demand, two delivers materials in response to demand, three governs cash flow,

and four distributedly injects liquidity ad-hoc with disconnected control nodes (Figure 1.4). Replaces

path routing with heuristic, transaction routing. Orders stimulate material dynamics, enabled by cash

exchange. This extends upon C4 and C6 by making layers influence eachother — communication

layer dynamics determine material layer dynamics, (analogous to data-packet routing), and the cash

layer restricts material dynamics. Nodes also have agency via cash injection for liquidity, servicing

the material layer. This model defines an environment to investigate dynamic network autonomy,

where information transmission, affectation, and response rates are constrained by topology.

Investigations were also made into the effects of topology and power on dynamics and survivability,

including power asymmetry in firms (represented by node agents), and tier width asymmetry. This

gives theoretical findings into how catastrophic failure occurs within supply networks, including

company failure distributions, and survivability distributions of the supply network.

C8: A five-layer model, building on C7. A collaboration layer gives nodes local information

from ego-networks surrounding them (Figure 1.5). This moderates distributed control with scalable

decentralised analytics, informing autonomous cash injection to enable long-term supply infrastructure

viability. This defines an environment to investigate distributed, decentralised dynamic network control

and autonomy, where information transmission is moderated by visibility, such as for a supply-chain

with limited partner cooperation.

1.4.3 RO3: Network estimation methods leveraging distributedness in infrastructural
networks to mitigate risk

C4: A collection of dynamic information bounded criticality estimates, estimating criticality through

particular computation of ego-network structure. These can be applied to empirical network models

to investigate criticality propagation in ways graph-learning derived measures cannot.
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Fig. 1.5 Five-layer demand, material, cash, control, and distributed decentralised analytics model. The
control layer affects both cash and analytics layer. The analytics layer interacts with itself and the
control layer to then adjust the control layer.

C5: Two methods to extract epoch change information from dynamical network data in a decen-

tralised manner. The first aggregates collections of time series and then treats them as singular.

The second creates time series ensembles from time series of all network agents via kernel density

estimates (KDEs) to detect shifts in network state, particularly variations in criticality, based on

network agent similarity.

C7: Each node holds a dynamic benchmark criticality, informing distributed proactive financial

control for each node. It is derived from internal moving averages of node states to create a proactive

financing measure. Agents control for network survival, defining a distributed, dynamic form of

network control to maintain viability.

C8: The benchmark criticality function is determined using the cash-states of a given agent and a

local ego-network. This moderates distributed criticality control with scalable decentralisation where

each actor uses a limited range of assets to inform control of itself, making the network viable.

1.4.4 RO4: Measuring risk for analytics and control for infrastructural networks

Throughout this thesis, I use the various models developed as proxies for real dynamics to investigate

how information provision relates to criticality. This has been in various ways, and each has required

methods to analyse the models and measures for their accuracy to eachother and to characterise the

models. With respect to the distributed, decentralised, and dynamic structure I am investigating, I

developed various novel analytical techniques.

Forms of benchmark criticality were defined upon each risk propagation model. C4 and C6 define

theoretical and empirical boundaries for temporal criticality impact measurement, while C7 and C8

control for criticality in time.
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C4: Risk propagation dynamics and temporal criticality are defined according to simulation param-

eters. Through stimulating overload in each node, and returning these values, I create a temporal

measure of the network’s criticality to endogenous shock. Critical impacts occur over a time horizon,

defined using a percolation argument as an infection rate function. This gives a dynamic network

criticality measure defined by theoretical network dynamics. Local nodal decentralised criticalities

are aggregated and compared against the systemic criticality benchmark in a time series, aggregated

over the time horizon. Error over time from the associated benchmark is measured. This is a means to

measure the accuracy of dynamic criticality estimates over time.

C6: Risk propagation is a nonlinear network function, so theoretical dynamics are unpredictable.

Therefore, I develop an empirical dynamic criticality benchmark. The impact time horizon is a

function of differences between time-series of network state moving averages. Dynamic benchmark

criticality is a function of network states over the time horizon, computed in a decentralised manner.

Differences between this and local decentralised criticality estimates over time gives the error, from

which accuracy is computed.

The computational timeliness and accuracy of each agent is measured. Since computation time is

work done to ensure accuracy for given criticality estimates, and information lag affects accuracy by

reducing information relevancy, the value of information is a function of accuracy and timeliness. I

generate it, developing a measure of the worth of a distributed dynamic analytics function for high

speed control, given a communication paradigm.

The code for the simulation analysis uses agent based modelling techniques to permit measurement

of computation for singular agents, and can be used in further analytics for different topologies, while

the methodology can be used in investigations for installing decentralised analytics systems. It was

shown that with less historic information, information value is better captured by simple, bounded

measures than complex ones.

C7: I propose ways to study the relative influence of power distributions on network breakdown over

multiple simulations. This can be used to characterise whether criticality is derived from supply-chain

structure or from conditions the supply-chain is operating under.

C8: I define and explore two measures of long-term viability, relying on the methods from dynamic

network analysis I construct that distinguish short-lived from long-lived systems using changepoint

analysis and kernel density estimation. From this I build methods of survival space analysis, useful for

characterising the nature of viability in supply-chains. This moves towards a theory of the relationship

between present dynamics of infrastructures and their future performance. As long-term performance

is enabled by distributed ego-network control, this investigation characterises their approach to an

operationalisable benchmark of criticality.
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Fig. 1.6 Control-measurement complexity plane, illustrating the benchmarking techniques developed
in this thesis as a function of how abstracted or restricted the measurement and control functions were
in a given model.

These can each be used as methods to define dynamic criticality, depending on contexts applied.

Abstracting away all dynamics other than linearly risk propagating ones, C4 can be applied. If

incorporating communication limits or other nonlinearities that affect measurement capabilities, doing

so for sensor design rather than control, C6 can be used. If simulating selfish controllable dynamics,

C7 can be used. Finally, if investigating cooperative control, C8 model can be used. This can be

expressed in the control-measurement benchmark complexity plane illustrated in Figure 1.6.

These measures each illustrate the capacity for limited information to give useful estimates of

network criticality, thus providing scalable methods of network control and observation that do not

overburden network operators with computational and data processing load.

The contributions come together to form a research outline, with a research question and four

research objectives (Figure 1.7).

1.5 Thesis Structure

Following this, Chapter 2 contains important background material, necessary to understand many

topics discussed in this thesis. I cover network scientific concepts in existing literature, introduce

network model environments and generators, and data scientific methods.

Next, in Chapter 3, I review existing model environments and pertinent criticality and centrality

measures, detailing their computational complexity, justifying the need for research into scalable

methods. Following this is a brief review of factors important to information reach, then a review

of infrastructural network studies, particularly in telecoms and supply-chain systems. Then is a

comparative review of criticality measures and their complexity.
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criticality

C5: Decentralised method of
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C7: Distributed supply chain
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C8: Local centrality estimates
of criticality applied to
regional control

C8: Long-term simulation
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network infrastructures

Fig. 1.7 Research Outline
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Chapter 4 introduces three novel distributed measures of criticality which can be used to predict

the behaviour of dynamic processes occurring in a network. Their performance is compared and

tested on a simulated diffusive data transfer network.

In Chapter 5, I introduce a novel method of changepoint or epoch detection in the intraday case of

a telecom infrastructure. This is tested on a case study dataset of infrastructural telecom dynamics to

learn intraday behaviour of an entire network infrastructure.

In Chapter 6, I propose an agent-based model to assess the value of the information for calculating

decentralised criticality metrics, assigning a data collection agent to each network element, computing

relevant indicators of the impact of failure in a decentralised way. This is evaluated by simulating

discrete information exchange with concurrent data analysis, comparing measure accuracy to a

benchmark, and with measure computation time as a proxy for computation complexity. Results show

losses in accuracy are offset by faster computations with fewer network dependencies.

In Chapter 7, I detail a model of financial dynamics with associated autonomous control functions.

This is an agent based supply network simulation model capturing the effects of financial stress from

late payments due to firm-to-firm power imbalances. I investigate structural conditions that make

supply networks vulnerable to financial stress propagation and the resultant financial ripple effects

using survivability analysis.

In Chapter 8, I propose a financial liquidity policy sharing method for firm-to-firm supply networks,

introducing a scalable autonomous control function for viable complex adaptive supply networks.

Collaborative set overlap makes all firms interdependent, reconciling cooperative and competitive

aspects of the supply-chain and distributedly governing risk. I explore the relationship of visibility

to viability in this using dynamic complex adaptive systems modelling. I found viability needs

cooperation; visibility and viability grow together in scale-free supply networks; and distributed

control where firms are supplied only limited partner information outperforms centralised control.

This thesis is then finished with general conclusions, summarising my contributions in detail,

explaining limitations in my research, and from this proposing what broader impact my thesis means

for wider literature and policy, and future work that can extend out from it.

1.6 Publication List

The following publications and preprints were produced over the course of the PhD:

• Chapter 8: Y Proselkov, L Xu, A Brintrup. Limited collaborative intelligence permits vi-

able supply networks. Manuscript prepared for submission to The International Journal of

Production Research.

• [319] L Xu, S Mak, Y Proselkov, A Brintrup. Towards Autonomous Supply Chains: Defi-

nition, Characteristics, Conceptual Framework, and Autonomy Levels. Journal of Industrial

Information Integration (2024), 42.

https://www.sciencedirect.com/science/article/pii/S2452414X24001419
https://www.sciencedirect.com/science/article/pii/S2452414X24001419
https://www.sciencedirect.com/science/article/pii/S2452414X24001419
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• Chapter 7: [258] Y Proselkov, J Zhang, L Xu, E Hofmann, TY Choi, D Rogers, A Brintrup. Fi-

nancial ripple effect in complex adaptive supply networks: an agent-based model. International

Journal of Production Research, (2024), 823-845, 62(3).

• [320] L Xu, Y Proselkov, S Schoepf, D Minarsch, M Minaricova, A Brintrup. Implementation

of Autonomous Supply Chains for Digital Twinning: a Multi-Agent Approach. 22nd IFAC

World Congress, (2023), 56, 11076-11081, Yokohama, Japan. Elsevier B.V..

• Chapter 6: [255] Y Proselkov, M Herrera, MP Hernandez, AK Parlikad, A Brintrup. The

value of information for dynamic decentralised criticality computation. 14th IFAC Workshop

on Intelligent Manufacturing Systems IMS 2022, (2022), 55(2), 408-413, Tel-Aviv, Israel.
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Chapter 2

Preliminaries

This chapter details preliminary information that underpins language and concepts used in this thesis,

to allow interdisciplinary readers to access all content within it. Section 2.1 introduces basic principles

of network science relevant to this thesis, including mathematical concepts and notation. Following

this, Section 2.2 discusses network scientific model environments which are used in this thesis, or

material it is built upon or inspired by. This includes network generators and some infectious disease

network dynamics. Finally, Section 2.3 introduces relevant data scientific methods that are applied

for time series analysis or processing, including divergence analysis, smoothing, and changepoint

detection.

2.1 Network Science

The Bridges of Königsberg The network approach to modelling was first introduced by Leonhard

Euler to model the bridges of Königsberg (Figure 2.1), and learn how to walk them without repetition

[117]. Landmasses were represented by nodes, and bridges by edges, creating the first graph model.

The infrastructures I investigate are often represented using network graph objects, with agents as

nodes and their connections as edges [300]. The topology of a network can affect both the speed at

which a data packet is routed — shorter distances result in quicker transfer — and the response of the

network to disruption.

A given network graph is denoted as G = (V,E), where V is the set of nodes or vertices and E

is the set of links between nodes or edges between vertices. An edge between vertices u,v ∈ V is

denoted as (vu) ∈ E. Enumerated nodes ui for i ∈ {1, ...,n} are denoted by the vector u = (u1, ...,un).

Euler found that landmasses need an even number of bridges to walk them all only once. In

Königsberg, since there were seven bridges, this was impossible. The number of bridges incident on a

landmass is represented by the degree of the corresponding node in the graph. This discovery is the

first in graph theory, the precursor to network science. Since then, massive developments in network

science allowed the study of larger scale and more complex objects. In this section, I describe some

background material, necessary to understand the methodology introduced in this thesis.
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Fig. 2.1 A map of Königsberg, by Matthüs Merian, 1652

Network Connectivity The degree of a node u is denoted as d(u) = du. For enumerated ui,

d(ui) = di, and with this, d = (d1, ...,dn). This may be displayed on the leading diagonal of a matrix

D ∈ Mn (Z+), known as the degree matrix, where

D = (di, j) =

di ∈ d, i = j

0, else.

Complex network topologies have statistical properties. One of these is their degree distribution,

which is, for some k ∈ Z, the likelihood that any given node u ∈ V has d(u) = k. They also have

excess degree distribution, which is the likelihood that, having reached a node v from another, u, that

node has d(v) = k.

Networks have been used to model animal territories [134], epidemics [284], opinion formation

[308], and more. In Borůvka [51], the amount of transmission line cable used in the Moravian power

grid was minimised by creating a minimum spanning tree.

The degrees of nodes in a network are the number of incident edges they hold. These are

connections between nodes, so I denote the number of connections between the node ui and u j as

ai, j. For a simple network, nodes can only connect to other nodes, and may not have more than one

connection between any node pair. These can be displayed within a matrix, A ∈ Mn ({0,1}), known

as the adjacency matrix, where

A = (ai, j) =

1, (i, j) ∈ E

0, i = j.
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The information contained within the degree matrix and the adjacency matrix of a network may be

used to generate intrinsic measures of network structure, which may be compared between different

structured networks. To achieve this, one must first produce the Laplacian [87] matrix, L ∈ Mn(Z),
where

L = D−A.

The Laplacian captures all the topological information of the network, normalising it such that

LN = D−1/2LD−1/2,

which has special properties valuable for comparison measures [15, 288, 223]. Spectral analysis can

be performed on LN , which involves looking at its eigenvector decomposition. This reduces it into its

component eigenvectors, each associated with a member of the spectrum of eigenvalues.

For LN , for i∈ {1, ...n}, all eigenvalues λi ∈ [0,2] are such that 0= λ1 < .. . < λn ≤ 2. The number

of connected components in a network is equal to the number of 0-eigenvalues in the spectrum, that

is, |{λi : λi = 0}|.
In simple graphs, edges (uv) are undirected such that (uv) = (vu), and nodes can only have one

edge between. They are directed graphs, where (uv) ̸= (vu); multigraphs, where nodes can have

multiple edges such that (uv)(1) ̸= (uv)(2); and directed multigraphs, with both features.

Network Directionality The directions in any graph can represent a space to traverse. If it is such

that travelling over the directions of edges never allows for return to previously visited nodes, then it is

a directed acyclic graph (DAG). These can be created by any total ordering over the edges in G, where

each edge holds a value and edges are sequenced such that these values are monotone increasing.

Taking this ordering, one can construct the DAG by, for any pair of nodes u,v, directing an edge

according to whether the value for u or v is greater. By repeating this for all edges, a DAG is formed

[289].

Network random walkers are probabilistic objects that traverse edges according to their direction,

weight, and any other rules imposed upon them [217]. Walkers, at any position and time, can randomly

select a new, adjacent position to move themselves to in the next time step. In a graph, these positions

are nodes, and they may travel along edges to neighbouring nodes. A random walk is the sequence of

nodes any walker takes over some time. If the random walk ends at a node without a means for the

walker to leave the node, then it is an absorbing random walks.

This multiplicity and weights in networks can change in time, representing a temporal network,

which can be used to describe a flow network. These are networks with a quantity of substance that

travels across the network between nodes, generating flow across the edges and nodes. From these

can be generated residual graphs, which are flow networks with capacity equal to the original capacity

network minus the original current flow network. When the difference between the flow and the

residual network is zero, no edge is generated in the residual network.
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A network path, p ⊂V , is any ordered sequence of unique vertices where consecutive members

share an edge, such that for all ni,ni+1 ∈ p, (ni,ni+1) ∈ E. For any two nodes u,v ∈V , the shortest

path between them is called the geodesic, denoted pg
uv. It is, in the unweighted case, the path with the

fewest elements that starts with the source node and ends with the destination node. There might not

be only one pg. If multiple unique paths share the same length and no other paths have fewer elements

than them, these are all pg. For nodes u,v ∈ V , the set of all paths between u and v are denoted as

Puv and geodesics as Pg
uv ⊂ Puv, such that the quantity of unique pg

uv is
∣∣Pg

uv
∣∣ = ρuv : V → Z+. For

w ∈ pg
uv, the quantity of unique geodesics pg

uv that pass through w is |{pg ∈ Pg
uv : w ∈ pg}|, denoted

ρuv|w : V → Z+.

Considering travel from city to city, by representing roads as edges, and their intersections as

nodes, one can use Dijkstra’s algorithm [95] to efficiently find a shortest path to a destination. The

diameter ∇ of the network is measured as, over all pairs of nodes u,v ∈V , the longest geodesic the

graph G, such that ∇ = maxu,v∈V pg
uv.

There also exists the notion of the graph cut of nodes u and v. These are sets of edges that, when

removed, mean there are no paths between nodes u and v. The minimum cut of u and v is the smallest

possible cut between them. In a flow network, the minimum cut is the cut that minimises total current

flow for the edges in that cut, which can be found using the Ford-Fulkerson method [123]. This begins

by fixing the flow in the residual network to zero. For a path connecting u and v without any zero

weight edges, the edge with the smallest residual capacity is found, and then this flow is added to all

edges on the path in a copy of the current flow graph. The residual graph is updated with this copy,

and the process is repeated until a residual graph where u and v are disjoint is obtained. The missing

edges are the minimal cut.

Another measure of relationships between two nodes is the communicability between node pairs

[114], where for a given node pair, v,w, is given by

Kvw =
∞

∑
j=0

(
A j
)

vw
j!

.

Here, A j is A raised to the power of j, and
(
A j
)

vw is the value in A j in the same position of the entry

associated with v and w in A. Estrada and Hatano [114] denoted the numbers of paths between v

and w, each divided by the total possible distinct sequences of the given path length. This naturally

weights longer paths less, and converges to

Kvw =
(
eA)

vw ,

which is the position for v to w in A of the matrix exponential of A.

Another form of network characterisation is k-core [276] or k-shell decomposition [105], which

generates a series of subgraphs, such that the k-core is the maximal subgraph such that the degree

of every vertex is at least k, while its k-shell are the subset of the k-core with exactly degree k. The
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kth core can be found by stripping away nodes with degree less than k, and then removing those

nodes that have had their degree reduced to less than k, until there are no more of these [33]. K-core

decomposition may be applicable as a method to design communication architecture for distributed

computations, since it generates a clear network hierarchy quickly and simply.

2.2 Model Environments

Network Topology Generators Euler, Borůvka, and Dijkstra worked on topologically simple

networks, constructed by placing nodes and assigning edge values. The next major breakthrough in

network science came with the introduction of the Erdős-Rényi (ER) random graph models [113, 133],

denoted as G(n,m) and G(n, p). These have n nodes, assigning edges randomly. The G(n,m) model

assigns m many edges randomly, while the G(n, p) assigns an edge to a node with probability p, with

independent likelihood. For an ER graph, for all i, j ∈ N,

⟨|Γi(u)|⟩=
〈∣∣Γ j(u)

∣∣〉 .
The emergence of major links between the physics of complex networks, graph theory, biology,

and sociology led to the birth of network science in the 1990s. This can be traced to Watts and

Strogatz [309], on small world networks. Networks can model our social ties and the small world

phenomenon [221] of how pairs of total strangers can be linked by a short chain of acquaintances.

Network science was then popularised by Barabási and Albert [27], on scale-free networks. These

are networks that have a small number of interconnected “hubs”. In other systems, these can model

the structure of the internet. For example, how large sets of unconnected websites are all linked to

a search website, and how search websites link to each other. It was found in Albert et al. [6] that

certain network configurations are more tolerant to targeted attacks, and others to random attacks.

With attacks interpreted as failures, different topologies were more resilient to different methods of

failure. When failure occurs randomly, scale-free networks show remarkable resilience to shocks,

unlike random networks. The Barabási-Albert (BA) preferential attachment network configuration,

B(n,m) [5], is a model for producing scale-free networks. It defines a network of size n > m, and is

generated by starting with m nodes, and then adding new nodes with m edges wired to existing nodes

in the network until reaching n nodes. Edges from a new node u are randomly linked to an existing

node v in a probability that scales to the degree of v.

These milestones are the subject of major reviews and textbooks [5, 234, 104, 47, 233, 106, 235,

253, 26]. Current work aims to broaden the class of systems that can be described in the networks

framework. The major fields are synchronisation phenomena [18], adaptive networks [141], multilayer

networks [147, 184], and temporal networks [158]. My thesis unifies these four topics, investigating

the endogenously triggered breakdown of adaptive networks with multilayer temporal dynamics.
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Infectious Disease Models An example of temporal network models are models of infectious dis-

ease, which in this thesis are used to represent risk propagation. Classic ones include the Susceptible-

Infectious (SI) model, Susceptible-Infectious-Susceptible (SIS) model, and Susceptible-Infectious-

Recovered (SIR) model [180, 54].

The SI model is a temporal model which can be used to model the spread of infectious diseases

that, once an agent is infected, it is always and infectious cannot recover. Nodes can take one of two

states, susceptible, S, and infected, I, respectively becoming members of the sets S,I⊂V . An I node,

in time state, u ∈ I may, in random time, according to a Poisson point process of rate β , synchronise

with a uniform randomly chosen neighbouring S node, say, v ∈ Γi(u)∩S, turning it into an I node,

such that v ∈ I.
The SIR model is a temporal model which can be used to model the spread of infectious diseases

that confer immunity after recovery. Nodes can take a third state — recovered, R — becoming

members of the set R ⊂ V . It follows SI dynamics, but here, an I node, say again u ∈ I, may also,

according to an independent Poisson process of rate γ , recover and convert into R node, such that

u ∈ R. Together, these represent the dynamics of a disease that does not confer immunity.

The SIS model is a temporal model which can be used to model the spread of infectious diseases

that do not confer immunity, but can be recovered from, such as flu. In this case, an I node, once

again u ∈ I, may also, according to an independent Poisson process of rate γ , recover and convert

into S node, such that u ∈ S. Together, these represent the dynamics of a disease that does not confer

immunity.

2.3 Data Scientific Methods

One element investigated in this thesis is the change in dynamics invoked by given conditions in the

simulation models. This is determined using various data scientific methods to determine thresholds

and magnitudes of difference.

Kullback-Leibler divergence Kullback-Leibler divergence [188], denoted DKL, measures the

statistical distance of the difference between the probability distribution P and the reference probability

distribution Q. For a state space X , it is defined as

DKL(P||Q) = ∑
x∈X

P(x) log
(

P(x)
Q(x)

)
.

Savistky-Golay filter smoothing The Savistky-Golay filter is a method to smooth a dataset [271].

It is achieved by convolution, fitting successive subsets of adjacent data points using a low-degree

polynomial with linear least squares. Upon equally spacing the datapoints, one finds an analytical so-

lution to the least-squares equations found, using a singular set of convolution coefficients, applicable
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to all data subsets, giving estimates of the smoothed signal and its derivatives, or orders, at the central

point of each subset.

Changepoint detection In a time series, the times of abrupt change in behaviour are known as

changepoints, detected through changepoint detection algorithms. I investigate how to extract these

changepoints systematically, quickly, with minimal computation cost, and in a way that makes use of

the data concerning many nodes within a network.

Changepoint detection algorithms consist of a cost function that is minimised according to some

search method for changepoints within the signal, subject to a set of constraints [296]. For cost

functions, the least absolute deviation, written as l1, is a base case. This cost function measures for

median-shifts in signal. For any given signal y = y1, . . . ,yT on the interval I, this is calculated as

cl1 = ∑
t∈I

||yt − ȳmedian||1.

As an advance on this, another cost function, least squared deviation, written as l2, is also tested

in this thesis. This cost function measures for mean-shifts in signal. This is calculated as

cl2 = ∑
t∈I

||yt − ȳmean||2.

The last cost function tested in this thesis is built on a radial basis function (RBF) [128]. For any

pair of numbers, a,b, this is

rbf(a,b) = exp
(
−ς ||a−b||2

)
,

where ς is the inverse of the median of all pairwise distances in a given space. Let a window from ya

to yb be denoted ya:b. Then

crbf(ya:b) = b−a− 1
b−a

b

∑
s,t=a+1

rbf(a,b).

This cost function is able to detect changes in the distribution of an independent identically distributed

(iid) sequence of random variables. As a non-parametric function, it can be applied to a wide range of

tasks [19].

There are two kinds of changepoint methods: offline for distinguishing behaviour regime changes,

online for anomaly detection. Since this thesis investigates internal dynamics, I study endogenous

shocks, which do not occur due to anomalies but due to regime changes [299, 287]. Thus, offline

changepoint detection methods are studied in this thesis.

Searching for changepoints involves minimising some function of the segments generated, derived

from the cost function used. One may either assume a known number of changepoints or not. In

the context of this thesis, there is no clear knowledge of the number of changepoints, requiring only

methods that can handle this relaxed constraint. The classic search method with this property is the
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pruned exact linear time (PELT) method [182]. However, this method may have high computational

overhead since it is an optimal method. Alternatives include approximate methods, such as binary

segmentation [24] and window-based detection [13]. In this thesis, these three methods are used

since they are classic, canonical methods on which methods that use them may be studied, while still

allowing for a breadth of results. In addition, they already exist within the Python ruptures package,

enabling convenient application of them.

Changepoint methods used include binary segmentation [24], window based detection [13], and

the pruned exact linear time (PELT) method [182].

Suppose there exists a time series, y = y1, . . . ,yT . Binary segmentation works by iteratively

applying a given cost function upon splits of the data. The algorithm first assigns a changepoint onto

y, say, yt . Then it assigns changepoints onto the regions before and after the previous, yt , and repeats

this until it is found that, for a cost function, c : y → R, and penalty value, β ,

c(y1:t)+ c(y(t+1):n)+β ≥ c(y1:n).

This method is fast and simple, with computational complexity of O(n log(n)).

Window based detection works by sliding two windows across a signal. The signals within each

window have their statistics compared against a discrepancy measure. For a given cost function c, one

defines a cost gain, or discrepancy, measure d : y → R as

d(ya:b,yb:c) = c(ya:c)− c(ya:b)− c(yb:c)

for a < b < c ∈ N. If the sliding windows ya:b and yb:c have large overlap or are very similar, their

statistical properties are similar and the discrepancy between the first window and the second window

is low. If the sliding windows fall into two dissimilar segments, the discrepancy is significantly higher,

suggesting that the boundary between windows is a change point. For n samples and a sliding window

of length w, the discrepancy is defined for all indices t ∈
[w

2 ,n−
w
2

]
, with complexity of O(nw), where

maxima indicate changepoints.

PELT is based off of the optimal partitioning method [327, 172]. For some cost functions, c, and

penalty value, β , this method looks to minimise

m+1

∑
i=1

c(yui−1+1:ui)+β , (2.1)

where m is the number of changepoints. Define νs = {u : 0 = uo < u1 < ... < um < um+1 = s} as

the changepoint vector set. Define the minimisation function of Equation 2.1 as F : y → R, where
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F(0) =−β , and for n many datapoints, it is such that

F(s) = min
u∈νs

{
m+1

∑
i=1

c(yui−1+1:ui)+β

}

= min
t

{
min
u∈νs

{
m

∑
i=1

c(yui−1+1:ui)+β

}
+ c(yt+1:n)+β

}
= min

t
{F(t)+ c(yt+1:n)+β} ,

showing a recurrence relation in F . This can be solved for s∈ {1, ...,n}, giving the optimal partitioning

method.

The PELT method adds pruning to the optimal partitioning method to reduce the expected

computational complexity from O(n2). If it holds that for some constant, K, and for s ∈ (t,T )

c(yt+1:s)+ c(ys+1:T )+K ≤ c(yt+1:T ),

such that adding a changepoint reduces the total cost of all segments, then if

F(t)+ c(yt+1:s)+K ≥ F(s),

then t is not the optimal changepoint. Since the algorithm checks pruning for all changepoint pairs, it

is globally optimal within the solution space, and so does not require multiple runs. The algorithm

finds all t such that this holds, thus reducing the space of possible changepoints, yielding an optimal

yet more efficient algorithm.

These three methods have the advantage of existing in stable, reliable builds within the changepoint

detection package that contains them, ruptures, allowing for reliable results. Despite their variability

in computational complexity, choice of changepoint detection method depends on expected shape and

data structure. Within this thesis, all three are investigated and compared.





Chapter 3

Literature Review

In the following, I deliver a comparative literature review of the joint principles underpinning research

within this thesis and how they have been studied. These are divided across: empirical contributions,

which are reviewed here broadly under principles towards modelling infrastructural networks and

controlling them; theoretical contributions, which are reviewed here under methods of modelling

criticality, a core network risk metric; and the intersection of the two which is present in each broader

section, depending on focus.

I justify the case studies conducted in my investigations, that of telecommunications and supply

chain financing, as complementary but sufficiently distinct, and appropriate for the study of scalable

methods for dynamic failure risk management in complex network infrastructures. I demonstrate the

research gap, and thus novelty of this within the contexts investigated in this thesis.

3.1 Modelling Infrastructural Networks

To research scalable and dynamic failure risk management in complex network infrastructures, one

must use methods that are appropriate to the dynamics governing a given infrastructure. Generalisable

principles exist, however agents and subsystems within larger infrastructural systems interact nonlin-

early, demonstrating emergent properties that are unique to their particular dynamics as a consequence

of these interactions. Hence, while methods applied for one system can yield insight into another,

doing so constitutes highly nontrivial findings that are research contributions unto themselves. I

therefore review literature regarding various infrastructural network control models, case applications,

and principles for methods of scalable control in those models.

3.1.1 Information Relevancy

The relationship of information relevancy to agents is meaningful to control of the agent itself and

control when agents are cooperating. For this topic, agent-based models of collaboration have been

investigated [324] but not considering hosts of collaborative agents, and complex network models
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have been used to model collaboration [108]. Temporal information relevancy has been investigated

in the context of internet information decay for online social networks [22]. Books on methods of

cooperative control in dynamic multi-agent network topologies have been written [331, 314], but did

not cover complex model dynamics over these systems.

These investigations into information relevancy and control architectures are all defined by their

embedding into the given system they are involved in. The dynamics governing systems of mobile

communication sensors are distinct from those for energy-sharing clusters in a power grid, and require

different control systems and architectures, such that the nature of information in space and time is

distinct, which changes the fundamental notions of information relevancy. There are core ontological

threads with degrees of generalisability amongst all these systems, however, and these commonalities

justify a treatment of the breadth of possible investigations and their particularities. This serves to

explain the cases investigated in this thesis, and clarifies their similarities.

For the pursuit of scalability, the questions are “what” and “how much” information each agent

must learn to effectively operate in a distributed manner without sacrificing network performance.

• “What” is answered by a correct choice of measure

• “How much” is answered by the ideal information reach

Learning this will allow engineers and policymakers to create scalable adaptive systems which manage

risk effectively and autonomously. The research case in this paper, within telecommunications, is

networks with quick response times to mitigate emergent risks. Extra data may improve results, but

it increases computational overhead, slowing calculations [256, 255]. Care must be taken to ensure

overhead doesn’t grow so much that the network is too slow, while still effectively computing or

estimating criticality.

Within supply chains, as they are systems of still competitive agents, cooperating on a service goal,

the information reach range must ensure an admissible balance of competitiveness and cooperation

with appropriate supply chain players for it to be feasible to adopt. For computational agents, to

avoid overworking the computational load of an agent and the resultant lag or inefficient use of

company resources, a balance must be therefore struck. This trade-off is a core focus of this thesis.

The following examines sources yielding insight into this.

Organisational Distance There exists a broad overview of the nature of information for minimally

cognitive agents through the perspectives of information theory and dynamical systems theory

[38]. One can construct a hierarchical network that incorporates small world structure between

branch members in the hierarchy to maximise robustness against congestion under information

exchange dynamics [309, 98]. In a branching hierarchy network, two nodes, ui,u j ∈ V share a

common supervisor, ri j, and respectively have a distance, or depth, from their common supervisor

of |pg
iri j
|, |pg

jri j
| ∈ N, while the supervisor has |pg

ri jo| many steps from the highest authority, or origin

node, o. Assuming that nodes at the same depth from their supervisor are connected by default,
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organisational distance is defined as xi j =
√

|pg
iri j
|2 + |pg

jri j
|2 −2, for all i, j such that |pg

iri j
|+ |pg

jri j
| ≥

2, similar to the Euclidean metric. Then, due to homophily of near nodes, one can generate the

probability of establishing a link, P((uiu j) ∈ E) that monotonically decreases with increasing xi j.

P((uiu j)∈E) also decreases monotonically with lower |pg
ri jo|. The following stochastic rule governing

formation of new interactions is defined as

P((uiu j) ∈ E) ∝ e−|pg
ri jo|/ae−xi j/b,

where a and b are tunable parameters that represent characteristic lengths in xi j and |pg
ri jo|, respectively,

where for all greater values, connections become unlikely. This formulation however is not applicable

to complex nonlinear interactions within a dynamic environment. Nonetheless, the principle of

homophily that it shows suggests the existence of relevancy.

Relevancy Relevancy, as a function of usefulness, is described in Bisdikian et al. [45] as a function

of information quality, which, by defining operations in an infrastructural network as services and

users as customers, can be measured as a function of the quality of service, that is, the positive

influence information has on agent or system capacity to serve its functions. The interplay of function,

information, and action are detailed in a theoretical ontology of when and where constituting why

for application, engaging on who and how to constitute what for information. Bisdikian et al. [45]

propose that spatial and temporal relevancy for region Rc and information covering region Rp conform

to the relevancy function,

rs =
f (A [Rp,Rc])

f (A [Rc,Rc])
,

for some positive, non-decreasing function f (·), while A is the semblance of Rc and Rp, such as the

area of overlap. This is valuable for post hoc measurement, but in a system of distributed agents, A

demands scope beyond a cover region, which is not delivered in a distributed system. Region types

are spatial or temporal, depending on if this is spatial or temporal relevancy.

• In my work, I instead determine relevancy according to performance metrics against some

ground or assumed truth, either an evaluation of information itself, or according to systemic

performance.

• This reorders the ontology such that the assumed truth forms a function of the measurement.

• This means I measure relevancy according to embedded impact on maximising live performance

on all elements of the ontology, as embedded in an interactive system of control and cognitive

agents. In my methods, relevance is thus agent-wise and systemic, rather than dyadic as rs

Another candidate solution for ideal information reach is made by, for every node, for a given

depth, extracting the induced minimal spanning tree of the subset [98]. Then one finds the likelihood

of the given configuration of all other branches within the subgraph. One then estimate the ideal depth
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as the one that maximises the likelihood over all nodes within the network, since this creates the set of

most robust subgraphs. One may fix a and b to conform to the subgraph topology, where max depth

from first branch is a and max distance to a supervisor is b.

• I used this principle in constructing the DAG for the final supply chain model in this thesis

through nonlinear approximations and extended to non-tree topologies.

This field has been grounds for further relevancy research, providing a definition of information

relevancy that compares node importance as a function of the nodal importance and global importance,

internode selection, and community structure [298, 322], however such methods are centralised, and

further work is necessary to apply them to dynamic model cases.

Alternative formulations may consider a cost/benefit tradeoff for a given measure, maximising

the ratio between robustness and information gain, finding the least robust subgraphs possible that

still preserve suitable network awareness, since less robust networks have fewer links. This has been

done using robustness, a particular sort being connectivity robustness, defined as R = S/(N −Nr),

where S is the size of the largest component, and Nr is the number of removed nodes [6, 59, 84]. For a

measure, these are the same as the number of routes that are needed to extract information, justifying

this metric. Alternatively, one could maximise the ratio between information reach and some other

metric, either a centrality estimate of criticality, or a criticality measure.

• This justifies the creation of weighted distributed dynamic measures of criticality for viable

networks, as in this thesis.

3.1.2 Infrastructural Network Control

There are diverse applications for network control, and their particular conditions each mean a distinct

control manifestation appears per application. Despite this, infrastructural network control is a

generalisable principle. The boundaries and aspects of this are illustrated in the following with a

collection of infrastructural network control examples. This shows that different solutions exist for

different cases, and I discuss their relationships as well as how one solution space can be applied to

another context. In showing the diversity of related case studies, I frame my contribution in this thesis

as to the general space of scalable infrastructural network control, via the two illustrative examples of

telecoms and then supply chain financing.

Navel Auxiliary Systems Scheidt [273], framed this topic in the wider context of defining compu-

tational architecture for intelligent autonomous agent-based control. In this, control for agents is a

three step process of estimation, planning, and execution, which is an agent-centric advance on the

system comprehension model [110]. That is, first agents compute some belief function, then plan

what to do with it, and then actuate commands to realise this plan. Agents can have some awareness

of their surroundings and other agents, which have peer or hierarchical relationships. Information

relevancy in the spatiotemporal sense within networks is thus determined by the relationship between
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an agent’s capacity to fulfil its three functions with respect to other control agents and the network

itself. This paper defined a distributed control architecture for naval auxiliary systems, not broader

infrastructural networks of any sort, but argues strongly in favour of distributed computation for such

complex networks as I investigate. Furthermore, it proposes that such control behaviours could be

emergent, and enable long-term operational capacity, in agreement with my results. In this sense, the

boundary for relevancy is the limit of any local information, subject to any abstractable information

axis, thus describing an epistemology of how agents learn what they know [11].

• This thesis explores various models of complex network dynamics with autonomous agents

operating at each of the three steps of intelligent autonomous agent-based control, and unlike

Scheidt [273], proposes architectures for large scale complex infrastructural network cases.

Distributed control paradigms have further been defined in [89, 17].

Ad-hoc military communications networks Other work [131] applies the older system compre-

hension model to ad-hoc communication network control in military contexts, with a focus on group

self-assortativity via adjusting position in a physical space. This is a focus on control for dynamics of

the network via spatial embedding rather than on it as a KPI for operational interaction, as this thesis

investigates. It uses machine learning methods as the focus is operational effectiveness rather than

discovering information relationship properties.

Military command networks Further military applications advance on prior concepts of robustness,

which is resistance to shocks, and propose to engineer interacting systems of systems for resilience,

defined as the return to operability after shocks [25, 295]. Similar work has been completed in the

case of unmanned aerial vehicle swarms, a spatially embedded case [23].

Industrial production networks Further work has been applied into the field of workstation specific

production methods in industrial production networks [144]. Theory for this is highly case specific

— information relevancy is hard to generalise for the complicated and varied tasks for workstation

operators — so artificial neural networks were applied for prediction for task control.

• This presents a degenerate case of information relevancy research, as such methods return no

conceptual insight, showing that to understand the principle more strongly, maximal agent

simplicity which conserves nonlinear dynamics is necessary, thus justifying complex network

systems I study with agents of uniform function.

Transport networks Researching into cascade disruptions of transport networks, Dekker et al.

[92, 93] creates a means of deriving cascade effects from complex rail network delay datasets. These

are methods for interpreting existing data, not projecting forward.
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Geological flow networks Investigations into scalable algorithms, as applied to geological flow

networks [90] report a set of algorithms designed for scalable, autonomous control in dynamic network

environments, but specifically lattices, and no notion of risk is present.

Software defined networking Many of the models defined above are implemented using software

defined networking [41] which is an approach to network management that uses dynamic and efficient

network configuration to improve network performance and monitoring by dynamically adjusting

network resource flow. This is a centralised paradigm, however, which limits scalability and other

factors. Work has been completed to enable distributed use of this [303], shortening the pipeline of

research to application of work developed in this thesis, and others.

This has been the subject of review [14] from the perspective of how resilience and dependability

is managed in distributed environments for edge and fog computing, which are distributed evolutions

of cloud computing. Different cases are reviewed here, including control for urban infrastructure [282,

326], drone networks [60, 209], vehicle networks [159], medical monitoring [206], and telecoms [302],

with promising results for hybrid environment using blockchain to underpin distributed communication

and control [163, 189, 219, 88].

Blockchain Blockchain, as a communication architecture, imparts value to communication through

the work required for cryptographic hashing [270].

I argue that telecoms and finance each present a simplified case to blockchain with similar structure.

Telecoms with data flow, and finance with cashflow, but divorced of restriction of telecommunication

dynamics. From this is derived the following:

• Telecoms case where information dynamics is studied in this thesis as a feature of the model to

determine information value

• Financing case where information value is studied in this thesis as a feature of the model to

generate control schema.

• It thus presents a unification of telecommunications and financial infrastructure. These are

the two cases I research in this thesis, producing simulation models of their dynamics and

investigating techniques for autonomous scalable control and their relationship with restricted

information in their contexts.

Telecoms Telecoms is studied in particular because of its restriction as an information network,

such that communication and control is enacted in the network at a timescale comparable to its

operation, which is unique among infrastructural network systems. Thus it presents an edge case

where spatiotemporal information relevancy can be directly studied within simulation models in ways

that are representative of their physical dynamics. Due to advances in software defined networking,

these can be readily transposed into application spaces.
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Finance Finance, particularly supply chain finance, is studied because objects flowing within such

systems have value and the system itself generates value quantifiably. Information relevancy can

therefore be abstracted into a literal value of information, which can be used to inform control

architecture.

In the following is a review of contributions in the fields of telecoms and supply chain finance,

introducing concepts used throughout this thesis and the state-of-the-art in modelling each, with

respect to methods toward autonomous scalable control against network risk, and what risk actually

means in these contexts. The concepts pertinent to this thesis are described first in Section 3.1.3 for

telecoms and then in Section 3.1.4 for supply chains and supply chain financing. The mechanisms

of the function and dynamics of these systems, the problems encountered, the state-of-the-art in

solving these problems, core principles in their study and development of these solutions, and resultant

gaps are introduced and discussed. From that, what topics, concepts, and theory this thesis uses and

investigates are explained, thus preparing the reader to further engage with the content in this thesis.

3.1.3 Telecoms

Manufacturing processes have become more data-driven and dependent on interconnection of multiple

facilities for efficient decision-making, thus telecom infrastructure is as pervasive a component of

manufacturing industries as the powergrid and other critical infrastructures.

Telecom infrastructures are physical networks that support internet, telephony, and other digital

services by facilitating data transfers between users [107]. For example, when watching a film on

some video streaming service, a user sends a request to the service’s servers as a signal which is

routed through the infrastructure network. In response, the streaming service sends the data of the

film back from the server to the user’s device.

Protocols Data communication can be described in the overarching abstraction of the TCP/IP model

[53, 52], with application, transport, internet, and network access layers. In a simplified explanation,

the application layer is how data is applied and used, the transport layer is what matches hosts

at the ends of the network, the internet layer is in charge of the routing, and the network access

layer dictates how data is physically transferred within the network. There exists ongoing work

towards decentralising the internet infrastructure that TCP/IP governs, however it is non-trivial where

and how to apply such methods in tandem with existing centralised solutions [48]. The layers of

communication, control, and flow in TCP/IP inspire the layers of dynamics expressed in each model

in this thesis.

There are many kinds of data that can be sent through the infrastructure network. In addition to

single streaming services, group communication applications can use IP multicast [91] to send data

packet information to multiple sources. The methods, reviewed in [260], comparing three varieties of

group key management control approaches: centralised, where a single entity controls the whole key
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distribution; decentralised, where there is a hierarchy of subgroup managers; and distributed, where

all members distribute and generate keys to eachother. Methods toward making distributed control

scalable have been generated in recent years [8], providing an architecture for distributed control.

Advances in network protocols for handling complex data packet structures form major founda-

tions for the variety of network services available today, for example, architecture for supervising

shared network calls [297]. These advances are required to support advanced networking standards,

such as 5G [116, 328], which are being built to satisfy increasing communication demands [76].

Countering Risk with Distribution An advantage of distributed measures rather than centralised

measures, specifically in networks with communicative agents with computational capabilities, is

that they can minimise data transmission load [74]. In centralised computation, each node requires

information to be transmitted from all nodes on the network, whereas, in a distributed approach, nodes

only require information from a small region. If choosing which routers to navigate data packets

through under stress, for example, a DDOS attack, this information would be valuable when looking

to counter risk through proactive decision-making and would improve reaction speed [75].

Network Representation Telecoms infrastructures are often represented by graphs, with network

elements such as routers or switches as nodes, and connections as edges [300]. Network topology

affects routing and resilience to disruption since shorter distances give quicker transfers. Optimal

network design has received much attention [5, 234, 47], especially for resilience [201], particularly

in complex communications networks [316, 321, 218].

Dynamic Network Models for Resilience Network systems with items travelling within them are

flow networks. In flow networks, such as telecommunications infrastructures, data packets arriving

at rates greater than nodes can emit them, means they queue up to be emitted later. If queue growth

rate is positive, congestion occurs, causing node failure, which, cumulatively, can make networks

inoperative. Robustness to congestion can be maximised with certain classes of multiscale networks

[98], but adaptivity disallows fixed network structure. Modern alternatives solve this with time-varying

networks [313]. It was shown that in a theoretical communication propagation model, consensus to

reject malicious operations can be theoretically made robust when agents only hold information on

neighbours.

• However, this is restricted to a game theoretical case, and does not measure against operational

targets. I therefore investigate complex simulation models of routing, such that the complexity

of their dynamics warrants nonlinear measures and analytics.

Criticality, defined as the impact of a node’s inactivity on the operation of a network, evaluated in

telecoms by network connectivity, is a key factor in understanding network resilience [208], and can

be estimated using the current network state [256]. Criticality can inform prioritisation in network

prognostics for proactive maintenance.
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• This motivates the metrics applied in this thesis, where risk is measured according to current

criticality.

Dynamic Network Risk Failure of a structurally critical node in an otherwise underused region

may affect overall data traffic less than a structurally non-critical node in an overused region, since in

the latter case, present data traffic must be serviced immediately. Criticality thus depends on dynamics

and thus is not a static value. A goal of observing criticality in telecoms is to temporally find nodes

under stress so that failed nodes may be repaired.

It is thus necessary to generate dynamic measures of real criticality. To achieve this, one must

understand failure dynamics. The dynamic of node failure from congestion is studied in [307],

showing it can be expressed as a three stage process, from generation, to diffusion, and then dissipation.

Accurate and quick control of network behaviour is important in networks that are functioning at or

near capacity, as is expected for backbone networks of the near future [225]. This is also important

for networks operating under irregular stress, the taxonomy of which is defined in [66]. Within

this framework, the COVID-19 outbreak may be defined as a major socio-political challenge and

demonstrates a clear and present need for advances in methods that maximise resilience to deal with

such problems as they appear. Cascade failure may also occur within otherwise regularly functional

systems, due to effectively random errors, as in January 1990, where 114 switching nodes of the

AT&T network went down in succession due to the wrong resetting signal [249].

• Thus, since networks are under constant risk at any given timestep, I investigate the endogenous

risk of network dynamics at those timesteps.

How to monitor the impact of disruptions such as congestion on the network — criticality

— is important for fast and accurate network behaviour control [225]. More generally, telecoms

infrastructure is used for routing data packets from source node to destination node, similar to supply

chains and the material units transferred over them. These systems all fail when paths between nodes

become unusable, and cascade failures are a key problem in this regard.

Routing Model Criticality Measures Nodes that are more critical reduce system resilience and

viability, since their failure will more greatly disrupt the operation of these paths and the network as a

whole. Methods to identify node criticality are therefore required to accurately inform operations pol-

icy. This motivates the creation of criticality measures (CMs) that track disruptions to pathways within

a network. In centralised network monitoring and criticality computation, the central computational

resources need information on the whole network [268, 118].

There exists work to efficiently compute measures of criticality of certain types, but done so

with centralised measures [148]. Centralised CMs require live and dynamic node topology and

attribute data to respond to behavioural shifts. The increased data cause longer computational times,

so conclusions arrived at a given point in time lose relevance, and promote critical events if too much
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data is transferred. This is not scalable with network size, complexity, and performance requirements,

but must remain accurate and, in the particular case of telecoms, with minimal data transmission.

A distributed measure of congestion was defined in [307], however this does not use local

information, rather computing a parameter based on node state and certain predefined parameters.

This is insufficient, since it does not capture the effect the congestion will have on the rest of the

network.

• Therefore this thesis uses centrality measures over local graphs instead.

Telecoms Asset Communication Nodes within telecoms networks provide information of their

state either by transmitting to a supervisory node, which facilitates centralised centrality calculation,

or with each other, which facilitates distributed centrality calculation. They can achieve decentralised

communication through broadcasting to all neighbours their node ID, the value, and topological

information including the travel history of the data packet, and previously broadcasted packets that

are known to remain in motion, [198]. This takes at least the minimum distance between two nodes to

be completed in reality.

The use of decentralised computation to find the node most critical to network robustness is a

field in network criticality literature, core to this thesis [310, 68, 230, 181, 96].

• In this thesis, following from the above, forms of analytics are developed to account for the

issues of congestion on both network criticality and operability. This makes the amount of data

used for a CM scalable while preserving meaning.

• This is achieved by computing information in a decentralised manner, permitting one to impose

a limited information boundary around any given data collecting node. This makes data paths

across the network finite and stops computational complexity from ballooning. These are

information bounded CMs (IB-CMs), their performance studied within this thesis.

• Metrics used are accuracy and timeliness, but others exist, such as energy measurement [215].

3.1.4 Supply Chains

Supply Chain Representation Supply chains are networks that may begin with firms extracting

raw materials, which are sold on and processed multiple times through different firms. Supply chains

have been modelled using AI in many ways, which has been subject to recent review [173], given their

complexity and expense that necessitates this. For control and data collection on stress-testing and

viability, human-machine hybrid digital twin models were proposed [167], followed by multi-agent

systems combined with foundation models which integrate human and computer systems for fluid

control and can build the basis for autonomous supply chains [317].

Modern supply networks (SNs) are increasing in complexity as more needs are met with more

solutions [145] meaning risks from parties outside a given firm’s control may propagate through the
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network unpredictably [155, 121]. Case studies of infrastructural failures have been reviewed with

their associated risk mitigation strategy [227]. A notable example of a risk generating event is the

Suez Canal’s clogging by an Evergreen container ship in 2021, stalling 12% of world trade [197]

due to the canal’s strategic position. Supply chain risk management can benefit from modelling and

analysis of supply chain structures [77, 194, 34], and exploring how complex network structures

within supply networks affect material flow [101, 323]. Advanced artificial intelligence techniques for

this have been the subject of recent review [186], and the value of this is shown by its implementation

into supply chain management theory [21].

• This describes major elements of the studies conducted in this thesis.

• Risk propagation effects are generated from simulations

• Adaptive complex networks topologies are investigated

• Material flow dynamics are simulated

• Muli-agent network intelligence is used to control network dynamics

Financial Squeeze For each transaction, one expects firms with more bargaining power to create

payment terms that are most favourable to them [212, 78]. For example, paying for goods and services

as late as possible, maximising the buying firm’s liquidity and current assets [130]. Although not

necessarily decreasing the price of goods and services, it reduces the liquidity they impart. This

functions as a financial squeeze. Squeeze is when, due to market dominance, a buyer pressures their

supplier through more difficult to fulfil orders, resulting in more efficient buyer operations, but less

efficient supplier operations [305, 275, 85, 291].

Attempts at modelling the effects of financial squeeze through direct simulation have been created,

though currently only price squeeze has been modelled [202].

• Therefore, I present in this thesis a simulation model to exhibit an alternative form of financial

squeeze, liquidity squeeze.

Financial squeeze, while advantageous in the short term for buyers, may disadvantage suppliers

because they must survive until payments that can be expected to be up to 120 days late, and may take

longer for cost-cutting focused firms, under financial stress, and yet still holding lots of bargaining

power [156]. These liquidity issues may be propagated up the supply chain, resulting in late payment

practices reaching suppliers deep in the chain [222].

Firm Power Balance Risk propagation due to network structure, in supply chain management

literature, is nexus risk. This is the risk to the wider supply network by a firm as a function of its

positioning and embedding [323], that is, its topological importance, as measured using centrality

measures [37, 162, 264].
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• Four classic centrality measures used for supply chains in this thesis each cover distinct aspects

of nexusness [277].

• Degree centrality is a node’s influence over its partners [50]

• Betweenness is its position as an information and material broker [183]

• Eigencentrality is its provision of indirect linkages to critical players in supply networks [323]

• Closeness is its access to information [183].

A supplier with topological importance is a nexus supplier.

Firms in a supply chain have different degrees of bargaining power, affected by their market

share of supplier clientele, market sector control, and other factors [67]. Firms use their power over

partners or the wider supply chain to transfer risk onto the supply chain and its actors, and selfishly

mitigate against risk [212]. They impose risk by paying for materials late, where the greater the firm’s

bargaining power with respect to its supplier, the later it may pay as an expression of their market

control [179, 139].

For supply chains, confidentiality helps maintain competitive advantages and independence, so

exposing internal information, such as cash or material stock held, is undesirable, though methods

for effective transparent supply chain management and control have been proposed [9] relying on

decentralisation for financing. The importance of independence and distribution can be seen in

the difference between the old, “Fordist” style of vertical integration, which incorporates the full

supply chain, and the modern, Apple style of vertical reintegration, whose suppliers are held to Apple

standards but are independent entities. This enables superior flexibility and efficiency [224].

• Avoiding late payments motivates information exchange, however privacy concerns argue

against this. I reconcile this with limited range information exchange, where overlapping

collaborative regions ensure privacy preserving network-wide information exchange.

Supply Chain Financing

As a firm’s source of liquidity is reduced, they finance themselves, for example, through bank loans,

which are difficult to secure because of advanced due diligence, banking mandates which restrict

available customers, and increasing financial regulation [29, 32, 31]. These have created the modern

regulatory environment of increased competition, tightened margins, and slower transactions in

exchange for superior security [146].

To alleviate these difficulties, firms may instead use supply chain financing (SCF). This mitigates

against risk propagation imposed by financial stress [265], where more powerful firms use bank loans,

which are traditional, reliable, and low expense, while weaker firms use higher interest SCF solutions,

such as reverse or invoice factoring.
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SCF has become more available due to increased speed and automation of financial services

(and risk assessment operations), particularly for customers such as small to medium enterprises,

because of improved financial technology [315, 220]. This has been driven by modern regulatory

conditions, coming from the 2008 financial crisis, which revealed systemic financial risks within the

market, spurring greater regulation and risk assessment requirements, making traditional lending

often unprofitable below a critical threshold [306]; more recently the COVID-19 pandemic and

lockdowns, which stimulated movements toward global financial digitisation [16]; and general ongoing

drives towards globalisation, where international cooperation in supply networks has promoted more

consistent accounting and business practices [64].

SCF provides financing focused on a given business deal between two firms. Invoice factoring

is a buyer focused example, measuring risk through accounts receivable. An invoice is sold to

another party, typically a financial institution, in return for a discounted cost of the original invoice,

where discounting is calculated as a function of counterparty risk, days to payment, and other factors

[332, 247]. Invoice factoring can be accessed using an online platform, such as a peer-to-peer

marketplace that matches supplier firms to financiers [12].

An alternative method is reverse factoring (often referred to as supply chain financing), which

involves resale of an invoice but uses the credit risk level of the buyer instead of plain invoice factoring,

where one bases rates on the credit risk of the supplier firm. These methods are limited by the existing

presence of transactions, and cannot be sought out without them. The presence of a supply chain

financing infrastructure has been noted to be increasingly seen as a strategic asset unto itself, where

the management of finances by the organiser in charge of reverse factoring allows for insights into the

dynamic flow within the supply network [200].

• The comparative performance of supply chain financing and bank financing, as mitigation

functions for supply chain ripple effects form a core topic of study in this thesis.

Recent research has looked into advances on existing SCF, which is dyadic in the sense that

products are based off invoices, to Blockchain backed SCF (BCF), where products are functions of

the history of trades [283].

Deep Tier Supply Chain Financing Modern supply chains have multiple supply lines [279], an

example of which is the Daimler-Chrysler supply chain [80]. It is an automotive supply chain,

beginning with a raw material processing firm and finishing with an original equipment manufacturer

and supplier. It is an upstream manufacturing supply chain for a resilient ecosystem that produces

products that use non-perishable materials which are worked and recombined as parts up to market.

There exists work unifying supply chain and financing dynamics in simulation models, however not

modelling supply chain depth as well [325].

SCF solutions are called deep tier SCF (DTSCF) when used to support firms with many tiers

between themselves and focal firms [238, 81]. The diamond supply topology can be an example of a

deep tier topology. This is first defined in Choi and Hong [80]. This has a single member of the first
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tier, many members of the second tier, and a single member of the third. This was extended following

Shao et al. [277], on the Honda supply network. They observed that as one moves from the centre of

the chain to its peripheries, the number of suppliers per firm decreased on average.

• To capture the interfirm dynamics relationships, the supply chain models studied within this

thesis are all deep tier.

Power Asymmetry SCF, and particularly DTSCF, facilitates a method where all firms in each

supply chain tier have similar access to financial services as those with superior credit scores at the

ends of the supply chain, thus improving supply chain competitiveness [251]. Deeply embedded firms

have higher dependency on their partners, so tend to be more affected by financial squeeze [202], for

example, when the focal firm does not pay its supplier in a timely manner, which is a type of liquidity

squeeze. A buyer risks supplier default when it pressures its supplier, suggesting the supplier is not

critical to its immediate buyer, and that the supplier has many competitors. It does not have enough

bargaining power to control payment practices [211], else it would be protected or dominate relations.

This further suggests strong embedding and high connectivity within supply chains. They are

thus highly susceptible to changing market conditions, and hence correlated to them. This selects for

unidentified nexus suppliers [55, 194, 20], so companies with important positions are also least likely

to be identified, which further risks bankruptcy.

• Power asymmetry, expressed as information asymmetry is thus both a strong indicator and driver

of shock propagation. To encapsulate this, all models in this thesis incorporate asymmetric

power in companies, affecting their negotiation protocols [122].

Ripple Effect Due to the bankruptcy changing the network, the original embeddedness of the

bankrupt company induces similar conditions for nearby companies, initiating a failure cascade

known as the ripple effect (RE) [171, 286, 101, 100, 207, 203, 166, 257]. Since the shock reduces

supplier availability and increases operational constraints through reducing markets size and hence

cashflow, it is a bidirectional ripple [204, 99]. To avoid this, remain liquid, and preserve the supply

chain, companies seek out financing with credit from bank loans, SCF [129, 86], and other financial

objects.

In financing themselves, firms forecast according to surges in their cash receivables relative to

their cash position, financing too much, reducing their long-term cashflows and access to financing,

and passing liquidity issues onto suppliers. This causes a financial squeeze, resulting in a financial

bullwhip [72], analogous to the bullwhip effect [69].

The bullwhip effect occurs when a sudden demand shift for a product catches out a supplier,

who then forecasts further future demand, and to prevent missing the demand surge, orders a larger

quantity [195]. This occurs for each supplier, so amplifies upstream, leaving suppliers with too

much stock. Such events affect supply and demand in supply chains. Companies estimate business
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ecosystem responses with forward projections, their inaccuracies magnified each tier up the supply

chain, generating the shock from the bullwhip effect [196].

Bullwhips and financial bullwhips travel up the supply chain, eventually hitting nexus suppliers,

thus propagating throughout the network, generating an RE. These disruptions cascade through supply

network tiers, impacting the performance of the entire supply network [101] and reducing liquidity,

counteracted by SCF [130], where buyers pay suppliers later after receiving products of services.

This creates a liquidity gap [40], inducing a financial squeeze on small-to-medium sized enterprises

(SMEs), both due to their fewer resources and weaker bargaining positions [46], as well as their

positions between large firms [226, 120] in deep tier supply networks [251].

Inappropriate SCF policies can amplify ripples. For example, material bullwhips can propagate

upstream, contributing to liquidity gaps, demanding financing [71]. Financing policy is generated

from predictions of financial conditions as a function of cashflow prediction, subject to the same

principles as bullwhips. This results in a financial bullwhip propagating downstream [10, 63, 240, 72].

This means that when the ripple begins, it propagates over a more risky system, thus is amplified.

This creates an RE for financing — a financial RE (FRE) [101], which, coupled with more

financial stress for upstream suppliers, may render the nexus supplier inoperative, perhaps bankrupt.

This weak link may result in network-wide breakdown, and there may be far more of these broken

weak links than expected if the entire system is stressed and squeezed [151]. This has been explored

across modern empirical markets, with findings showing that the bullwhip effect for cashflow was

experienced by 37% of retailing, 43% of wholesaling, and 81% of manufacturing firms in a sample of

763 U.S. public companies from 2010 to 2019 [246].

• The financial ripple effect is the primary risk function explored in this thesis. The proposed

control measures therein are designed to mitigate against it.

Supply Chain Financing Benefits Recent work has gone towards showing how SCF introduces a

link from supply networks to financial markets and business ecosystems, where it affects asset pricing

and can be used to support progression to greater financing [135, 138]. It can also support the wider

economy by enabling a means to reconfigure the supply chain in a creative destruction process, where

inappropriate contractual links with suppliers are broken with late buyers without cutting liquidity

from suppliers, thus improving the supply chain [254, 73].

The benefits of SCF suggest it is important to find methods to accommodate its risk [156],

motivating my supply chain investigations. Early warning systems help ensure expenses are directed

and used in a timely manner, and are important to agents involved in such networks, achieved through

network analytics and integrated to network control [43, 176]. Reverse factoring is also a solution,

involving the financial cooperation of the focal company and its suppliers. This involves information

sharing, which undermines competitiveness. In addition, management of these processes is cost

intensive and amplifies with supply chain size.
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Opportunities in Decentralised Control This is problematic because many actors servicing infras-

tructural networks have limited scope, so at certain scales of network complexity or operative speed, a

single, centralised controller is inefficient and unscalable. An alternative — decentralised control —

is computationally scalable [274], using agents as sensors of network dynamics to mutually contribute

to an analysis of the system.

Aligning firm to community goals via real time policy sharing will overcome these problems as an

expression of the shared value principle [254], where firms focus on the joint value they can generate

rather than individual. Real time policy sharing does not reveal private information, but allows for

effective policy coordination, so all companies could base their financing policies off of dynamics

affecting the whole of the supply chain.

This solution demands information sharing between firms to infer excess partner structure via

extended supply chain visibility. This is challenging due to many reasons, including budget constraints,

data standards, privacy, conflicts of interest, skill requirements, and supply chain complexity [175].

Possible solutions for effective policy coordination are forms of collaborative intelligence [94].

• This describes the distributed, decentralised control architecture proposed within this thesis,

which has not yet been characterised in deep tier, multi-agent complex network models of the

sort used here.

Thus, the smaller, squeezed companies that would most benefit from this have the least means

to enact it. Companies have sought ways to forecast supply chain dynamics without any shared

information [7] and there is active work on privacy preserving methods of learning on supply chains

using federated learning [334, 185].

The sensory aspect has been studied in telecommunications as tied to its model, whereby limiting

information to the relevant regions of operation, and using centrality weighted by data packets held at

nodes in these regions to approximate criticality, it was shown that decentralisation well approximates

systemic criticality dynamics [256, 255].

• I contribute to literature a model of infrastructural control applied to the supply chain simulation

model designed within this thesis that uses advantages provided by decentralised analytics, also

characterised within this thesis, and integrates it into distributed control, thus capturing the

benefits of supply chain financing against the financial ripple effect.

This is in some cases has been examined with the Blockchain, with BCF has been proposed as a

solution for the information sharing problems of deep tier systems, in the form of Deep Tier BCF

[103].

Complex Adaptive Systems

Supply network infrastructures are systems of interdependent assets that produce or relay units

amongst themselves to achieve some goal, supplying material goods, products, and services [137].
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Key to a supply chain’s function are its firms, who make decisions regarding assets based on internal

policies, motives, and emergent conditions. In computational models of interfirm supply network

infrastructures, they are represented by agents, quantifying these factors. Network agents are interde-

pendent, relying on and responding to eachother’s operations. Due to the complexity of interactions

and agents’ capacity to adapt to change, supply networks and their models are defined as complex

adaptive systems (CASs) [79].

Adaptivity, unpredictable behaviours in an interactive system, and the nexus supplier concept are

all features of a CAS, which is a system with dynamic behaviour in response to changing conditions

that modifies the behaviour of embedded actors [80]. Such a perspective has value to researchers for

integrating existing supply chain management research into a structured body of knowledge with a

framework for studying new theories relevant to real-world supply networks [244]. Several authors

framed supply chains using CASs, primarily modelling the dynamic flow of materials [292, 132, 333].

The evolutionary dynamics of complex adaptive SNs (CASNs) are described and categorised in

Pathak et al. [245], who advocated the use of multi-agent simulation for modelling and analysing such

systems, used in works including Ho Seung et al. [150], Ledwoch et al. [194], and Li et al. [203].

There exist various classes of supply chain simulation models based on selfish multi-agent system

dynamics [109], with risk generation and mitigation functions [34, 194, 43, 77]. These financial

solutions make firms affect each other as they transfer material downstream. Firms thus simultaneously

exist in a supply network and a financial network, acting as manufacturers and financial institutions.

This complexity and the dual nature of SCF mean that a viability measure [165] is best for learning

how it affects long-term supply chain dynamics. Viability is best measured using survivability [164].

• Works within this thesis use complex network multi-agent CASs to investigate and measure

viability, as suggested by these works, which prior to this thesis had not been done for systems

that are financial and material.

Many existing RE studies have been on material flows, and in my work I advance on each of the

following papers, filling a research gap through combining their focuses to investigate new emergent

phenomena.

• The structural robustness of a randomly connected SN was investigated in [143], assessing

the probability of RE formation, however they did not study networks inspired by real supply

network structure, and no risk mitigation strategies were employed.

• Since supply chain resilience methods measure returns to normality, they are more complex,

sorting into adaptivity or stability methods, either reactive or proactive [168].

• Network “reachability” was proposed in [286] as a mediator for formation of ripples, also

introducing a graph theoretical way to assess metrics determining dynamic performance of a

supply chain under REs.



42 Literature Review

• Current viability literature [169, 170] suggests a need to focus on a singular combined metric

to capture more information under conditions of less certainty.

• Inventory injection was studied as a function of inventory position and network topology to

prevent disruption cascades [193]. It would be of interest to study cash-injection in such

contexts, however it has not been done prior to work within this thesis.

• A cash-constrained multi-agent model was also studied in [280], but they do not assess behaviour

over a complex network.

Network rewiring and a proactive strategy where buyers sever connections with critical suppliers

after observing a potential cascade formation was proposed [333].

• This thesis focuses on more complex environments, which require further research to produce

such a network level proactive strategy and instead cover reactive cutting.

Findings suggest that steering strategies, which do not fully control at the network level, are more

appropriate [1]. Network structure influences RE formation more significantly in the short-term than

longer-term [204]. Thus, it is more appropriate to study short term financial objects such as SCF.

REs of blackouts have been captured and then related to viability [166]. This more complex measure

requires more outcome focused measurement, and is best studied in complex adaptive systems.

• In this thesis the supply chain models developed use networks inspired by real supply network

structure.

• Resilience and robustness are captured using mitigation strategies with both reactive and

proactive elements.

• These are not explicitly measured — instead, viability is measured, focusing on a singular

combined metric to capture more information under less certainty.

• Cash flows are incorporated as a network dynamic, studying cash injection as the mitigation

strategy.

• Business relationship cuts are reactive.

• Cash injection is in the form of a short term financial object, SCF.

Stability

A supply network enters a failure state where goods cannot reach market without changing the network

when it becomes disjoint [82]. Using CASN terminology, network dynamics cause supply network

failure [157]. There, however, exist resilient and non-resilient network topologies [263], where if

resilient, networks may return to functionality quickly, suggesting their adaptations after a shock
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minimise propagation of said shock. From a systems dynamics perspective, amplifying factors are

smaller than moderating ones.

Resilience [250], robustness [59], and efficiency all are indicators of performance, but efficiency

is a function of current operation, robustness is resistance to shock, and resilience is capacity to return

to prior operations after shock. Viability is positive adaptation after shock, and as a complex network

risk measure, is most appropriate to measure in a CASN [161, 259]. Since economies grow, viability

most strongly conditions for long-term effectiveness, and due to high degrees of nonlinearity, can be

measured using simple metrics, particularly survivability [165].

• Since a CASN may be modelled using both systems dynamics and agent-based dynamics, and

complex agent-based modelling creates a complex network, dependent on topology characteris-

tics [292], I study the simulation models using system dynamics arguments [228].

There should thus exist thresholds from unstable states to stable ones upon moderating network oper-

ating parameters for a given network topology. Simulation methods allow the empirical investigation

of such dynamics while completely capturing network operational configurations, letting one observe

the relationship between topology and network configuration [257].

The critical transition point from stable to unstable network configuration is at a phase transition,

which in a CAS is at a bifurcation point within the network’s state space [140]. Bifurcations correspond

to unstable equilibria, such that the likelihood of the network being at those points is always a local

minimum for a given state space [141]. Taking ideas from local search [239], assuming one begins in

either a stable or unstable environment, it is difficult to see via moderating configuration parameters

which states define the complementary stability state. Thus, the system dynamical perspective runs

into challenges explicitly defining a CASN as a dynamical system to determine stability.

• Therefore, in this thesis, the outcome space of the CASN simulations is directly analysed

without reducing it into a dynamical systems model, but system dynamical arguments are still

used for extracting properties out of the outcome space.

Trade credit is abstracted in [34] to combinations of accounts payable and accounts receivable.

• Extended in this thesis is a model which provides buffer periods and mitigation strategies,

such that the time a payment must be made and the time a firm is removed are not just a point

process.

This thesis also contains a model testing the effectiveness of a collaborative intelligence control

method in a dynamic complex adaptive systems model [79] of SCF [257].

• Testing over multiple network topologies, parameterisations, and different nexus measures, I

investigate the relationship between visibility, as a function of the network, and viability, as

measured by incidence of long-lived supply chains.
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• It is evident that the topic of studying the scope of cooperative control regions in complex

network environments for complex nonlinear dynamic models is a gap in literature, which I

address in this thesis.

The next section of this literature review investigates network scientific methods of measuring

criticality, which is the key measure of risk investigated in this thesis.

3.2 Criticality and Centrality Measures

In infrastructural networks, assets — for example a router in a telecoms system, or a firm in a supply

chain — can be represented and controlled by agents situated at nodes in a network. Their loss can

have dramatic knock on effects in the network, inducing it to break down. This can be represented

as both the topological approach to disconnection or as the stalling of network dynamics. To find

ways to mitigate against such events, analytical methods are needed to create appropriate measures

to operate upon. In this thesis, I advance upon how to monitor the impact upon node failure on the

network, using criticality.

With a notion of the varied impacts on complexity of varying information, the question of

information relevancy can be defined as the ideal depth for a region surrounding a node for measuring

criticality at some time given some dynamic. This can be framed as one of the value of information,

or what one would claim to be the ideal information reach of a distributed or decentralised algorithm.

The following section discusses previous work in this field and possible applications for this question.

Criticality, which is the measure of how risky a node is to the operation of the network, is similar

to centrality, which is the measure of how deeply embedded a node is within the network. By using

centrality measures as criticality estimate (CE), one can approximate a criticality measure (CM)

because both define importance within a multicomponent system [44]. This is why many criticality

measures are extensions or variations of centrality measures.

Centrality measures are used to capture many different forms of importance for network elements,

and may estimate criticality. This is always an estimate based on the network state. The criticality is

the impact of the removal of an element, which can only be found explicitly through empirical data or

repeated simulation. It is also computationally expensive. In addition, the concept of “impact” is still

context dependant. A compromise can be reached, where criticality is measured using a proxy for

simulation, a criticality measure. Here, the network element is physically removed from the network,

and the impact is estimated through some schema.

Removing a network element is a form of network dynamic, and can either be a dynamic of

the network or on the network. Dynamics of networks are topological changes, while dynamics on

networks are state changes [236]. Of interest within this thesis is criticality from dynamics from both

on and of the network, which is the result of the behaviour of a given model that changes properties

assigned to network elements, and then the topology of the network. In the case of flow networks

with capacity, removing an element can be achieved through congesting it in the telecoms case, or
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bankrupting it in the supply chain financing case, rendering it inoperable in either, removing the node.

Measures that address this dynamicity and change with it are needed, since these can be used to detect

nodes under more stress at a given time, or to inform whatever control function to mitigate against

that stress. Within this thesis, the simulation models and metrics applied in their analytics and for

their control can be understood as a formalism to create such criticality measures.

3.2.1 Criticality

The bag-of-paths criticality measure [192] is based on the bag-of-paths framework [124], where all

paths within the network are assigned a probability of being selected according to some distribution.

Each node pair has a set, or bag, of paths that have them as their endpoints. A probability distribution

is defined for each of these sets, where the likelihood of selecting a path corresponds to the solution to

minimising the total expected path cost for all node pairs, while relative graph entropy remains fixed.

Path costs are varied. A path for a given node pair is hence less likely to be chosen if its constituent

edges are typically on a longer path. Path choice follows a Gibbs-Bolztmann distribution of energy

[278].

The bag-of-paths criticality is then found by initialising on the graph state found by the bag-of-

paths framework, deleting a node, recalculating, and then calculating the Kullback-Leibler divergence

(a measure of difference between two probability measures) [188] for the relative entropy in the

previous probability distribution and the new probability distribution. Therefore, to evaluate the

criticality of a particular node in a fixed graph, one must find the difference between the global

criticality after deleting the node and the initial global network criticality. This is a powerful method,

but is a global measure, so not useful in a distributed computation setting. In addition, since it relies

on graph entropy, it is highly sensitive to graph topology, so a distributed version of this measure

cannot be used.

The dynamic perturbation criticality [148] is designed to determine changes in intraday link

criticality within a temporal information exchange network, such as a backbone communications

network. It does so by first generating the weighted graph Laplacian, defining a change at a single

edge per time step on the network as a perturbation on the Laplacian, and updating the graph Laplacian

as the sum of the Laplacian of the perturbation matrix, δL ∈ Mn (Z+), and the previous Laplacian,

such that

L̃ = L+δL.

Perturbation is edge-centric, so for an edge, (uv) ∈ E, the eigenvalues of L̃ may be computed as

the sum of the eigenvalues of L and its perturbation δL(uv) [65], such that λ̃ j = λ j +∆λ j(uv), where

∆λ j(uv) is the perturbation of the j-th eigenvalue, λ j. In addition ∆λ j(uv) can be represented as an

eigenvector decomposition, where eigenvectors of L̃ can in turn be represented as a perturbation on

the eigenvectors of L where ∆q j(uv) is the perturbation of the j-th eigenvector, q j, corresponding to
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the removal of the edge, (uv). These relationships are used to quickly and simply compute the spectra

of the Laplacian over time, needing only to compute an initial Laplacian at the macrograin.

This allows the use of perturbation centrality [65]. The measure is based on the sum of the K

smallest eigenvalues of the Laplacian perturbation matrix. Letting this perturbation be the removal of

edge (uv), this becomes an edge criticality measure, such that

θ(uv) =
K

∑
j=2

∣∣∆λ j (r)
∣∣ ,

where θ(uv) is the perturbation centrality of edge (uv). Since the smallest eigenvalues of the Laplacian

inform graph connectivity, this describes the variation in graph connectivity after the removal of an

edge, (uv). This measure is therefore sensitive to edges that bridge neighbourhoods. Case studies of

intraday data traffic within the UK backbone network have been conducted, where they applied the

perturbation centrality to learn new insights into how data demand is distributed within a day [148].

Perturbation centrality has numerous advantages — its ease of computation, sensitivity to naturally

critical edges, and structural interpretation. Due to it acting on a perturbed (and in this case removed)

edge, it is a true criticality measures. It also has limitations — it is not distributed, nor node-centric.

One could theoretically redefine it to satisfy these properties. The principles of perturbation of edges

that underpin this are used within the simulation models and dynamics of information bounded

centrality measures (IB-CMs) defined within it.

3.2.2 Centrality Measures

These methods, while effective, are too complex to be employed at pace and over limited regions,

which motivates the approximation of criticality dynamics with centrality measures. Centrality

measures may be roughly separated into three categories [126, 49], either degree-like, closeness-like,

or betweenness-like. This distinction is important when selecting which measure to use for a given

system, however they may also be defined by the information they take. Centrality measures for a

node can be computed sociocentrically, over the whole network; or egocentrically, over a limited

region surrounding the node. I document here the classic and some more advanced measures and

compare them against eachother with a focus on complexity, providing the basis of the family of

measures defined within this thesis, justified by gaps in existing literature.

If one is limiting information computed for each node via egocentric centrality, distributed

or decentralised computation is necessary for each node to operate using all network information

[174, 213]. There can be methods to compute global measures in a decentralised manner, or the

measure itself can be decentralised [198]. In the first case, the measure is computed from total network

information, however this may be bounded above through the use of incremental algorithms, or those

that seed from a known collection of nodes. In the second, each node defines a local subregion, and

computes centrality within this region, so that no node necessarily has total network awareness. Nodes
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then communicate their outputs, and use a separate algorithm to learn their relative centrality. The

simplest is a linear comparison, either of intervals or ranks [290].

A distributed centrality measure is such that nodes in the network do not need full network infor-

mation to determine their centrality [330]. This is valuable in distributed computation architectures,

for several reasons. Distribution may allow for the same compute power as a centralised system, but

more efficient, since less investment in costly computational devices or labour is necessary [39] to

process more and more distant information. In a distributed system of information bounded agents,

all agents are situated a restricted distance from the dynamics they measure or control, such that it

is the most relevant information for them. In addition, when computing centrality from a nodewise

perspective, distribution reduces overlaps and overhead on the network, since fewer nodes take data

from the same source, further increasing efficiency [329].

This section covers the various centrality measures which are adopted or modified to estimate

criticality in this thesis. The measures are compared according to the key characteristic required

for creating distributed, dynamic, estimates of criticality for networks where elements can have

weight. They are also compared according to approximately how long one would expect it would

take to compute the measure in the worst case, that is, time complexity. This has been previously

surveyed [272] for a collection of classic measures, though orders of complexity were not given. Any

given algorithm has a set of parameters that are computed in some way. For each dimension of the

parameters, as the number of data points for that dimension grow to very large sizes, those that have

more contribution will dominate in complexity. For example, let an algorithm take f (n) = n2 + n

much time to compute. As n grows large, then f (n) ≈ n2, since n2 ≫ n. Then one says that the

algorithm has O
(
n2
)

time complexity. This is called “big-oh” notation. Less time complexity is

preferable, and if an algorithm does not scale to network size, then autonomous control of the network

is scalable.

To have a clear notion of information bounding, I introduce appropriate notation. The information

boundary around a node is defined by the geodesic distance. For a node, u ∈V , the set of nodes such

that len(pg
u·) = i is denoted as Γi(u)⊂V , where Γ1(u) is the neighbourhood of u. The set of nodes

such that len(pg
u·)≤ i is denoted as Hi(u) =

⋃i
j=1 Γ j(u). If u has an information boundary at distance

h, it takes information from Hh(u). Now follows an introduction of the various centrality measures.

Centrality is a concept used when one wishes to identify the most influential node, often in cases

such as social network analysis, telecommunications network analysis or supply network analysis. It

is applicable in any field where one may use a network representation of a given system. Early use

cases of centrality explain differences in performance of communications networks and constituent

members [35, 36, 191].

Other papers give examples of limited range criticality and centrality for static measures and for

dynamic distributed criticality measures [310, 68, 230, 181, 256]. All show accuracy despite limited

boundaries. However, works such as these have conducted no large scale analysis on the relative

efficiency via computation time and accuracy for dynamic criticality measures, which I detail.
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Degree Centrality for a node u counts the number of neighbours. It is defined as CD(u) = |Γ1(u)|.
It is the simplest centrality measure and least computationally expensive, where for each node and

connected edge it counts for one more timestep. It has time complexity O(m) because k = 2m
n and it

scales with mean degree and node count.

Local centrality [68] extends the degree centrality, and was originally designed to determine the

level of embeddedness of a node within a network. To compute the local centrality of u ∈V , denoted

CL : V → Z+, first compute its neighbourhood, Γ1(u). Second, compute the neighbourhoods of each

node in Γ1(u). Then sum up for each node, w, in each Γ1(v), the number of nodes in the set of all

nodes at most two edges away from w, such that

CL(u) = ∑
v∈Γ1(u)

∑
w∈Γ1(v)

|H2(w)| . (3.1)

This counts nodes for a local region, which is linear. For a given node, the algorithm needs the

neighbours of neighbours, which takes O
(
k2
)

information. The measure may cover nodes at most

h many edges away, requiring, O
(
kh
)

information, and does so for all nodes, n. Since k = 2m
n , this

simplifies to complexity of O
(
mkh+1

)
.

Sociocentric Eigencentrality [190] captures the connectivity of the network, valuing nodes

with more connections to well-connected nodes. Denoting the adjacency matrix of G as AG, the

eigencentralities of the nodes in the network are found for the largest eigenvalue, λ G
n , where for

{xG
1 , ...,x

G
n }= xG,

AGxG = λ
G
n xG. (3.2)

The sociocentric eigencentrality for ui ∈V is thus the solution to Eqn. (3.2) such that CS
E(ui) = xG

i .

The time complexity of computing the sociocentric eigenvalues and eigenvectors of a matrix is O
(
n3
)

if numerically solved according to von Mises, or “power” iteration [304], since this is approximately

n vector operations on the n2 sized AG.

Egocentric Eigencentrality adjusts Eqn. (3.2) to be over Hh(u) rather than over G, creating

AHh(ui)xHh(ui) = λ
Hh(ui)
n xHh(ui). (3.3)

For node ui ∈V , the egocentric eigencentrality is CE
E (ui) = xHh(ui)

i . Assuming the excess degree distri-

bution equals the degree distribution, the time complexity of computing the egocentric eigenvalues

and eigenvectors of a matrix is O
(
m3h

)
.

Katz centrality [177] is an extension of eigencentrality that takes advantage of a unique property

of adjacency matrices, which is that the (i, j)th position in the kth power of A is an indicator of if

nodes ui and u j are a distance of k from eachother. Then the Katz centrality for a node sums for all

adjacencies for powers of adjacencies of k over all positive integer k, and for each k multiplies by
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some constant, α , bounded above by the largest eigenvalue of A, giving

CK(ui) = ∑
k∈Z+

α
k

n

∑
j=1

(
Ak
)

i j

=
((

I −αAT )−1
)

i
,

which is the ith element of the leading diagonal of the matrix,
(
I −αAT

)−1. The upper bound for α

means that the further away from a given node another is, the more its contribution to centrality is

penalised. Matrix inversion takes O
(
n3
)

time to complete, while all operations are linear. Since this

reads elements off of the computed matrix, this is the complexity of this centrality measure.

PageRank centrality [241] builds on the recursive network of influence that defines eigencentral-

ity and Katz centrality, but is tailored for the World Wide Web. It represents hyperlinks towards a

webpage as a directed edge towards a node. The centrality of a page is the sum of the neighbour’s

centralities, each divided by the number of pages they connect to (degree). This method accounts

for meaningful connections by reducing the impact of populating a webpage with hyperlinks to

many unimportant pages, as in a directory. There is an issue, however, with this first formulation,

in that links to closed cycles make the solution to it impossible. In this thesis, the two case studies

investigated are telecoms infrastructure and supply chains. In the former case, edges are undirected,

so PageRank is inappropriate. Both are interested in criticality, but in both cases, moderation for hubs

does not help represent criticality. This is more complex than eigencentrality due to the weighting of

meaningful pages, but only linearly, and so still has the same time complexity O
(
n3
)
.

PageRank centrality is not good for criticality computation. It is designed to promote pages that

have the most unique connections to themselves and others who are similar. In PageRank, having

many connections to nodes with few connections will not greatly improve the score. However, this is

for purposes of exploring the network, not considering network cohesion and criticality. Therefore,

PageRank is not fit for use in controlling for risk.

Wehmuth centrality [310] gives a measure that can be computed in a distributed manner, without

each node requiring full network knowledge, and use information on the local structure to determine

criticality. To learn how well connected a component is within itself, one uses the smallest non-zero

eigenvalue, called the algebraic connectivity. For connected networks, this is the second-smallest

eigenvector and has eigenvalue λ2. This defines the Wehmuth centrality, a distributed criticality

ranking measure.

For some node, u, the Wehmuth centrality, denoted CW (u), finds the algebraic connectivity of

the induced subgraph of nodes at most h edges away from u, denoted λ u
2 , and divides this by the

logarithm of the degree of u, unless the node is a leaf, in which case it is non-critical. If h = 2, this

finds how well connected a node is with respect to its immediate area and how integral it is to the

connectivity of the surrounding area. It divides by the binary logarithm of the degree of u because this
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stops non-critical hubs from being ranked too high. The formula for the Wehmuth centrality is thus

CW (u) =


λ u

2
log2(du)

, du > 1

∞, du = 1.
(3.4)

This algorithm works over a limited region of the size 1+ kh, n many times. Diagonalisation per

region takes O
(
k3h

)
time, while all other operations are linear. Therefore, the Wehmuth centrality has

O
(
nk3h

)
time complexity.

Sociocentric betweenness [125], denoted Bs : V →R is one approach to track pathway disruption

potential, calculating the fraction of geodesics between all node pairs in a network that pass through a

given node. Higher betweenness suggests higher centrality, and is calculated as

CS
B(u) = ∑

v,w∈V
u̸=v ̸=w

ρvw|u

ρvw
. (3.5)

This requires finding all shortest paths in the network, and then completing a linear operation,

the mean. As a base case, let the shortest paths be found using Dijkstra’s Algorithm [95], which has

complexity O(m+n log(n)). Repeat this for all pairs, showing that sociocentric betweenness has

O
(
n2 (m+n log(n))

)
complexity.

This measure can be modified into egocentric betweenness, which measures the betweenness

of a region surrounding a node, and then compares the valuations between nodes in the network. It

correlates strongly with sociocentric betweenness [214], and is computable in a decentralised manner.

For each node, say u ∈V , it measures the betweenness of the induced subgraph of Hh(u), such that

CE
B (u) = ∑

v,w∈Hh(u)

ρvw|u

ρvw
. (3.6)

In centralised computation, egocentric shortest path betweenness would be the same type of

computation as sociocentric shortest path betweenness, restricted to paths of length less than or equal

to 2h. However, egocentric betweenness is applied in a distributed computing sense, which requires

redundancies in computation. Per node, this measure finds the subgraph of nodes with shortest paths

of at most h from the node. Pathfinding per subgraph takes O
(
k+ log

(
kh
))

which can be written

as O
(m

n + logh
(m

n

))
, since the factors of 2 become linear in logarithms. This is n many times, for(2m

n

)h many pairs, thus having O
(
mkh + logh

(m
n

))
complexity.

Higher betweenness suggests greater criticality since being a passing point for a larger proportion

of paths suggests, if a node were to fail, it would cut a larger proportion of all paths in the network.

Betweenness is powerful, but is designed to detect centrality, not criticality, and assumes shortest path

traversal. It can be elaborated upon.

Traditional betweenness assumes all network travellers take the shortest path, but this is not

always the case. A workaround for this is flow betweenness centrality [127]. It differs from shortest
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path betweenness in two ways: it works for weighted networks, and it is scaled to all the independent

paths between all node pairs, rather than the shortest paths. It works specifically for flow networks,

where all edges have substance travelling on them, and a maximum capacity for the substance. Such

networks can be said to be defined by two layers, the capacity network, where edges are weighted

according to their capacity, and the current flow network, where edges are weighted according to their

flow. No edge in the current flow network can exceed its counterpart in the capacity network. This

measure uses graph cuts, found with the Ford-Fulkerson method. By ordering it, it can be solved

in O
(
n2m

)
time [97]. Repeating this n(n−1) times finds the minimum cuts for all pairs, however

there exist only n−1 many distinct minimum cuts [4]. There exists another reduction result that can

solve the minimum cut problem for a pair in O(n2) time, however this requires generating a tree of

minimum cuts of the network, which is infeasible in dynamic systems. Therefore, flow betweenness

has O
(
n3m

)
complexity.

This measure can be used on weighted networks, however, the information obtained through this

formulation will decrease very quickly with smaller graphs. If this was converted into a distributed

context, then the consideration of indirect paths is lost, thus devaluing the measure. Both betweenness

and flow centrality consider graph structure. However, weighting alternative paths can give counter-

intuitive results [237]. The following measure is designed to fix this issue.

Random walk betweenness centrality [237] builds on flow betweenness by directly computing

the passage of information or substance through the network. In it, a node’s centrality is calculated

by counting how often a node is traversed by a random walk between two other nodes. For some

node, i, it sums the probabilities that an absorbing random walk that starts at j and ends at k ̸= j

crosses i ̸= j ̸= k for all j,k pairs, returning the random walk betweenness. This measure does not

require simulations to be calculated, and can instead be found through matrix operations on the graph

Laplacian. Applied in a flow network, the random walk betweenness for a node u is its average current

flow to all other nodes. This is found through inverting the Laplacian after some operations to make it

non-singular, which takes O
(
n3
)

time, and itself takes O
(
mn2

)
time to be computed since it runs over

all edges, and all node pairs. This means random walk betweenness has O
(
n2(n+m)

)
complexity.

This method lies at the extreme of the family of betweenness measures, calculating for all possible

paths a node can take. The following measure sits between this and measures that use the shortest

path.

Building on from the idea using walks while reducing weighting of longer paths from flow

centrality, communicability betweenness centrality [115] strikes a balance that can more confidently

measure centrality. The communicability centrality of a given node u, as in Equation (3.5), measures

the sum over all node pairs not including u of the commonalities between node pairs, conditioned on

passing through u, denoted as Gvuw, divided by the communicability of v and w. The complexity of

using a matrix as an exponent is O
(
n3
)
, and this must be done for all nodes, giving a complexity of

O
(
n4
)
.
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This measure may be useful as a criticality measure, since to calculate Gvuw, one computes

communicability of v and w on the graph where incident edges of U are removed. The absence of

matrix inversion is also appealing, however this requires the matrix exponential, which has similar

complexity. Next is a measure that extends one of the betweenness measures into a viable estimate of

criticality.

If one considers local network structure that suggests positioning at a critical point, one can obtain

a robust criticality measure. The structural metric used is the bridging coefficient [160, 231], which

describes embedding of a node within a connected component. It is defined as the reciprocal of the

node’s degree, divided by the sum of degrees of its neighbourhood. For a node, u, the formula of the

bridging coefficient, cb : V → (0,1], is

cb(u) =


1/du

∑
i∈Γ(u)

di
, du > 0

1, du = 0.

(3.7)

By multiplying the sociocentric betweenness centrality and bridging coefficient, we obtain the

sociocentric bridging centrality [160], CB : V → R, such that

CS
BR(u) =CS

B(u) · cb(u). (3.8)

As two independent calculations, the complexity of this is the sum of the complexity of computing

the bridging coefficient, and the betweenness centrality, which is already established. The bridging

coefficient is just degree information, and hence is O(m) complexity. This means it has the same

complexity as sociocentric shortest path betweenness centrality, which is O
(
n2 (m+n log(n))

)
.

This can be changed into the local bridging centrality [230] (or egocentric bridging centrality)

by replacing the sociocentric betweenness in Equation (3.8) with the egocentric betweenness, and

rewriting it into

CE
BR(u) =CE

B (u) · cb(u). (3.9)

The complexity of this algorithm is the sum of computing the egocentric betweenness and

distributedly computing the bridging coefficient. In this case, the complexity of the bridging coefficient

is O
(

m2

n

)
since it computes graphs of mean size k2, n many times.

The closeness centrality [36] is the mean length of the shortest path between the given node u

and all other nodes in the network, which can be defined as the reciprocal of the sum of shortest paths

from u to all others. Denoting closeness centrality as CC : V → R, it is such that

CC(u) =
1

∑
v∈V

ρu,v
.
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This is a measure that treats a node as the source and sink of information within a network. It

requires the same information as sociocentric betweenness centrality, that is, all shortest paths in the

network. The method computes the output differently, but this is a linear operation, and so is the same

complexity, with O
(
n2 (m+n log(n))

)
.

Experimental evidence suggests increased computational efficiency and satisfactory performance

of information bounded network measures [112]. This details the relationship of the depth of the

information bound and size of the value distribution of the associated bounded betweenness measures.

The value distribution increases exponentially with the depth of the bound up to mean geodesic length

before decreasing, suggesting meaningful sensitivity at the mean geodesic length. For scale-free and

random graphs, which only have one cluster, it is expected that the ideal depth may be the mean

cluster geodesic length.

The following measure uses a very different centrality formulation, and may not be useful for

centrality calculation, but could be applicable for node communication architecture. This is the k-core
centrality [62], or the k-core index in the case of internet systems, where a node’s index is the k of its

highest valued k-core. For connected networks, this has a time complexity of O(m), counting edges

in the same way as degree centrality. The advantage of this method is that one may extract subgraphs

from the network based on their common centrality, useful for identifying categories of importance.

This is an extremely simple method, but is at a very rough grain and is centralised, relying on the

specific topology of the network, not key indicators, such that distance reduction leads to accuracy

reduction. It, however, is an interesting criticality indicator since it reveals core network structure.

Table 3.1 compares all the centrality measures discussed in this literature review.
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3.3 Summary

In this literature review is discussed how infrastructural network modelling is presented in current

literature with mind towards scalable autonomous control, including a discussion on information

relevancy, which is the key factor towards scalability focused on in this thesis, and a broader review of

infrastructural network control techniques and cases, considering their contribution to the combined

research gap this thesis concerns. It is argued that, given modern solutions combine valuation

mechanisms with high-speed communication, telecoms and supply chain financing research are the

most appropriate cases to investigate, with methods to measure temporal information dynamics and

spatial information dynamics with valuation, respectively.

This is followed by an in-depth review of these two cases. First is modelling telecoms infrastruc-

tures, discussing the state of the art, network risk and criticality, and methods and research concerning

asset communication structures in telecoms. Following this is modelling supply chain infrastructures,

discussing the state of the art, principles of firm power balancing, supply chain financing, supply

chains as complex adaptive systems, and supply chain stability. The methods in this thesis for studying

analytics for telecoms and control of supply chain systems are explained and justified.

Then is a review of algorithms for criticality measurement in network systems, their estimation

via centrality measures, with a comparative review of the computational complexity and applicability

of these measures.

Together, these provide a basis and justification for the research described in this thesis. I research

methods for scalable dynamics analytics using centrality measures over simulation models of complex

telecoms network infrastructure systems, owing to it being the most information restricted case,

and then methods for scalable autonomous control using principles derived from this research over

simulations of complex supply chain financing network systems, owing to these having value pegged

dynamics of material goods.





Chapter 4

Decentralised Dynamic Criticality
Measurement over a Failure Dynamics
Model

4.1 Introduction

This chapter proposes methods of dynamic decentralised measures of nodal criticality in a telecoms

risk propagation model. In this, three distributed measures of nodal criticality are created, modified off

of originally structurally defined measures, and augmented with dynamically changing node weights,

representing stress incurred directly on the node.

I define a manner of determining system criticality from this dynamic criticality propagation

model, and a means to use dynamic information to determine the accuracy of a given criticality

estimate.

Section 4.2 describes methods to define an augmented SIS model [180, 54], where nodes have

internal counters of the degree to which they are infected, before becoming infectious themselves.

This represents the propagation of load within a multi-agent system where members have fixed storage

capacity, where once this capacity is reached, data packets intended to be sent for processing in

at-capacity nodes are instead held in queues in the neighbour they were being transmitted from,

described in Subsection 4.2.1. This thus models an incremental infection. Then the mechanism to

investigate criticality for this effect is described in Subsection 4.2.1. I then define a form of dynamic

criticality derived from network dynamics in Subsection 4.2.1 and propose three approximations of

this for nodes in Section 4.2.2, using bounded ego-networks to compute the approximation. The

boundedness means methods are scalable with network size in application. These are benchmarked

against eachother using methods outlined in Subsection 4.2.3, showing strong similarity, presented

in Section 4.3. Conclusions to derive from this are mentioned in Section 4.4, with a summary of



58 Decentralised Dynamic Criticality Measurement over a Failure Dynamics Model

contributions in Section 4.5. All measures and methods produced in this chapter are derived from

Proselkov et al. [256] except when indicated.

4.2 Methods

In telecoms infrastructure, where nodes represent devices such as routers or switches, if data packets

arrive at a rate greater than the node can emit them, they may be queued up, to be emitted later.

Weighted networks are used here to model this. This has the advantage of extra weighting being given

to local regions with a high number of queued data packets.

4.2.1 Simulation Model

Augmented SIS

The simulation model used is based off of the SIS model of random infection over a network. This

represents network systems where nodes can propagate infection, but randomly return to healthy non-

infectious states, which can equally have infection propagated unto them, chosen because congestion

can. This is chosen, in comparison to the SI or SIR models as congestion is a state than can be left,

but having been congested in the past does not stop congestion in the future.

To estimate the accumulation of queued data packets, suppose each node contains a counter

denoting queue length, Q : V → Z+, where if for a given node, the queue reaches the infection

threshold, I, it is declared infectious. That is, for a given node, u, if Q(u) ≥ I then u ∈ I, else if

Q(u)< I then u ∈ S. In the augmented SIS, infection and recovery steps take the form of counter

additions and reductions. An infected node, u may increase the counter of a neighbouring susceptible

node, v according to the same infection dynamics as the SIS at rate β . All nodes may exhibit recovery

behaviour, where they reduce their counter by one according to a Poisson process of rate γ .

The infection step represents a data packet failing to travel from the susceptible v to the infected

u since u has a full queue and cannot process it. The packet is returned to v, increasing its queue.

The recovery step represents the resolution of one packet, and does not represent an addition to any

other node’s queue. This model estimates packet transfer, so data packets are not agents and do not

physically affect it.

Simulation Procedure

To isolate each node’s impact on the network, n many simulations are run. Each simulation Si ∈ S,

where S is the set of all simulations, is initialised by bringing the queue length of node ui ∈V up to its

threshold. Thus one may determine that any failures within the network occurring during simulation

Si are the consequence of attacking node ui. For the runtime of simulation Si, denoted Ti ∈ T , where

T is the set of all runtimes, Ti = {0, ...,T ′
i }, where T ′

i is either a fixed cutoff point or when there are

no more queued data packets.
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True Criticality

Suppose the true criticality in the network can be captured by the sum of the node queues for a short

future time horizon. This is justified by recognising that each measure proposed within this thesis

is designed to compute the risk at a given moment in time that a node poses to the operation of

the network. Specifically, this is the impact of the failure or reduced service of that node, which is

represented in this model by the node being able to infect neighbouring nodes and so increasing their

data packet queue length. Since this increases the likelihood of the failure of neighbouring nodes,

which would occur after some random time, the impact of a node’s failure would occur with a delay.

In a well maintained infrastructure network, it would then be repaired after some time. This results

in a peak of total queued data packets, which I claim to occur approximately at the half life of an

infectious node, assuming independent node lifespans. Using a mean field approximation, the future

time window is defined as

t f =

⌈(
1
γ

)I/2
⌉
.

The aggregation for the real criticality is a sum across all nodes at a given timestep, and all nodes

at most t f steps into the future. Since no computed measure is defined outside of Ti, this analysis is

only performed for the shorter timescale T ( f )
i ∈ T ( f ), where T ( f ) is the set of reduced runtimes, such

that T ( f )
i =

{
0, ...,T ′

i − t f
}

.

4.2.2 Criticality Measures

I now define three CEs to learn which approach most accurately estimates criticality. These measures

are chosen because each uses a different fundamental network feature while being flexible enough

to logically incorporate dynamic node states. The first metric counts the degrees of local nodes to

determine criticality, the local centrality, derived from [68]. The second metric uses local structural

measures to compute criticality, the Wehmuth centrality, derived from [311]. The final metric considers

possible paths through a given region to compute criticality, the local bridging centrality, derived

from [230]. The original versions are defined in Chapter 3.

They may not suggest criticality in an absolute sense, but as a comparison measure they show

which node at a given time poses more risk to the network than others. Measures are normalised from

0 to 1, where being closer to 1 suggests greater criticality. This has the advantage of both preserving

ranking as well as scaling.

Weighted Local Centrality

Consider local centrality in the case of incremental weighting. Let us cover the queues of nodes v

which are i steps away from u, and cover the queues of nodes w which are each i steps away from at
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least one v. Then Eqn. (3.1) can be rewritten as

C(w)
L (u) = ∑

v∈Γ1(u)
∑

w∈Γ1(v)
cH i(w)t .

Weighted Wehmuth centrality

Wehmuth centrality is extended to include queue lengths, which will vary with time, doing so through

the dynamic processes acting on the network, such as the movement of data packets within a telecoms

network. Wehmuth centrality uses network structure and node degrees, both of which are independent

of queue lengths within nodes. To account for the queue lengths, the simple undirected network is

redefined as a directed multigraph Gd = (V d ,Ed). This allows the original Wehmuth centrality to be

redone on this new graph, instead dividing by the log of the out-degree of a node.

For a simple graph with weighted nodes, node information is converted into topological infor-

mation by transforming it into a directed multigraph. Each undirected edge is replaced with a pair

of directed edges. Let, for each node, the number of out-edges to be multiplied by the node’s queue

length. The properties of the Laplacian still hold for such graphs. The formulation for this approach

includes redefining the degree matrix for Gd as Dd = cD. To create the adjacency matrix of Gd , I

define

Ad =
(

ad
i, j

)
∈ Mn

(
Z+

)
, where ad

i, j = ai, j · c j.

Since the laws of the network Laplacian are consistent for directed graphs, I apply the whole of

the Wehmuth centrality procedure onto the network defined by Dd and Ad , obtaining the weighted

Wehmuth centrality.

C(w)
W (u) =


λ u

2
log2(du)

, du > 1

∞, du = 1.
u ∈V d (4.1)

Weighted Local Bridging Centrality

Since telecoms route data packets, they must traverse a path. To determine criticality, I quantify

the significance a node has on a path. Sociocentric betweenness centrality does this, but needs full

network information. Egocentric betweenness centrality shrinks the range but loses information.

Bridging centrality is designed to estimate if a node exists at the boundary of two clusters with few

other connections, and does so with local information, so may be safely shrunk and still find major

chokepoints. I wish to make this dynamic.

To create a measure that changes over time, I incorporate the dynamically changing queue lengths

contained within nodes, denoted as q ∈ Q such that q : V → Z+, where queue length of u is q(u).

This so that a node with more data packets is recognised as more critical to the network. The local

bridging centrality is thus augmented with node weight associated with criticality. The measure

has two factors, which are the egocentric betweenness and the bridging coefficient. The bridging
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coefficient is designed to estimate the likelihood that a node is on a bridge between clusters. It is

unclear how node weight correlates with this, so incorporating node states into the bridging coefficient

is left for further research, however the egocentric betweenness may be naturally extended. Since

node queues are made up of data packets, which follow paths, and the egocentric betweenness is a

path measure, each path may be weighted by the sum of its constituent nodes’ queue lengths. This is

achieved by redefining ρu,v and ρu,v|w to create

ρ
(w)
u,v = ∑

P∈Pg
uv

∑
x∈P

q(x) (4.2)

and

ρ
(w)
u,v|w = ∑

P∈Pg
uv

w∈P

∑
x∈P

q(x). (4.3)

By inserting Eqn. (4.2) and Eqn. (4.3) into Eqn. (3.6), and this into Eqn. (3.9), one obtains the

weighted local bridging centrality, CE(w)
B .

4.2.3 Determining Criticality Accuracy

Criticality Estimation Function

Each measure is node and time dependant, so varying the node and the time the node is measured

changes the value computed by any given measure. This time dependency is the result of the dynamic

behaviour of the network model used in testing. To be able to compare the different measures, one

must aggregate across at least one of the dimensions. Since these are dynamics measures, of chief

interest is the performance of the measure for all nodes and their performance in time. Therefore per

dynamic measure, for each given simulation, I sum over all nodes at some timestep and return an

aggregated measure. I denote the set of all dynamic node attributes as C = {Q,CL,CW ,CB}, and the

instance of a dynamic node attribute c ∈C for a given node u ∈V at time t ∈ Ti for simulation Si as

B(c)
t,i,u :

{
T ( f )

i ,S,V,C
}
→ R

From here, the aggregated criticality measure is defined as

A(c)
t,i =


∑

u∈V
B(c)

t,i,u, c ∈ {CL,CW ,CB}

∑
u∈V

t+t f

∑
τ=t

B(c)
τ,i,u, c = Q.

Note that A(c)
t,i is a decentralised network criticality measure. To allow for comparative analysis,

the values of A(c)
t,i are normalised with respect to t for each simulation and attribute using min-max

feature scaling, generating
∗
A(c)

t,i : {Ti,Si,V,C}→ [0,1]. This creates a decentralised network estimate

of criticality derived from dynamic nodewise measures.
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Benchmarking Procedure

Herein is outlined the benchmarking procedure used to measure the relative accuracy of the dynamic

distributed measures of criticality.

I compute the mean squared error (MSE) across time for each normalised, aggregated dynamic

measure,
∗
A(CL)

t,i ,
∗
A(CW )

t,i ,
∗
A(CB)

t,i , versus the normalised aggregated queue length,
∗
A(Q)

t,i , and denote it as

Mc
i = MSE

( ∗
A(c)

i

)
, c ∈ {CL,CW ,CB}.

Then the mean value across all simulations for each measure is found, therefore finding the overall

accuracy to which each measure estimates the criticality of each node within the network, such that

the final result is

M̄c =
∑

n
i=0 Mc

i
n

, c ∈ {CL,CW ,CB}.

4.3 Results and Discussion

All analyses were completed on Google Colab Pro, a Jupyter notebook service that provides a Python

3 Google Compute Engine backend of an adaptable memory of up to 32GB RAM with 2 virtual CPUs,

Intel(R) Xeon(R) @ 2.20GHz. The packages used were networkx, random, numpy, matplotlib,

pandas, math, json, scipy, and sklearn.

The augmented SIS is applied to a scale-free B(n,m) graph because this is the most representative

graph topology of telecoms infrastructure networks [149].

The outputs are analysed according to the proposed validation procedure on a B(n,m) network

with n = 15 and m = 3. For both, infection rate β = 0.9, recovery rate γ = 0.5, and infection threshold

I = 3. This is to simulate and compare two simple networks at and beyond capacity. Network G is

visualised in Figure 4.1. Node size corresponds to magnitude of Q per node, which, for demonstrative

purposes, has been assigned randomly.

Let us explore the output of simulation S1, initialised from the node highlighted in green in

Figure 4.1. The values of A(c)
t,1 are presented in Table 4.1.

Static Dynamic
Time Queue Length Local Wehmuth Bridging Local Wehmuth Bridging

0 26 380 13.509 0.068 253 29.011 131.882
1 25 380 13.509 0.068 200 4.166 58.548
2 24 380 13.509 0.068 266 34.048 130.119
3 17 380 13.509 0.068 215 28.409 113.635
4 11 380 13.509 0.068 158 23.517 108.101
5 6 380 13.509 0.068 81 0 32.147

Table 4.1 Example aggregated attributes for a simulation seeded from node 3.
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Fig. 4.1 A Barabasi-Albert preferential attachment network G with node count n = 15 and edge
attachment number m = 3, with randomly weighted nodes, representing data packet queue lengths.
The green node u1 seeds for simulation S1, and blue u2,u3 seed for S2,S3. Arrows and red rings are
possible congestion candidates per timestep. All nodes have a corresponding simulation.

Measure M̄c

Dynamic Wehmuth Centrality (CW ) 0.197
Dynamic Local Centrality (CL) 0.102
Dynamic Bridging Centrality (CB) 0.162

Table 4.2 Average mean squared error for normalised aggregated dynamic attributes, across all
simulation instances.

Table 4.1 shows that by weighting measures with queue lengths, they more closely track the

progression of data packets within the network, and since the aggregated queue length is forward

looking, the correlation suggests that the dynamic criticality measures can detect risky nodes. The

similarity between the queue length and the dynamic measure is seen in Figure 4.2, which uses

normalised values, allowing for comparative inspection.

However, this is only information for a single simulation instance. It is still not obvious which

measure more closely estimates future progression. I combine the information of mean squared error

of measures from queue lengths for each simulation instance, obtaining the averaged mean squared

error, M̄c (Table 4.2).

Dynamic local centrality performs best, with M̄CL = 0.102, followed by dynamic bridging central-

ity, with M̄CB = 0.162, and dynamic Wehmuth centrality is the worst, with M̄CW = 0.197. Speculatively,

this may be a result of the model used to test their accuracy, since momentary rate at which a node

obtains data packets is strongly determined by the number of packets held by the given node’s

neighbours, and dynamic local centrality directly counts this.
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Fig. 4.2 An example plot showing the relationship between normalised aggregated measures and
queue length from a single seeded simulation from some node.

Since all values are bounded within [0,1], one can see that each measure computes criticality

within a network with between 80% and 90% accuracy within the contexts of this test, which is quite

accurate.

4.4 Conclusions

Dynamic and distributed approaches had not previously been combined in such a manner as in this

chapter. Each measure was tested within an augmented SIS scenario, and it was found that within this

test, they performed with high accuracy. Dynamic local centrality most accurately predicts criticality

within this test, though the reason for this is yet unclear.

No such measures which approach the problem of dynamically and distributedly predicting

criticality of nodes in this manner have been previously developed before the work described in this

chapter, and it is exciting that they have such high predictive accuracy, suggesting there is value

in researching more dynamically obtained measures for predictive purposes. Such new measures

are necessary to deal with increasing data traffic demands, where greater network requirements are

suddenly imposed on an already at capacity system, as during the COVID-19 outbreak.

Applications of such measures include: integration within telecommunications systems to inform

predictive maintenance; integration into autonomous vehicle networks to inform predictive routing

to minimise traffic jams; supply networks, where actors are often only able to obtain primary or

secondary connection information; and any system of dynamically communicating agents. With such

measures in place, agents will be able to quickly and reliably establish their short term criticality,

allowing for swift, inexpensive predictive action to ensure ongoing network function.

Robust statistical analysis will have to be performed to establish the true accuracy of the three

measures, including: test repetition; alternative regression metrics; comparison of quality versus static

measures and classic network measures; and mmultidimensionalanalysis.
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4.5 Summary of Contributions

In this chapter, an environment to simulate the propagation of criticality through a telecom routing

infrastructure was developed, based off an augmented SIS model. Upon this, a means to isolate

criticality from a single node using dynamic network analysis was defined. I then defined a notion of

true network criticality as a function of impacts over a given timeframe, formed a method to derive

this timeframe, and then from the dynamic information imparted by this, determined the network’s

true criticality.

Three dynamic and information bounded measures were defined that estimate criticality of given

nodes within a network. Their dynamic outputs were aggregated to create a dynamically defined

measure of system criticality, which is computed in a decentralised manner. A means of measuring

the accuracy of such a decentralised measure against true criticality was introduced.

This forms a two-layer multiplex network model, which can be used to define an analytics layer in

telecoms infrastructural systems for determining criticality directly. Its structure means that minimal

work is needed to apply this model for general systems where criticality can be approximated to

propagate as an infectious disease.





Chapter 5

Decentralised Changepoint Detection for
Intraday Telecom Data Traffic

5.1 Introduction

This chapter uses a dataset of intraday data packet demand for telecommunications traffic [148].

Behaviour within a day changes according to the time or task placed upon the telecommunications

backbone network. The times of abrupt change in behaviour are changepoints, detected through

changepoint detection algorithms. I show how to extract these changepoints systematically, quickly,

with minimal computation cost, and in a decentralised way that makes use of the data concerning

many nodes within a network. These methods can be incorporated into autonomous telecoms network

control.

This chapter is structured as follows. In Section 5.2, the method for changepoint detection

proposed in this chapter are outlined, describing first a mean curve based method in Subsection 5.2.1,

then a more advanced, KDE based method in Subsection 5.2.2, the first shown as a base case to which

the KDE method is compared. Both results and a discussion thereof are presented in Section 5.3 for

each changepoint detection algorithm covered in the methods section. Conclusions to be drawn from

this are presented in Section 5.4, and the chapter is finished with a summary of its contributions in

Section 5.5.

5.2 Methods

To conduct changepoint analysis, changepoint detection methods are used that do not use predeter-

mined numbers of partitions. These are binary segmentation [24], window-based detection [13], and

the pruned exact linear time (PELT) methods [182].

I apply these methods onto a dataset of data demand over time as a function of packet generation

within a telecommunications backbone network for each node in the network (Figure 5.1). This is an
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Fig. 5.1 Graph of all data demand signals for each node in a backbone telecommunications network
over the course of a day.

ensemble of well-correlated time series, where behaviour of each node depends on the others, but

is not deterministic. Given their similar behaviour, data from each node can be used as a sample of

the population, so that the statistical properties of the set can be used to make predictions on typical

node behaviour. The x-axes for all other graphs denote the x number of 2-minute increments past the

datetime of 1-14-14-0.

The purpose of this is to find regime changes to inform any simulators how they should behave

when trying to represent a given time of day. Only the statistical properties of the segment between

two changepoints should be used for the same timeframe. The samples are aggregated in two ways to

generate data to compare their relative performance. Given that this data is derived from a system of

network agents, this is a decentralised method of changepoint detection.

5.2.1 Mean Curve Inspection

The first method takes the moving average of all signals (Figure 5.2). Possible changepoint detection

methods and cost functions are then cycled over, the results of which are shown in Figure 5.3. Visual

inspection suggests that PELT with the rbf cost function has the best performance.
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Fig. 5.2 Mean data demand curve for all signals for each node in a backbone telecommunications
network over the course of a day.

Fig. 5.3 Collection of mean curve changepoint detection outputs depending on method and cost
function.
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Fig. 5.4 Flowchart explaining the second changepoint detection procedure.

5.2.2 KDE Signal Decomposition

The second method is to apply all changepoint detection methods with all cost functions onto each

signal within the sample (Figure 5.4). Then all breakpoints for all signals per method, per cost

function, are bagged together for the purpose of performing kernel density estimation (KDE) on each

set, assuming that each signal, associated with a given node, is an instance of the same distribution.

The purpose of this is to find where changepoints occur most often for a changepoint detection

algorithm for a given cost function. The reasoning is that each signal, associated with a given node,

is assumed to be an instance of the same distribution. This claim is supported by Figure 5.1, where

it can be seen that all signals resemble eachother under local deformation. The boundaries of these

deformations would be the most desirable changepoint. The method/cost function combination that

finds changepoints with the most confidence is the most accurate. This confidence is determined as

function of the strength of the clustering of predicted changepoints for the sample.

This clustering is found via KDE, which is a non-parametric way to estimate the probability

density function of a random variable. KDE smooths data by making inferences about the population,

based on a finite data sample, in this case, the set of changepoints. I assume that these are univari-

ate independently and identically distributed, and are drawn from some distribution, Y , using the

probability density function (pdf), f : Y → [0,1]. The KDE of f , f̂h : Y → R is defined as

f̂h(x) =
1
nh

n

∑
i=1

K
(

x− yi

h

)
,
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Fig. 5.5 Collection of changepoint distribution kernel density estimations.

where K is the Gaussian kernel function, and h is the bandwidth, in this case found for each method,

cost function pair through searching the hyperparemeter space through exhaustive grid search using

the GridSearchCV function from the sklearn Python package on the KernelDensity function

from the same package, with 20-fold cross validation.

Each KDE is generated for each method/cost function pair, and then normalised to [0,1], with

peaks representing clusters of changepoints, and troughs representing cluster boundaries (Figure 5.5).

The curve with the greatest confidence is found by taking the difference of the mean of the peaks

and the mean of the troughs, and selecting the largest value. This is because higher peaks suggest

stronger clustering, while lower troughs suggest wider boundaries. Together this gives a picture of a

changepoint detection method that has both high precision, through the peaks, and low bias, through

the troughs, and so the most accurate. The mean is used to ensure there is no bias towards larger

numbers of changepoints. From that, the η highest valued changepoints are selected, where η is

chosen according to visual inspection of the time series. The output of this is shown in (Figure 5.6).
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Fig. 5.6 The most accurate changepoints found with KDE for each changepoint detection algorithm
and cost function, according to my problem construction. The most accurate method cost function
combination was window-based search with kernelised mean change. η = 5 changepoints were
selected. The mean curve has been overlaid for visual comparison.

5.3 Results and Discussion

Simulations were completed on an Armari Magnetar workstation, with a 3.5GHz Intel Xeon E5-1620

CPU, 64GB RAM, in Windows 10 Pro. Modelling and results were completed in Python 3 with the

pandas, matplotlib, ruptures, numpy, datetime, scipy, and sklearn libraries.

5.3.1 Mean Curve Inspection

Figure 5.3 shows the outputs of the mean curve changepoint algorithms. The PELT method with rbf

cost function partitions the mean curve approximately over a point where the rate of change stops

decreasing and begins increasing, then where it begins to decrease again surrounding a peak, followed

by approximately covering a region of constant rate of change, partitioning as rate of change starts to

increase, then partitions at a sharp bend for a rough but constant rate of change region. Most important

is the treatment of the final rough constant region as its own partition, which is not observed in other

curves. This suggests this is the best method/cost function pair, as the constant slope suggests no

regime change.

The PELT method with RBF cost function partitions the mean curve near inflection points of rate

of change and yields the most accurate detector of changes in regime by encapsulating a common

dynamic region. This is because it most closely matches points where the magnitude of rate of change

is maximised, while letting similar continuous curves remain whole segments. The changepoints are

1-14-14-40, 1-14-18-50, 1-14-22-10, 1-15-6-0, 1-15-11-10, 1-15-14-0.
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Least absolute
deviation

Least squared
deviation

Kernelised
mean change

Binary Segmentation 0.025 0.030 0.029
Window-Based 0.173 0.272 0.372
PELT 0.026 0.042 0.082

Table 5.1 Table of differences for all method cost function pairs, in au, rounded to 3 DP. The cell with
the highest difference value, Kernelised mean change for window-based changepoint detection, is
highlighted in green.

5.3.2 KDE Signal Decomposition

Figure 5.5 shows the outputs of the changepoint kernel density estimation operation. The KDE with

the greatest confidence was found by taking the sum of peaks minus the sum of troughs and choosing

the largest value. This was found to be window-based changepoint detection using kernelised mean

change (Table 5.1).

After taking the η = 5 highest valued peaks in the KDE using window-based search and kernelised

mean change, the set of changepoints shown in Figure 5.6 are obtained, overlaid on the mean curve.

These are 1-14-14-58, 1-14-15-57, 1-14-18-53, 1-15-6-9, 1-15-11-3. Limitations of this method are

seen as the first three changepoints are very close, and the soft corner just above 1-14-20-40, 200

points in, is not noted as a changepoint. Since the final changepoint cuts through a region of constant

rate of change, it may be incorrect, however, given this is a data driven network method, results

suggest determining regime change with rate of change may be an inappropriate method.

5.4 Conclusions

This chapter proposes methods of decentralised intraday changepoint detection in telecoms infras-

tructures, comparing various changepoint detection methodologies and proposing a kernel density

estimate based method of data aggregation. It applies this to a UK backbone telecom dataset supplied

by British Telecom (BT).

With these changepoint detection methodologies, any set of signal samples can be fed into the

method to be used to inform a data packet movement simulator. As more data is obtained, this can

also be used in the future to create a general model of intraday and interday data packet behaviour

within a network, thus improving the quality of tools for mid-term network prediction.

The value of the second method is that it is non-parametric, uses the whole set of data in a way that

incorporates the structure of the network signals rather than taking the mean curve, and determines the

best changepoints detection method and cost function pair systematically. The principles governing

this schema — kernel density analysis, peak analysis, changepoint detection — underpin work in later

chapters, and can be used in practice to inform timings in update schedules of agent perceptions of

the network.
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This study was completed prior to the COVID-19 pandemic, and findings on the given dataset

may be outdated, given modern hybrid work culture and widespread usage of distributed digital

technologies such as blockchain or AI, though this is to be seen. An updated study would be of great

value to give data on how things have changed since.

5.5 Summary of Contributions

In this chapter, I defined a pair of decentralised methods of changepoint detection and applied them to

a telecom backbone infrastructural dataset. Findings can be used to propose a characteristic day of

dynamics, which can inform both simulation model and control update timescales. These methods can

be applied to general decentralised infrastructural analytics for scalable autonomous control. Findings

for this given dataset closely track the work and rest periods of human activity during a characteristic

day for telecoms usage in the UK.

The methods and findings in this chapter contribute to solving the problem of irregular change-

points for epochs in telecoms, and more generally infrastructural network systems. It provides tools

to inform the timescale over which certain analytics should be conducted, and demonstrates the

effectiveness of kernel density estimate changepoint detection methods as support tools to remove

human bias. This also forms an exploratory analysis into methods of consolidating multiple network

derived time series datasets for decentralised analytics, as well as the nature of epoch change in these

systems.



Chapter 6

Measuring Value of Information for
Dynamic Decentralised Criticality
Computation in a Telecom Dynamics
Model

6.1 Introduction

The use of centralised network monitoring and criticality computation means central computational

resources need information on the whole network, requiring live and dynamic node topology and

attribute data to respond to behavioural shifts. This increases computational times, slowing them

down and reducing relevance of the results, promoting critical events if too much data is transferred.

The more accurate and more efficiently computed an IB-CM is, the more valuable the information

used in its calculation is, where the value of information is a multivariate measure composed of the

accuracy and efficiency of a given IB-CM under some information provision.

To investigate in depth if decentralised network monitoring can improve the value of information

in a realistic context, this chapter builds upon the decentralised monitoring defined in Chapter 4

and uses the knowledge that network dynamics have variable paradigms, established in Chapter

5. It does so by investigating the effect of differentiating analytical update times on accuracy for

analytical agents, through defining a network intercommunication layer. The methods to achieve

this are presented in Section 6.2. I first define the specific simulation model used in this study in

Subsection 6.2.1. I then outline a method to assess the accuracy and computational efficiency of

IB-CMs that change with time, with respect to a novel benchmark estimate of dynamic criticality

under different CPs, in Subsection 6.2.2. This generates the value of information. These IB-CMs

are designed for homogeneous flow networks. A prototype is presented that uses classic centrality

measures as a stand-in for CMs and IB-CMs, with these defined in Subsection 6.2.3. The results
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of applying this to a real network topology on the use case of a telecom simulation model are then

presented in Section 6.3, and conclusions derived from this are in Section 6.4. All material in this

chapter has been published in Proselkov et al. [255] except where indicated.

6.2 Methods

6.2.1 Telecom Simulation Model

A discrete information packet exchange simulation is run using the Python package, anx [205], with

short range dependence, meaning random nodes generate data packets independently according to

a Poisson distribution with random destinations [301]. As this is an information flow network, a

timestep is how long it takes for information to traverse one edge. Packets traverse the network, stored

and routed along nodes on the way to their destination, where they are removed from the system.

Nodes and edges each have a fixed capacity which gets filled up over time since it takes time to

process packets at nodes and transmit them between nodes, with processing and transmission time as

fixed model input parameters. This process is terminated after either a fixed number of timesteps or

until the network is too congested to function. The nodes each have a backlog capacity of φ . The

simulation produces a time series over ϒ of each node’s queued up data packet backlog, where the

size of the queue held by node u ∈V at time t ∈ ϒ is φ t
u.

I then examine how nodes would behave if they were receiving and processing network data in

real time in an agent-based simulation using the Python package, mesa [178], with an independent

agent situated at each node. Depending on the monitoring data CP, which determines how up-to-date

information is (currentness), different nodes get different information regarding others depending on

their position in the network. Three CPs are investigated, named instant, constant, and periodic.

6.2.2 True Criticality

Over this model, I first define a measure of true criticality, obtainable post-hoc, using data that is

neither limited by the imperceptibility of the future nor communication constraints. Linear functions

of the total queue sizes of the whole network are taken using Φt = ∑u∈V φ t
u. A time range is found for

which there is sufficient confidence that all network states are sufficiently dependent on eachother.

Ideal Time Horizon

This is a moving time window, bisected by the present timestep, where the window’s start sufficiently

influenced all timesteps up to the present, and the present will sufficiently influence all timesteps up

to the window’s end. With it can be found, for all timesteps t, how far into the future sufficiently

captures both the current network state and its influence. I iterate over a fixed number, htest, of time

horizon windows, hi, less than half the simulation length, tmax, where hi = itmax/(2htest), and take
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moving averages over Φt for each width hi, so

MAt
Φ;hi

=

∑
t
t−i Φt/i, t ≥ i;

/0, t < i,

and MAΦ;hi is the time series made up by MAt
Φ;hi

. Then for all t such that MAt
Φ;hi

exists, I take the

absolute difference between MAt
Φ;hi

and Φt , such that

MADt
i =

|MAt
Φ;hi

−Φt |, t ≥ i;

/0, t < i,

and get the sum of absolute differences, SADi = ∑t MADt
i . Normalised, this is

∗
SADi =

SADi

maxhtest
i=1SADi

.

Iterating through
∗

SADi in ascending i returns gi = htest(
∗

SADi+1 −
∗

SADi). The ideal time horizon

is where the relative gain in error by a wider window is large enough to suggest that all smaller

window sizes cover regions with significant influence over eachother. Beyond that, since error gain

slows down, one cannot confidently claim events are the direct consequence of the current time. This

confidence, the validation threshold, is an independent parameter, hval, with which is defined the ideal

time horizon, h for the first i where one of the following conditions is fulfilled, where if the last case

is reached, more windows must be tested, or the confidence threshold must be increased:

h =


⌊i/2⌋, gi ≤ c;

⌊(i−1)/2⌋, gi < 0;

/0, i = htest.

Benchmark Criticality

To test the accuracy of information limited measures, a ground truth is needed. Within the context of

the simulation, the ground truth is readily accessible as the state of the whole network for the length

of the simulation run. The agents approximating this with limited information do so over a subset

of the network and over a window of the simulation timesteps. I define criticality as the intensity of

change in network operation induced by any network state changes. Following that h is the timescale

over which these changes happen, the true, or benchmark criticality is defined. This uses the entire

network state over the full timescale as input, such that there is no information limitation, enabling

us to investigate information limitation. As it uses the entire timescale, it would be impossible to

implement live.
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Dependencies are sufficiently large for all timesteps at most h timesteps far from eachother, so

impacts occur over a meaningful timescale of h. Impact at time t is the change over h timesteps

across t scaled by the built-up queues at time t, since a heavily used system has more to lose than an

underused one. A moving average with window width h, MAΦ;h, is obtained, producing a time series

of scaled differences across a time horizon,

THDt = MAt
Φ;h

(
MAt+h

Φ;h −MAt−h+1
Φ;h

)
.

This is normalised to [0,1], creating the criticality benchmark,

∗
THDt = (THDt −min

t
THDt)/(max

t
THDt −min

t
THDt).

Communication Paradigms

If there exists a path puv, u gets information about φ t
v. The queue at time t that the agent at u believes

v has is the perceived queue, qt
uv ∈ Q. If u = v this is qt

u. Centrality calculation takes time, so the time

from transmission to output is always greater than transmission to receipt between nodes, thus nodes

must compute centralities at a lower frequency than the CP dictates to avoid losing currentness. I call

this period between calculations the monitor interval, µ .

Instant communication (IC) is a simplification, assuming monitoring data is transferred instantly,

where for all u,v ∈V , qt
uv = qt

v. This is a base case, only achievable if monitoring data transfer became

so fast as to be insignificant.

Constant communication (CC) has nodes declare their queues every timestep. This data traverses

the network normally, because this declaration is a low-bandwidth operation. For a shortest path

(geodesic) of length n between u and v, information from v takes n timesteps to reach u, so u perceives

v late by n timesteps, so qt
uv = qt−n

v . Distant nodes thus give less accurate, valuable or relevant

information.

Periodic communication (PC) has nodes declare their queues and perceived queues at the same

frequency as they calculate their centrality. This corresponds to some aggregation of the functions

within higher order control functions that use centralities as inputs. For monitor interval µ and u and

v with length n geodesic, qt
uv = qt−µn

v , as each queue pass is µ timesteps.

With each CP, nodes receive perceived queues of others in the network. These values are used to

inform dynamic, queue-dependent CEs, which are calculated with the adjacency matrix. They are

therefore calculated with respect to edge weight rather than node weight. The first step of calculating

this is redefining the graph as directed. Then, for a node u, for all v ∈ Γ1(u), the queue weight of edge

(uv) at time t is

(uv)t
q =

qt
u

|Γ1(u)|
, (6.1)
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because larger neighbourhoods give nodes more chances to emit data packets and distribute load

among them, and it accounts for the respective queues of node pairs since for all (uv) there exists a

(vu) produced under the same rules.

The following subsection describes the data analysis carried out with the data provided according

to each CP.

6.2.3 Centrality Measure CEs

According to each of the above CPs, the data delivered to each agent situated at a node is used to

compute centrality measures over time as proxies and estimates of criticality. In this initial study,

standard centrality measures are used, with weighted and bounded extensions. The unweighted

measures only take topological data, whereas weighted measures adjust their outputs according to the

perceived queues for each node. Unbounded, or sociocentric, measures take information from the

whole network and stand in for CMs, while bounded, or egocentric measures take information from a

limited region around a given node and stand in for IB-CMs.

Weighted Degree Centrality counts each node as many times as their perceived queue lengths. It

is dynamic and defined as CW
D (u)t = ∑v∈Γ1(u) qt

uv.

Weighted Sociocentric Betweenness Centrality uses weighted shortest path variables. Using Eqn.

(6.1) these are created as
ω t

vw = ∑pvw∈Pg
vw ∑(st)∈pvw

(st)∈E
(st)t

q;

ω t
vw|u = ∑u∈pvw∈Pg

vw ∑(st)∈pvw
(st)∈E

(st)t
q,

(6.2)

giving weighted sociocentric betweenness centrality as

CWS
B (u)t = ∑

v,w∈V
u̸=v ̸=w

ω t
vw|u

ω t
vw

. (6.3)

Weighted Egocentric Betweenness Centrality takes Eqn. (6.3) but over Hi(u), such that

CWE(i)
B (u)t = ∑

v,w∈Hi(u)
u̸=v̸=w

ω t
vw|u

ω t
vw

. (6.4)

Weighted Sociocentric Eigencentrality uses the directed network with edge weights as defined

by Eqn. (6.1). The adjacency matrix becomes dynamic and temporally dependent, such that for

At
G ∈ Mn(Z+) for the graph, G,

At
G = (ai, j) =

(uiu j)
t
q, (i, j) ∈ E

0, i = j.
(6.5)
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AG in Eqn. (3.2) is then replaced by At
G in Eqn. (6.5) to create CWS

E (u)t .

Weighted Egocentric Eigencentrality uses At
G from Eqn. (6.5). For node u j it is over Hi(u j), not

G, creating

CWE(i)
E (u j)t =

(
At

Hi(u)x
)

j
=
(

λ
t
Hi(u)x

)
j
.

These CEs are used as proxies for criticality measures. To compute the value of information as

processed through each measure, I now outline a validation method.

Comparison Accuracy Function

The measures above must be validated as correctly approximating dynamic criticality within the

network. To do this, the similarity of the CEs to the criticality benchmark must be quantified. This is

not trivial, as the benchmark aggregates information over the whole network and all time, while the

CEs represent the output of a limited spatio-temporal information subset, thus they are not measured

according to the same units. A validation function to transform CE outputs must be defined. This

validation function must determine at any timestep the similarity of the CE to a benchmark and its

period of relevance. Criticality measures the impact of failure, which must be defined, and for how

long the effects of some action can be said to have been caused by a previous one.

Information from CEs must be aggregated. To make it agnostic to the relative importance of each

node and isolate such effects to the CEs, mean averaging is used. For a CE, C(u)t , the network mean

is calculated as Ct = ∑uC(u)t , normalised to get
∗

Ct , which can be compared to
∗

THDt . Let

T =
{

τ ∈ ϒ : τ = kµ,k ∈ Z+
}
.

The error from the benchmark is thus Errt =
∗

Ct −
∗

THDt , and the root mean squared error is

RMSE =

√
∑t∈T Err2

t

|T |
.

RMSE is used as it provides a measure of error that is in the same unit as the target variable,

simplifying interpretation and comparison. Additionally, RMSE penalises larger errors, making it

sensitive to outliers. The lowest RMSE gives the most accurate measure since it most closely follows

the benchmark criticality.

Value of Information

For a given telecom model simulation run, for a given CP, data is generated by simulating what

information nodes would be provided in a live environment. For a given CE and CP, at each timestep

per node and associated agent, the computation time Comp(u, t,CP,CE) is also recorded, averaging
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over all timesteps and all nodes to get

〈
CompCE

CP
〉
=

∑u∈V,t∈ϒ Comp(u, t,CP,CE)
|V ||ϒ|

. (6.6)

From (6.6), I derive the accuracy of calculation and the timeliness, respectively defined as

ψ
CE
CP =

1
RMSECE

CP
; ϑ

CE
CP =

1〈
CompCE

CP
〉 . (6.7)

Together, (6.7) gives a spacial and temporal measures of how valuable information is for a given

CE. Normalise each gives

∗

ψ
CE
CP =

ψCE
CP −minψCE

CP

max
(
ψCE

CP −minψCE
CP

) ;
∗

ϑ
CE
CP =

ϑ CE
CP −minϑ CE

CP

max
(
ϑ CE

CP −minϑ CE
CP

) . (6.8)

Multiplying these together gives a variable that grows with reduced error and increased time efficiency,

giving a spatiotemporal measure of value of information from a CP for a CE. Respectively normalising

returns

ν
CE
CP =

∗

ψ
CE
CP

∗

ϑ
CE
CP ;

∗

ν
CE
CP =

νCE
CP

maxνCE
CP

(6.9)

since minνCE
CP = 0. With this, I can assess how useful information provision of a certain variety is

under a given method of interpretation, and even create

⟨νCP⟩=
∑c∈CE

∗

νCE
CP

|{c ∈ CE}|
; ⟨νCE⟩=

∑c∈CP

∗

νCE
CP

|{c ∈ CP}|
; ⟨ν⟩= ∑c1∈CE,c2∈CP

∗

νCE
CP

|{(c1,c2) ∈ CE×CP}|

to measure the value of information for each CP, each CE, and across all tested formulations over the

telecom simulation model.

6.3 Results and Discussion

I compared simulation results of instant, constant, and periodic CPs for the accuracy of decentralised,

dynamic, and information bounded centrality measures for estimating criticality. Three simulations,

one for each CP, using the real topology of the UK outer backbone infrastructure network for a UK

telecoms service provider (Fig. 6.1). Simulation inputs are in Table 6.1. All analyses were completed

on Google Colab Pro, a Jupyter notebook service that provides a Python 3 Google Compute Engine

backend of an adaptable memory of up to 32GB RAM with 2 virtual CPUs, Intel(R) Xeon(R) @

2.20GHz. 5000 timesteps are skipped to avoid degeneracy since simulations are initialised on empty

networks.

Fig. 6.2 shows plots of all centralities and the criticality benchmark, NTHDt , for each CP, filtered

using a first order Savitzky-Golay filter. This graph shows substantial difference between outputs for
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Fig. 6.1 Outer backbone UK infrastructure network for a large UK service provider

Table 6.1 Simulation Inputs

Runtime tmax (hundredths of a second) 100000 timesteps
Monitor Interval µ 250 timesteps
Packet generation rate 19 packets/timestep
Processing delay 13 timesteps
Queue check time 1 timestep
Transmission time 30 timesteps
Node capacity φ 128 packets
Link capacity 1024 packets
Information visibility boundary 2 hops
Validation threshold c 0.1 relative difference
Window widths tested htest 20 windows
Ideal time horizon h 10000 timesteps

weighted and unweighted measures across all CPs, but further analysis will show similar accuracy.

The absolute error, |Errt |, from NTHDt was calculated, the results plotted in Fig. 6.3. These plots are

only for weighted measures, since error from static values is a trivial transformation of the criticality

benchmark. This shows the relative accuracy of each curve, showing similar accuracy between

bounded and unbounded measures. Periodic CP readouts are more closely clustered in terms of

accuracy. Error plots are filtered using a first order Savitzky-Golay filter.

Table 6.2 shows normalised accuracy,
∗

ψCE
CP , towards the criticality benchmark for each CE and each

CP. Weighted, dynamic CEs largely performed much better than their static counterparts. Boundedness

minimally impacted accuracy. Typically, CEs were most accurate for constant CP, followed by periodic

then instant CPs. Of the weighted bounded CEs, in periodic CP betweenness was best with large

variation between CPs; in constant CPs eigencentrality was best; and in instant CP, degree, and much

better than periodic and constant, which show wide difference. This suggests different CEs can

be used for different CPs. The best average weighted bounded CE is ⟨
∗

ψCW
E ⟩ = 0.6396, and worst

⟨
∗

ψCW
B ⟩= 0.5392. Despite this, the best weighted bounded performance for PC was betweenness, with
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(b) Instant (c) Constant (d) Periodic

Fig. 6.2 CEs and NTHDts for simulations of each CP.

(b) Instant (c) Constant (d) Periodic

Fig. 6.3 Error for Weighted CEs and NTHDts for simulations of each CP.

0.7265, for CC was eigencentrality, with 0.8009, and for IC, degree, with 0.8131. Degree also has the

widest range at 0.4479 and worst performance of the weighted bounded CEs, with 0.3652 for CP.

Boundedness and the time horizon are spacial and temporal efforts to increase relevancy of a

given calculation. A sufficiently small information boundary also reduces computational complexity,

allowing calculations to take place within the relevant period. In application, the monitor interval

should be bounded above by the relevant period, and is typically bounded below by the computation

time. This motivates analysing computation time of each measure under each CP.

Fig. 6.4 shows computation time plots. Limiting information most affects weighted betweenness,

which unbounded can take over 0.07 seconds, but bounded may be less than 0.01, close to weighted

bounded eigencentrality. Instant and constant computation times are similar for all measures, though

instant CP shows variability and intermittent spikes during network congestion, where queues grow due
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∗

ψCE
CP Instant Constant Periodic

Betweenness 0.0000 0.1969 0.0733
Bnd’d. Betweenness 0.0600 0.2987 0.1482
Wtd. Betweenness 0.6792 0.6446 0.5982
Wtd. Bnd’d. Betweenness 0.5108 0.3802 0.7265
Eigencentrality 0.1428 0.4383 0.2496
Bnd’d. Eigencentrality 0.2662 0.6543 0.4021
Wtd. Eigencentrality 0.8839 1.0000 0.7830
Wtd. Bnd’d. Eigencentrality 0.4182 0.8009 0.6998
Degree 0.0658 0.3065 0.1556
Wtd. Degree 0.8131 0.3652 0.6304

Table 6.2 Normalised Accuracy, for each CP and CE. Red is the least accuracy, white is the 50%
percentile, blue is most accuracy.

to build-up exceeding processing speed in certain regions. Periodic CP was uniformly faster, which,

since it places a lighter memory load through lower frequency, may be an artefact of computational

stress on the computer during simulation. Dynamicity increases computation time for complex

measures, but minimally impacts degree centrality, computed nearly instantly. Means of timeliness,

the inverse of calculation time, for each CE and CP are shown in Table 6.3.

(b) Instant (c) Constant (d) Periodic

Fig. 6.4 Computation time for all CEs for simulations of each CP, measured in seconds.

Joining timeliness and accuracy together gives the value of information measure,
∗

νCE
CP , shown

in Table 6.4. Information has little value for unbounded betweenness measures, as the product of

their error and computation time is high, relative to others. This suggests routing from distant nodes

has little impact for short term criticality, as defined by my ideal time horizon. Degree and weighted

degree value information highly, the latter with greater value. This suggests criticality, in this context,

spreads like a contact process and is best measured through the states of nearby nodes.
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∗

ϑ CE
CP Instant Constant Periodic

Betweenness 0.0001 0.0001 0.0001
Bnd’d. Betweenness 0.0007 0.0007 0.0009
Wtd. Betweenness 0.0000 0.0000 0.0000
Wtd. Bnd’d. Betweenness 0.0004 0.0004 0.0005
Eigencentrality 0.0006 0.0006 0.0008
Bnd’d. Eigencentrality 0.0011 0.0011 0.0014
Wtd. Eigencentrality 0.0002 0.0002 0.0003
Wtd. Bnd’d. Eigencentrality 0.0004 0.0004 0.0005
Degree 0.3992 0.4761 1.0000
Wtd. Degree 0.2835 0.3760 0.7543

Table 6.3 Normalised timeliness, for all CEs for simulations of each CP. Computation time, from
which this is derived, is measured in seconds. Red is worst, white is the 50% percentile, blue is most
timely.

Looking at ⟨νCE⟩ shows that generally, betweenness uses information poorly, however bounding

it to a limited range, the value of information increases dramatically, and weighting it does so further.

Eigencentrality performance is middling, improved by bounding but less clearly by weighting. Degree

centrality uses information most effectively across all CPs, and weighting doubles its effectiveness.

For ⟨νCP⟩, information is of most value under a periodic CP, most reflective of reality, suggesting

diminishing returns in reducing information latency versus improving handling of limited information.

Finally, I observe that the value of information across all CEs and CPs is very low.

∗

νCE
CP Instant Constant Periodic ⟨νCE⟩

Betweenness 0.0000 0.0000 0.0000 0.0000
Bnd’d. Betweenness 0.0001 0.0004 0.0003 0.0003
Wtd. Betweenness 0.0000 0.0000 0.0000 0.0000
Wtd. Bnd’d. Betweenness 0.0004 0.0003 0.0007 0.0005
Eigencentrality 0.0002 0.0006 0.0004 0.0004
Bnd’d. Eigencentrality 0.0006 0.0016 0.0012 0.0011
Wtd. Eigencentrality 0.0004 0.0004 0.0004 0.0004
Wtd. Bnd’d. Eigencentrality 0.0004 0.0007 0.0008 0.0006
Degree 0.0553 0.3069 0.3273 0.2298
Wtd. Degree 0.4849 0.2888 1.0000 0.5912

⟨νCP⟩ 0.0542 0.0600 0.1331 ⟨ν⟩ 0.0824

Table 6.4 Normalised value of information, for all CEs for simulations of each CP. This is the product
of timeliness and accuracy. Red is worst, white is the 50% percentile, blue is most valuable. Mean
values of information over CEs and CPs are printed in the far right and bottom columns, each with
their own colour scaling.
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6.4 Conclusions

This chapter investigated network criticality, communication paradigms, and existing IB-CMs. A

model of simulated decentralised online network measurement under three CPs was introduced. The

IB-CMs used in my analysis (actually CEs) were then defined. The validation method that determines

the error and from there, value of the information was then outlined. Simulations for the various

CEs under different CPs and their results were then detailed, showing the viability of information

bounded and dynamic criticality estimation. Together, this research provides a framework to develop

more advanced CEs and gives insights into the relationship of measurement and provided information.

Bounding information visibility is a viable method for scalable measures that preserves accuracy

while speeding up calculation.

Each CE was shown to behave similarly. This holds true for error curves too (Fig. 6.3). In fact,

error shows to be more constant for the periodic CP, suggesting an advantage in terms of control for

that CP.

Timeliness was found to have similar ordering among CEs between CPs, decreasing in variance

and magnitude from instant to constant to periodic communication. This may support the argument

for decentralised computation, since less information frequency improves computation speed in

singular agents. Alternatively, this may be an artefact of simulating decentralised agents with a

central computer. Analysis of accuracy shows CE high performance of bounded dynamic (weighted)

measures, sometimes outperforming static or unbounded measures.

Unifying them to give value of information clarifies things. Dynamic degree measures are best,

balancing accuracy and timeliness. The best results were on periodic paradigms, showing that

maximally simple though flexible metrics are most effective and are best in information delayed

environments. Thus, extrapolating to more general systems, in cases where information is slow to

arrive and requires processing, the most valuable approach is quick analysis with frequent updates.

6.5 Summary of Contributions

In this chapter, I defined a notion of empirically derived dynamic benchmark criticality, and a collec-

tion of dynamically changing approximations of criticality using limited range weighted centrality

measures. I further explained several communication paradigms that describe proposed communica-

tion dynamics of live decentralised criticality approximating computational agents. For each criticality

estimate over each communication paradigm, a decentralised dynamics measure of criticality was

derived, and the value of the information used to obtain it was measured as a function of the time

taken to compute it and its accuracy.

Through the application of an intercommunicative layer over a data packet flow layer, and

conducting analytics over information in the intercommunications layer, in this chapter I define a

three-layer simulation model of live, information bounded network analytics for a telecoms system,

which can be repurposed for study of other network topologies. It was applied to the BT outer
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backbone UK infrastructure network, and suggests that if a live, scalable, decentralised analytics

architecture were to be incorporated into it, the most cost-effective analytics methods, regarding

information cost, should minimise complexity.

Beyond the telecom case, this analytic framework will be applicable to other systems with dynamic

flow and independent cognitive agents, such as business networks, mail networks, river networks, and

more, each a critical support network for any manufacturing system.





Chapter 7

Financial Ripple Effects in Complex
Adaptive Supply Networks: An
Agent-Based Model with Distributed
Control

7.1 Introduction

The previous chapters have been concerned with modelling minimal information for distributed

autonomous measurement of complex infrastructural network dynamics, in the context of telecoms.

However, the matter of control has not been solved in this context. This is where the limits of

simulations of telecoms start to appear, since for scalable autonomous control of the infrastructure,

agents need to make decisions. For an agent to be decisionmaking, it must be able to compare options

and select the optimal one according to an internal logic. With regard to packet flow over the network,

this would suggest some kind of value to choosing some action or another based on packet flow. The

issue is that it is not clear how valuable a data packet is to a given agent with respect to criticality. The

agent wants to reduce criticality while maximising network service, which can be conflicting goals.

Instead, I build on the prior case study by generating a model of unit flow over a network, but

units have a cash value that helps permit agent operation. Now agents can make choices according to

this value, enabling the study of scalable autonomous control with minimally informed agents. The

case study investigated is that of a supply chain financing infrastructural network.

This chapter defines a multilayer model of complex agent-based supply chain dynamics that

demonstrates the effects of reduction in liquidity of suppliers through late payments, called liquidity

squeeze.

Since the purpose of a firm is value generation, and supply chains are systems of value adding

relationships for these firms, finances form an intrinsic feature of supply chains. Their effects are
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difficult to model in an agent-based manner over a complex supply network since only product

creation is the outcome of the system, while profit is what enables participation, so its effects are

secondary observations. Financial squeeze is an outcome of the nonlinear interaction of financial

and material flow, so the assertion of this chapter is that it is best captured by nonlinear multi-agent

models. The research question associated with this work is, “What effect does the financial ripple

effect have on the viability of supply chain firms and how does supply chain financing affect it?” I

therefore create a cash constrained multilayer complex agent-based model that captures the effects of

financial squeeze as a consequence of endogenous nonlinear interactions.

In response to FREs or to maximise liquidity, firm bargaining power is exploited to delay repay-

ment of accounts payables [119]. This is how the FRE is modelled here; through buyers trying to

avoid bullwhip effects by maximising their liquidity in response to material demand changes via

issuing invoices with length dependent on the buyer’s, now debtor’s, negotiating power over the

supplier, now creditor. Since longer delays can only appear with more power, longer repayment times

are assumed to mean more power. The effect of this on the survivability of a supply chain with a

given topology, simulating the structural effects of a financial ripple due to the slowed distribution of

liquidity.

Following this is Subsection 7.1.1, introducing the key concept of complex adaptive systems as

networks. This underpins the work of this chapter. Next is Section 7.2, which covers the methods

of the supply chain financing model defined here. It introduces how interfirm relationships are

defined and what dynamics take place over the simulated supply network. This opens with Subsection

7.2.1, explaining the topologies studied, the dynamics of different network layers, asymmetric power

relationships between firms, and the function of proactive financing. The analytical methodology is

then presented in Subsection 7.2.2, detailing how simulation outputs are studied. Results are described

in Section 7.3, with the parameters and test conditions used for testing listed. Of key concern are the

initial conditions upon network generation and the distribution of outcomes, with a focus on firm

failure distributions, system failure distribution, and the regression analysis. Results are discussed in

Section 7.4, with distinct discussions on firm, or company level outputs, and system level outputs.

This includes both graphical and data analysis, examining the cause for behaviours in the results,

and their implications within the model. In Section 7.5, the impacts of the findings are listed, and

their meanings are discussed, contextualised within actual application in business, but with respect

to the limitations of the simulation study. Finally, the contributions within this chapter are detailed

in Section 7.6. All material introduced in this chapter is derived from Proselkov et al. [258] except

where stated.

7.1.1 Complex Adaptive Systems as Networks

Using the CASN concept for a deep tier supply chain, firms may adapt to changing market conditions

through adjusting their stock buffers. Unlike supply chain models that restrict analysis to limited

firms and their relationships, [142], the CASN approach allows analysis of supply chain topology and
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evolution over time. Inaccuracies in adjusted behaviour during this evolution propagate through the

supply chain as each actor responds inaccurately to the inaccurate responses of their partners. Such

problems only appear in deep tier structures, where players in the supply chain have ignorance about

other players, generating the RE. Similarly, in DTSCF, inaccuracies in financing due to the associated

costs of material flow management cause the FRE.

Unlike systemic risk for the RE, one models systemic cascades in a supply network context and

observe longer term impact. The RE is defined as the “disruption-based impact on SN performance

and scope of changes on the SN structure and parameters” [171]. It can include mitigation strategies

to avoid or respond to propagation of disruptions. Accordingly, I investigate how firms on a complex

topology generate financial ripples through late payments, resulting in SN breakdown, and then

incorporate response strategies, investigating the impact of supply chain and bank financing (BF)

solutions to mitigate the RE.

Financial flow occurs via monetary transactions upon the transfer of materials between firms.

Cash flows facilitate material flows, which directly affect cash flows in a supply network. Therefore,

cash and material flow must be studied in tandem. I thus develop an agent-based supply network ripple

effect model, where firms adaptively rewire when partners have insufficient cash flows to remain as

players within the given supply chain.

7.2 Methods

The model introduced here belongs to the class of supply chain simulation models based on selfish

multi-agent system dynamics [109], with information flow stimulated by some function generating

risk, and a risk mitigation function. The stimulation function is demand, randomly generated at the

market level to first tier Original Equipment Manufacturers (OEMs), who then pass this demand up

the supply chain.

This model focuses on supply chain transactions through information flow, without explicitly

modelling production. Holding and material purchases have associated costs, where holding removes

cash from the supply chain system, and purchases transfer cash from buyer to seller. Materials are

assumed to be homogeneous, where one material unit bought from a supplier u by firm v allows for

one material unit to be sold by v to buyer w.

Firms have different degrees of bargaining power as a function of their market share of supplier

clientele. Risk mitigation capabilities are based off of this, spreading risk to other supply chain

members. They impose risk by paying for materials late, where the greater the firm’s bargaining

power with respect to its supplier, the later it may pay as an expression of their market control. This

captures the effects of power differentials [67, 212, 179, 139].

Risk during financial stress is mitigated by financing [265], including reliable and low interest

bank loans accessible to more powerful firms, and higher interest SCF solutions, such as reverse

factoring. Firms both engage in complex financial solutions that directly affect each other and transfer
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material down the chain so they simultaneously exist in a supply network and a financial network,

acting as manufacturers and financial institutions. This thus defines a multilayer network model with

layers for material flow, demand flow, cash flow, and financing control.

On this model can be learned how supply chain financing affects the supply network in the

long-term while capturing selfishness. A viability measure is used [165], based off of survivability,

measured in time to removal from the supply network. Removal is generalised to having insufficient

cash for expected continued operation in the supply chain, capturing long-term supply network

recovery, or lack thereof, as in [164]. Examples of removals are bankruptcy or the firm choosing to

exit a supply chain for another due to sustained unprofitability of serving a particular market.

7.2.1 Model

I investigate two topologies, with full connectivity among firms in adjacent tiers:

• Lattice: tiers are homogeneous, holding equal firm numbers.

• Diamond: a deep tier network. Each tier is one firm smaller per tier from the centre.

Financial squeeze is simulated in a multilayer complex supply network material flow model with

demand and cash flow layers. Adaptive supply chain financing mitigates against risk, simulating

the effects of dynamic cash injection on system health. Relative firm bargaining power depends on

the number of firms within a given tier, determining payment cycle control, lengthening them and

moderating access to financing.

Material Flow Layer

The material flow model follows the structure of [34] where trade credit is abstracted to combinations

of accounts payable and accounts receivable. This extends with buffer periods and mitigation strategies,

such that the time a payment must be made and the time a firm is removed become more than just a

point process.

The lattice and diamond topologies are shown in Fig. 7.1. The lattice is a network with dimensions

m×n, where m is the number of tiers and n is the number of firms per tier, such that there are mn firm

nodes. This represents an upstream manufacturing supply chain for a resilient ecosystem producing

products with non-perishable materials, worked and recombined as parts up to market, such as the

Daimler-Chrysler [80] supply chain, with multiple supply lines [279]. It begins with a raw material

processing firm and finishes with an OEM. Tier i’s width is denoted |i|. The diamond has m tiers, such

that ∣∣∣⌈m
2

⌉∣∣∣= ∣∣∣⌊m
2
+1

⌋∣∣∣= max{|i| : i ∈ {1, ...,m}},

|m|= |1|= min{|i| : i ∈ {1, ...,m}}
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(a) Lattice supply network.

(b) Diamond supply network.

Fig. 7.1 The lattice and diamond topologies I analyse, where m = 6 and n = 3. Dotted lines are to
dummy raw material and dummy market nodes.

and, denoting ⟨X⟩ as the mean of any set X ,〈{
|i| : i ∈

{
1, ...,

⌈m
2

⌉}}〉
=
〈{

|i| : i ∈
{⌊m

2
+1

⌋
, ...,m

}}〉
= n.

Tier 1 firms represent OEMs, and firms at tier m are the Raw Materials Suppliers (RMSs). OEMs

have an associated dummy consumer market node that generates demand for a number of material

units and introduces it into the supply chain, such that all further demand experienced by the rest of

the chain depends on this and the response by the OEM. RMSs have an associate dummy resource

node, treated as having infinite resources, from which raw materials are worked to meet demand

from customer firms downstream. Altogether the graph may be represented G = (V,E), where

V := {Ui : i ∈ {0, ..,m+1}}, Ui are tiers and |Ui|= n.

For i ∈ {1, ...,m}, the tier, and j ∈ {1, ...,n}, the index in a single tier, firm ui j ∈Ui stores demand

at a given timestep t as dt
i j and have ι t

i j inventory. OEM nodes, u1 j, receive demand from the market

nodes, u0 j, according to a normal distribution with mean λ and variance σ2. OEMs satisfy demand

by reducing their inventory by min
{

dt
1 j, ι

t
1 j

}
, selling as much as they can of what the market desires,

such that

dt+1
1 j = dt

1 j −min
{

dt
1 j, ι

t
1 j
}
.

If dt+1
i j > 0, then each firm ui j ∈

⋃m
i=1Ui randomly selects a connected supplier from {ui+1,k ∈

Ui+1 : (i+1,k) ∈ E}. All unfulfilled demand is backlogged, such that

dt+1
i+1, j = dt

i+1, j +dt+1
i j ,
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summing over all buyers that have chosen this firm. This occurs for all firms other than at tier m, the

RMSs, who have no firms to pass demand onto. Instead they increase their inventory to meet new

demand such that

ι
t+1
m j = ι

t
m j +dt

m j.

For each firm other than the OEMs at tier 1, that is, ∀ui j ∈
⋃m

i=2Ui each firm ui−1,k chooses a

random connected buyer from {ui−1,k ∈Ui−1 : (i−1,k) ∈ E}. It then ships as much material as it may

send, sending out min
{

dt+1
i j , ι t+1

i j

}
, the limits of its resources and available market. This is repeated

for all firms, creating a steady material flow of goods down the supply chain. This forms the first

two layers of the model. The next section introduces a cash constraint extension for purchases and

discusses the cashflow layer.

Cash Constraint Extension and Cashflow Layer

The above version only includes material flow, however since there is no material acquisition limit,

demand will be satisfied exactly as it enters the system, if only with market lead times of 2m. This is

because it takes m steps to reach the RMSs from the OEMs, and there is a dyadic lead time of 1.

Purchasing practices must be restricted and match real conditions. A cash value is imposed onto

purchases, stored in an edge (uv) ∈ E, denoted c(uv), and introduce the cash reserves of a given firm,

κ t
i j. For buyer firm u and selected supplier firm v, purchasing which is transferring a material unit

in exchange for cash from v to u costs c(uv) many cash units for u, and grows those reserves by the

same amount for v, such that

(
ι

t+1
u = ι

t
u + x

)
⇐⇒

(
ι

t+1
v = ι

t
v − x

)
⇐⇒

(
κ

t+1
u = κ

t
u − xc(uv)

)
⇐⇒

(
κ

t+1
v = κ

t
v + xc(uv)

)
.

A global operative cost is also assigned to all firms, denoted oc, which is subtracted from the

cash reserves of each firm, each timestep. This has the effect of justifying the need for cash, rather

than simply the desirability of profit, and represents the difficulty of survival within a given supply

network. This forms the third layer of the model. The operative cost captures costs such as taxes,

paying employees, rent, and is implicit of production costs, irrespective of firm size. The operative

cost thus introduces restrictions which allow for complex system behaviours, but first the concept of

power dynamics must be introduced, as in the following section.

Power Dynamic Extension

Firms in a supply network are not always equals when dealing with eachother, such that one actor

in any buyer-supplier dyad may control the relationship more and have more influence than its
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competitors. This may be due to being a key supplier, the market dominant brand, or having more

market share. Key suppliers are non-existent in my model, since it has homogeneous material flow.

Therefore, bargaining power is let to be an independent parameter, corresponding to market share and

access to financing, assuming that greater bargaining power suggests greater ease in negotiating bank

mandates. This assumption is used to investigate the effect of varying market share for a given power

position in an isolated manner.

Firms may have small, medium, or large amounts of power, represented as Pi j ∈ {s∗,m∗, l∗} for

all i ∈ {1, ...,m} and j ∈ {1, ...,n}, which corresponds to access to financing.

Homogeneous material flow and firms have no unique characteristics in the model, so bargaining

power is assumed to be tied to market share. As such, a firm’s power has a mapping that determines

its market share, that is, how frequently it is selected among the suppliers of a buyer, such that any m∗

or l∗ supplier is selected respectively pm and pl times more than any s∗ supplier. Using the mapping,

f : Pi j →{1, pm, pl}, gives
f (s∗) = 1;

f (m∗) = pm;

f (l∗) = pl.

Defining the random variable St
i j as the choice of supplier for firm ui j at time t, the probability mass

function is

P(St
i j = ui+1,k) =


f (Pi+1, j)

∑(i+1,k)∈E f (Pi+1,k)
, (i+1,k) ∈ E;

0, (i+1,k) /∈ E.

This variable dictates throughput over firms. Having a closed system with homogeneous product flow

means, on average, each tier has the same total material flow. If a tier has fewer firms, then each

firm has more material flow through it, resulting in greater market share in my model. To account

for the linear relationship between power and market share, I define a function that, for thinner tiers,

increases firm tendency to be defined as more powerful. Width of a tier is relative, such that, for a

uniform random variable between 0 and 1, denoted U(0,1), and for

x =
U(0,1)min(|i|)

|i|
, (7.1)

we have that

Pi j =


l∗, x ∈ [2/3,1];

m∗, x ∈ [1/3,2/3);

s∗, x ∈ [0,1/3).

Thus, market share is the de-facto measure of power in this system, which is expressed in the

dyads through late payments. Firms typically pay 60-120 days late [265] for purchases, and the more

powerful a firm, the later they may pay to maximise their own liquidity. This is summarised in Table
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7.1, with the delay in purchase along (uv), denoted δuv, which depends on the power of the buyer,

on the horizontal axis, and the supplier, on the vertical. This means that how much more powerful a

buyer is than its suppliers determines how late it can pay, since they remain an important customer

with a large market share.

s∗ m∗ l∗

s∗ 60 90 120
m∗ 30 60 90
l∗ 30 30 60

Table 7.1 Table of invoice terms (x,y) where agents with financing access x pay agents with financing
access y after (x,y) timesteps, representative of days.

Using the mapping f : {s∗,m∗, l∗}→R such that f (s∗) = 1, f (m∗) = 2, f (l∗) = 3, delay is defined

δuv = max(30(Pu −Pv)+60,30).

Delayed payments recording gives a meaningful ledger of accounts payable and accounts receiv-

able such that, given the latest a firm is meant to pay for its goods is 120 days, there is an expected

inflow and outflow of cash that does not use extrapolated data. These are vectors of length 120 for

each firm that change in time, denoted Pt
i j and Rt

i j respectively.

Conditions for removing a firm from the system can be defined according to payment ledgers. Let

a firm be always operational if κ t
i j > 0 since it is currently liquid, meaning it may change its conditions

by purchasing more goods to sell at profit. If κ t
i j ≤ 0, then it has no liquidity, but if it expects inflows

that are net positive, that is, Rt
i j +Pt

i j > 0, then it is still a profit making firm and may continue until

market conditions change; for example, competing suppliers may be removed and thus more demand

will be received. If however κ t
i j ≤ 0 and Rt

i j +Pt
i j ≤ 0 then the firm is considered unprofitable and

inoperative, such that it cannot continue functioning, and is removed from the network. This is not

necessarily a bankruptcy, as actors within the network, in real life, may be subsidiaries of larger

profitable firms. It simply means that all contractual agreements between this firm and its partners in

this network are severed — for example, the firm may be absorbed into another firm in another chain,

or may alter its output to become profitable.

A state of network inactivity can now also be defined, and thus a definition of network lifespan. If

there is no route from any RMS to any OEM, then that means there is no way to bring new material

goods to market. A network with n tiers is declared inactive if there does not exist any path (u, ...,v)

where u = 1 and v = n. In the m×n topologies, this means for any k ∈ {1, ...,n}, uk j /∈V , exemplified

in Fig. 7.2.

This justifies reasons for a firm to find ways to remain liquid, even at the cost of profitability. This

leads to the financing extension, which also forms the fourth layer of the model, focusing on control.
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Fig. 7.2 Broken Lattice supply network.

Financing Extension and Control

A firm avoids removal from the network if it is either liquid, or expects profits. It is more valuable

to have cash now than later [40] due to the real life variability of conditions, competition, ability

to grow in power through purchasing further assets or paying more for a more skilled workforce,

and other factors. I therefore introduce a financing function that tries to stop removal for illiquidity,

hypothesising that a cost to overall profits is worth the gain in current profits.

First is bank financing. If a firm is illiquid, that is, κ t
i j ≤ 0 at the end of a timestep, then it will

seek financing from a traditional bank loan. The amount of financing available, or banking mandate

limit, denoted bt
i j, is dependent on the credit worthiness of the firm, which its bargaining power allows

it to negotiate. Credit worthiness is approximated as scaling to firm power and current cash, such that

it is a product of a measure of power and liquidity. That is,

bt
i j =


2κ t

i j, Pi j = s∗;

3κ t
i j, Pi j = m∗;

4κ t
i j, Pi j = l∗.

A separate variable, firm debt, denoted ρ t
i j, refers to the size of the overall debts owed by a given firm,

including interest, that has not yet been repaid. If ρ t
i j ≥ bt

i j, then a firm cannot incur more debt. This

is another expression of a power disparity — greater market control gives greater freedom to remain

illiquid for longer. Denoting available BF as β t
i j, the function is such that

β
t
i j = max

(
min

(
bt

i j −ρ
t
i j,
∣∣κ t

i j

∣∣) ,0)
then, denoting my existing κ t

i j as κ
′t
i j then I can update κ t

i j such that

κ
t
i j = κ

′t
i j +β

t
i j.

This manner of appending variables with a ‘prime’ is used through this paper to denote the same

variable during an operation within a timestep. As an approximation of fixed loan repayments over

the long-term, all interest is assumed paid by the longest date into the future my model takes — 120
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days. The annual interest rate for bank loans as denoted ib, such that

Pt+120
i j = Pt

i j +β
t
i j · ib/365 ·120;

ρ
t
i j = ρ

′t
i j +β

t
i j · ib/365 ·120.

Thus, there are cases when the banking function does not provide sufficient funds to be liquid. To

solve this issue of inaccessible bank financing, I introduce supply chain financing (SCF), modelling

SCF from alternative sources that allow for focal firms with neither a monopoly nor a stable market.

In this case, invoices are sold at some discount in exchange for immediate liquidity, moving a

discounted amount of accounts payable from a given invoice term from the future to the present.

A global term, denoted τ , is a parameter defining the number of timesteps into the future accounts

payable are reduced from. Instead of being restricted by bt
i j, available supply chain financing, denoted

ξ t
i j, is restricted by Rt+τ

i j , such that

ξ
t
i j = max

(
min

(∣∣κ t
i j

∣∣ ,Rt+τ

i j −
∣∣κ t

i j

∣∣) ,0) .
This gives

κ
t
i j = κ

′t
i j +ξ

t
i j.

Interest is assumed to be paid at the invoice due date, such that the size of the invoice is removed

from the accounts receivable, and the size of the interest - an annual rate of is - is added to the accounts

payable. This is defined as:

Pt+τ

i j = P
′t+τ

i j +ξ
t
i j · is/365 · τ;

Rt+τ

i j = R
′t+τ

i j −ξ
t
i j.

These functions mitigate versus failure within the network, using financing. However, firms have

ways to estimate their future earnings and demand based on previous behaviour, and from there can

estimate their financing requirement. This motivates the addition of a proactive, rather than reactive,

extension of the financing functions.

Proactivity

Incoming costs can be estimated by computing a moving average of demand and multiplying this by

the average purchase cost among suppliers. An iterative computation is used to estimate the moving

average thus avoiding any information storage. I define cash requirements, rt
i j, such that

rt
i j = max

(
0,dt

i j
〈
{c(ui j,v) : (ui j,v) ∈ E}

〉)
,
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then include a global window size parameter, w, that determines widths of moving average windows.

The moving costs average ct
i j is defined recursively, such that

ct
i j =


rt

i j, t = 1;(
ct−1

i j (t −1)+ rt
i j

)
/t t ≤ w;(

ct−1
i j (w−1)+ rt

i j

)
/w t > w.

This gives a dynamic estimate of required cash to meet demands at any given moment, which can

be used as a proactive threshold, giving two cases for each financing method, that of reactive BF,

proactive BF, reactive SCF (analogous to invoice discounting from firms seeking alternative financing),

and proactive SCF (analogous to reverse factoring from contractual agreements with supply chain

financing firms).

Proactivity expedites financing, reducing profits due to the interest incurred, ib and is. As a reward

for proactivity and seeking financing while the firm still has resources, say, the annualised interest

rates are 1% less than they would be if reactive. This means if κ t
i j ≤ ct

i j, then for proactive banking,

β
t
i j = max

(
min

(
bt

i j −ρ
t
i j,c

t
i j −κ

t
i j

)
,0
)

;

Pt+120
i j = Pt

i j +β
t
i j · (ib −0.01)/365 ·120;

ρ
t
i j = ρ

′t
i j +β

t
i j · (ib −0.01)/365 ·120

and for reverse factoring,

Pt+τ

i j = P
′t+τ

i j +ξ
t
i j · (is −0.01)/365 · τ.

This concludes the simulation methodology. A visualisation representing each layer and their

interactions can be seen in Fig. 1.4. My analytical methodology is outlined in the following subsection.

7.2.2 Analytical Methodology

I run repeated simulations across a spectrum of model parameters, exploring a wide selection in

the experimental space, analysing the lattice and diamond topologies. Demand is assumed to be

independently identically normally distributed for each market node.

I first analyse the relative significance of different parameters upon the survivability of the supply

network and constituent firm types by determining the theoretical distribution of firm types per

topology, then measuring the deviation from this distribution.

The null hypothesis is that the theoretical distribution of generated firms, Q, equals the empirical

distribution of failures per firm type, P. My alternative hypothesis is that topology affects the failure

distribution, such that Q ̸= P. This is determined using the Kullback-Leibler divergence, DKL, where

the state space X is the proportion of firm failures by bargaining power.
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The number of failures on the ith simulation for firms with small (s∗), medium (m∗), and large

(l∗) amounts of power is denoted si,mi, li ∈ N. These sum to the total firm failures in simulation run i,

Ri = si +mi + li, which sums to the total number of failures, R = ∑i Ri.

Simulation parameters are varied deterministically, but by treating simulations as a sample, relative

risk can be calculated in two ways. First is in aggregate, finding the proportion of failures over all

simulations, denoting aggregate P as Pa, such that, for x ∈ (s∗,m∗, l∗), and xi as the failure count of a

given firm type at simulation i,

P(Pa = x) =
∑i xi

R
.

Second is piecewise, finding the proportion of failures per simulation, summing together proportions,

then dividing by total likelihood. Piecewise P is denoted as Pp, giving

P(Pp = x) =
∑i

(
xi
Ri

)
∑i

(
si
Ri
+ mi

Ri
+ li

Ri

) .
DKL is then calculated for Pa and Pp versus the theoretical generated firm types. DKL is useful for

analysing significance and difference, but gives no insight into the nature of a distribution. For that,

the histograms of failure are directly studied and probability distribution curves are fit to them.

For systemic analysis, Kernel Density Estimates (KDEs) [243, 267] are used over the systemic

survival times histograms to produce curve fittings for inspection. Since KDEs showed multiple

inflection points, the unimodal Gamma and bimodal Gaussian mixture distributions [262] are fitted

for the system survival times.

This model mitigates against ripple effects using financing. I explore the effect of varying

parameters associated with financing, including interest rates, repayment term times for supply chain

financing, and whether financing is proactive or reactive. With reactive financing, firms seek financing

whenever they have zero liquid cash. With proactive financing, a firm, before it has zero liquid cash,

predicts future cash flows with a moving average window to determine a dynamic threshold, below

which it seeks financing. I also investigate the effect of adjusting window length.

System and firm survivability are examined. The model may heterogeneously distribute access

to financing, and thus associated financing function, or treat all firms homogeneously. A moderated

regression analysis is conducted, with p = 0.05 as a significance threshold of parameters governing

the financing. Regression analysis is further broken down by moderating whether the system is

financed and under which paradigm.

7.3 Results

Experiments were conducted over the space of model parameters in Table 7.2. Simulations were

completed on an Armari Magnetar workstation, with a 3.5GHz Intel Xeon E5-1620 CPU, 64GB

RAM, in Windows 10 Pro. Modelling and results were completed in Python 3 with the math, random,
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(a) Diamond topology power distribution per tier. (b) Whole network power distri-
bution in lattice topology.

(c) Whole network power distri-
bution in diamond topology.

Fig. 7.3 Distributions of firm powers upon generation of a network topology of a given type. Since
the diamond topology is heterogeneous, I also show the distribution per tier.

csv, itertools, os, numpy, statistics, matplotlib, pandas, seaborn, fitter, and scipy

libraries.

Parameter Values
Operation Fees 5, 10, 15
Average Demand 5, 20, 50, 100
Demand Standard Deviation 5, 10, 15
Firm Power Distribution Homogeneous, Heterogeneous
Financed True, False
Paradigm Reactive, Proactive
Supply Chain Financing Annual Rates 1.01, 1.03, 1.05, 1.07, 1.09, 1.20, 1.50, 2
Bank Annual Rates 1.01, 1.03, 1.05, 1.07, 1.09, 1.20, 1.50, 2
Terms 5, 30, 60, 90, 120
Window Sizes 5, 30, 60, 90, 120
Medium Power Market Share 1, 2, 5
Large Power Market Share 1, 3, 10, 20
Topologies Lattice, Diamond

Table 7.2 Table of the parameters tested. Note, large power market shares that would be smaller than
medium power market shares are not tested

I investigate the topologies in Fig. 7.1(a) and Fig. 7.1(b). Upon generation, power is distributed in

the lattice equally across tiers and through the network as in Fig. 7.3(b), and in the diamond, as a

result of Eqn. (7.1), is distributed according to Fig. 7.3(a), resulting in Fig. 7.3(c).

To understand the relative risk incurred upon a firm with given bargaining power, the distributions

of generated firms are compared to that of failed firms by looking at distributions in aggregate (Fig.

7.4(a), Fig. 7.4(c)), then piecewise by averaging proportions of failures for each simulation run (Fig.

7.4(b), Fig. 7.4(d)). The exact values are in Table 7.3. Next is calculated the DKL between theoretical

distributions of generated firms and empirical distributions of firm failures (Table 7.4). I then inspect

the histograms in Fig. 7.5 and fit probability distributions to them (Table 7.5). Table 7.6 captures

mean days survived of each firm type under each topology.
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(a) Lattice topology aggre-
gate failure distribution.

(b) Lattice topology piece-
wise failure distribution.

(c) Diamond topology aggre-
gate failure distribution.

(d) Diamond topology piece-
wise failure distribution.

Fig. 7.4 Distribution of power among firm failures in lattice and diamond topologies, visualised, as
well as in total or piecewise.

Small Medium Large

Lattice Aggregate 30 34 36
Piecewise 21 32 47

Diamond Aggregate 36 36 38
Piecewise 43 37 20

Table 7.3 Distribution of power among firm failures in lattice and diamond topologies, as well as in
total or piecewise. More intense green mean a larger proportion of firm types failed for a topology
and measurement type.

The unimodal Gamma distributions and bimodal Gaussian mixture model distributions are fitted

over the histograms of systemic survival times of lattice and diamond networks (Fig. 7.6). KDEs are

shown in Fig. 7.7. Relative accuracy of the unimodal and multimodal distributions was compared

using residual sums of squares (RSS) (Table 7.7). Moderated regression analysis for each dependent

term is summarised in Table 7.8.

7.4 Discussion

In this work I created a supply network simulation model where selfish actors with different degrees

of bargaining power try to maximise their liquidity through negotiating longer repayment terms and

other financing functions. I study the resultant financial ripple effects using survivability analysis.

Companies are distinguished by power, endowing them with the capacity to set terms. If a firm

needs financing, it must choose to set terms that maximise availability of financing at minimum rates.

Similarly, since later payments mean higher liquidity, if firms are selfish, then it logically follows

more power means longer repayment schedules and larger mandates. Therefore companies have

small, medium, and large amounts of bargaining power, which is coupled with access to financing

and repayment times. This follows existing power or size classifications such as the concept of small,

medium, and large enterprises.
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(a) Small firm survival times on a lattice.(b) Medium firm survival times on a lat-
tice.

(c) Large firm survival times on a lattice.

(d) Small firm survival times on a dia-
mond.

(e) Medium firm survival times on a dia-
mond.

(f) Large firm survival times on a dia-
mond.

(g) Homog. firm survival times on a
lattice.

(h) Homog. firm survival times on a
diamond.

Fig. 7.5 Histograms of firm survival times divided by topology and firm type, with fitted curves.
Survival time is in days. Red curves are the most accurate, and their distribution type is shown in the
legend. The mean of the histograms is also superimposed on the graph, with a dashed vertical line at
its position.
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(a) System survival times on a lattice. (b) System survival times on a diamond.

Fig. 7.6 Histograms of system survival times divided by topology, with fitted bimodal gaussian
mixture curves. W is a unimodal Gamma distribution, which found to be most accurate of the tested
unimodal distributions. X1 and X2 are the first and second gaussians, with associated means λ1 and λ2,
and variances σ2

1 and σ2
2 , respectively. Y is the mixture distribution using X1 and X2.

(a) KDE of system survival times on a lattice. (b) KDE of system survival times on a diamond.

Fig. 7.7 Kernel density estimates of system survival times for lattice and diamond topologies in days.
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KL
Divergence

Small
Difference

Medium
Difference

Large
Difference

Lattice Aggregate 0.04897 -3% 1% 2%
Piecewise 0.4078 -12% -1% 13%

Diamond Aggregate 0.1094 -14% -3% 17%
Piecewise 0.0361 -7% -2% 9%

Table 7.4 Difference in failures to generated firms

Topology
Firm Type Lattice Diamond

Homog. Firm Beta(α = 1.27,β = 58.9) Beta(α = 1.24,β = 1.29e5)
Small Firm Exp(λ = 280) Beta(α = 0.97,β = 7.28)
Medium Firm Beta(α = 1.21,β = 1.56e8) Beta(α = 1.26,β = 2.05e11)
Large Firm Cauchy(x0 = 174,γ = 56.6) Cauchy(x0 = 134,γ = 27.9)

Table 7.5 Fitted probability distributions of firm survival time histograms for each firm type. Time is
in days.

Using the bargaining power argument, I investigate if topology significantly redistributes risk

according to bargaining power. Since greater bargaining power yields greater access to BF, this gives

a measure of the risk trade-off in return for superior financing.

7.4.1 Company Level

Results in Table 7.4 suggest that in exchange for greater power, large companies absorb risk from

smaller companies, perhaps due to greater market exposure, where in the case of this thesis, industrial

effects are stronger than firm strengths, as in [120]. Additionally, company creation may be a

misleading systemic risk measure, since it overestimates risk to small companies, but underestimates

risk to large ones, which have more impact. Measures of reduced operation, such as failure, are

needed for accurate measurement [2].

Risk is predicted accurately by generation on the lattice in aggregate where DKL < 0.05. Piecewise

for the lattice, however, has a DKL > 0.4, such that generation does not predict risk. In the diamond,

risk is not predicted by generation in aggregate, where DKL > 0.1, but is predicted piecewise, where

DKL < 0.04. Failures aggregation closely matches theoretical generation, suggesting configuration

does not change the shape of the distributions from generation, but drastically changes the number

of failures, captured by piecewise measurement. This may be due to the linearity of the lattice,

manifesting in linear changes. Diamond topology aggregation analysis is significant, but piecewise is

not, suggesting configuration affects the number of failures in a run, but not the distribution. This may

be because of the overriding influence of the deep tier topology, where medium firms tend to connect
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Firm Type
Topology Homog. Firm Small Medium Large
Lattice 329.25 281.26 313.70 232.44
Diamond 299.64 284.45 284.44 195.55

Table 7.6 Mean number of days survived for a given firm type in a given topology

RSS
Topology Gamma GMM

Lattice 7.60e-6 3.68e-6
Diamond 7.71e-6 1.20e-5

Table 7.7 Residual sums of squares (RSS) of Gamma and Gaussian Mixture Model (GMM) distribution
fits for both lattice and diamond topologies.

to both small and large ones, and their stronger relationship with industry structure affects the rest of

the system [120].

Homogeneous company failures (Fig. 7.5(g), Fig. 7.5(h)) are beta distributed for both the lattice

and diamond. The diamond has less deviation with a smaller scale parameter of β = 1.29e5 versus

the lattice’s β = 58.9 (Table 7.5). Both have similar shape parameters (α = 1.27 and α = 1.24 for the

lattice and diamond respectively) suggesting homogeneous company failure distribution is resistant

to topology. This follows the right skewness of graphs of failures versus age in [187], though at a

smaller timescale. Time is measured in days.

Small companies in the lattice (Fig. 7.5(a)) are exponentially distributed, modal around 0 days,

with exponential decay. In the diamond they formally fit to a beta distribution, also modal around

0, following approximately the same shape as the exponential curve (Fig. 7.5(d)), suggesting small

company failures are generally exponentially distributed.

Medium companies are beta distributed, which is not necessarily symmetric, capturing their

skewed failure distributions (Fig. 7.5(b), Fig. 7.5(e)). Shape parameters in the lattice and diamond are

α = 1.21 and α = 1.26, respectively, with smaller scale for the diamond. Medium shape parameters

match those for homogeneous companies, suggesting medium companies most characterise company

survival.

Large companies are Cauchy distributed. This suggests failures for large companies are symmetric

but shifted down (Fig. 7.5(c), Fig. 7.5(f)). This could be an artefact of the long large company failure

tails which match the Cauchy distribution.

Respective modes of company survival times suggest the first companies to fail are small, then

medium, then large. Large companies have the worst mean survival time, while homogeneous

companies are top performers. Small, medium, and homogeneous companies have fat tails, while

large ones have thin tails, meaning the system has adapted such that large companies fail quickly.

Since only medium firms empirically have been found to be more affected by the supply chain or
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Regression Coefficient
Supply Chain Annualised

Financing Interest Rates Proactivity
Network Object Topology Paradigm Product Terms Supply Chain Bank Window

System Lattice Reactive * * * x
System Lattice Proactive -2.53 * * *
System Diamond Reactive * 0.53 * x
System Diamond Proactive -3.2 0.54 * -0.01
All Firms Lattice Reactive * -0.19 * x
All Firms Lattice Proactive -2.57 -0.09 -0.72 -0.01
All Firms Diamond Reactive * 0.17 -1.09 x
All Firms Diamond Proactive -3.21 0.18 * -0.01
All Firms: Het. Lattice Reactive * -0.14 -0.83 x
All Firms: Het. Lattice Proactive -2.7 -0.15 * -0.02
All Firms: Het. Diamond Reactive * 0.3 -1.02 x
All Firms: Het. Diamond Proactive -3.24 0.18 * -0.01
All Firms: Hom. Lattice Reactive * -0.19 * x
All Firms: Hom. Lattice Proactive -2.36 -0.13 * *
All Firms: Hom. Diamond Reactive * 0.07 -1.35 x
All Firms: Hom. Diamond Proactive -3.11 0.15 * -0.01
Large Firms Lattice Reactive * -0.51 * x
Large Firms Lattice Proactive -2.1 -0.54 * -0.01
Large Firms Diamond Reactive * * * x
Large Firms Diamond Proactive * * * *
Med. Firms Lattice Reactive * 0.2 * x
Med. Firms Lattice Proactive -3.47 0.28 * -0.02
Med. Firms Diamond Reactive * * * x
Med. Firms Diamond Proactive * * * -0.01
Small Firms Lattice Reactive * 0.36 * x
Small Firms Lattice Proactive -3.05 0.34 * -0.04
Small Firms Diamond Reactive * 0.49 * x
Small Firms Diamond Proactive -3.71 0.3 * -0.02

Table 7.8 Table of moderated regression coefficients, assuming a system with financing. ‘-’ means the
p-value of the variable in question for that configuration is below 0.05. ‘x’ means that the variable in
question is degenerate for that configuration.
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industry than their own firm attributes, this suggests exceptional integration between firms in the

supply chain. Further analyses on more sparsely connected or purely empirical graphs should be

explored.

This model also suggests greater financing for companies with greater bargaining power means

more debt, which reduces overall cash. Greater risk exposure caused by dependence on more weak

companies results in a misuse of funds, since partner risk is not considered in financing.

Company survival times are worse in the diamond than the lattice (Table 7.6). I propose the

diamond has a higher risk exposure because stronger companies are positioned closer to the market

and raw materials supplier in thinner tiers, thus relying on a larger number of weaker companies,

who in turn suffer from less liquidity because these powerful companies are paying late too often.

This highlights the combination of bullwhip effects and financial ripple effect in action [203]. As

inefficient weaker companies get eliminated, prior systemic adaptations now mean such poor market

conditions that previously strong companies fail in quick succession.

These results combined suggest that increased heterogeneity in both topology and characteristic

powers, while improving the relative survivability of larger companies since they fail after small ones,

overall reduces systemic survivability. Since large companies fail after small ones, this may explain

the large company risk skew — their advantages undermine the system, whose survival dominates

theirs.

Having analysed company survivability and observed how these affect systemic survivability, I

now examine the survivability of the system itself.

7.4.2 System Level

KDEs of histograms in Fig. 7.7 have multimodality via multiple inflection points for both lattice and

diamond topologies. Analysis is therefore conducted with the Gaussian Mixture Model (GMM) in

mind.

The first mode of the lattice network matches the mean of lattice company survival times (Fig.

7.6(a)). This is true for diamond system survival times also. Bimodality suggests system survival

times may have different distributions after the mean focal company failure times than those before.

The GMM is compared to the best performing unimodal distribution, found similarly to the

distributions in Table 7.2, and proving multimodality. This is a gamma distribution, likely owing to

the irregular skew of system survival times (Table 7.1). RSS were calculated to determine relative

distribution accuracy (Table 7.7). The GMM and gamma distributions represent the lattice topology

better than they do the diamond. The lattice GMM outperforms the gamma. The diamond GMM

performs worse than the gamma. This is due to the high density of early systemic deaths. The GMM

performed well overall, suggesting bimodality is correct, if not ideal for curve fitting.

Looking at the X1 normal curves (Fig. 7.6(a), Fig. 7.6(b)), the mean survival time is σ1 above λ1,

while the X1 and X2 intercept is around 2σ1 above λ1, and σ2 below λ2. This gives a basic topology
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of the survivability space and what a given simulation’s survival time suggests about the stability of a

supply network.

The survival space has a wide range. To understand this further and explore the survivability

space, I conduct a moderated regression analysis of the mitigating functions and their variables in this

model.

Mitigation of Ripple Effects

This subsection examines regression coefficients of a moderated regression analysis of a spread of

mitigation function parameters (Table 7.8). Operation fees, average market demand, and demand

standard deviation always significantly change the survivability of any network object under all other

parameter combinations, so they are the primary drivers of the simulation model. Interest rates for

SCF and BF, and repayment terms for SCF depend on there being financing. The window to inform

the proactive financing threshold depends on financing being proactive. Moderation is thus restricted

to network object, topology, and financing paradigm.

Supply Chain Financing Product Term Term is the length of time after which SCF products are

repaid. Term only has significant impact in the proactive financing case, despite not being degenerate

for reactive financing. When it is significant, longer terms of repayment for invoices tend to have the

largest impact on survivability. This suggests shorter terms promote survivability only for companies

with predictive ability. Under proactive financing, term has significant impact on survival time for all

lattice network objects. In the diamond, term under a proactive paradigm is significant for all expect

medium and large companies, who survive independent of term.

Supply Chain Financing Interest Rates Higher interest rates positively correlate with diamond

topology system survival time and all small company survival times but are insignificant for medium

and large companies. Higher rates have positive impact for the ‘all companies’ category in a diamond

topology, but negative impact in the lattice topology. Large companies are negatively impacted by

higher rates in the lattice. Together, this suggests that system survival time, as a function of supply

chain interest rates, is driven by large companies. When the negative effects of higher rates are

insignificant for large companies, however, small company survival time dominates as the system

survival driver, which is improved by higher rates. In the topologically homogeneous lattice, higher

rates simply impose more restrictions on the whole system. In the topologically heterogeneous

diamond, large companies are more dependent on their supply chain than any financing functions.

In this case there is less survival time variation (Fig. 7.5, Fig. 7.6), and a tendency for earlier

system failure (Fig. 7.6(b)), suggesting fewer viable configurations. I propose that higher rates

eliminate companies in inefficient positions within the system, bringing more business to small

nexuses, achieving more stable configurations sooner. This is a consequence of the adaptivity of the

model.
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Upon initialising a simulation, longer terms give a longer grace period to ill-configured firms.

Increasing terms reduces total system cash but extends the period of inefficient configuration of the

model. This leads to smaller cashflows to otherwise efficient companies, thus uniformly reducing

survivability. Increased SCF rates give no such grace period.

Bank Financing Interest Rates BF interest rate has either a negative regression coefficient or is

insignificant. Both system survival time and survival time of particular company types are unaffected

by changing BF interest rates. I propose this is due to the structure of repayment within the model;

companies need only pay back cash 120 days into the future rather than the shorter terms typical of

SCF. As the repayment date is past the most common removal time of any company, nodes do not feel

the effects of repaying BF.

Increasing BF interest rates, unlike increasing SCF interest rates, always negatively affects survival

times when it is significant. It may be that financing is only repaid after the network has settled into a

reliable topology. If it had effect before stabilisation of the supply chain, then it would have the option

to help remove inefficient companies. However, since it always has negative effects for increased

rates, I conclude it is only affecting efficient companies.

Proactivity Window The moving average, or proactivity window, has the smallest impact of all

mitigation factors and is always negative. It has no impact on survival for lattice systems, homogeneous

lattice companies, and large diamond companies. It significantly affects survivability for all other

moderated tests.

The regression coefficient is small because changing the proactivity window does not change

actual flows, it skews the financing threshold to older information. Information used in a shorter

proactivity window is always contained within a longer one, so the relative amount of new information

decreases as the window length used increases. This means, as long as the threshold changes linearly

with the window, there is little scope for change. The ranges for which new information contributes

meaningfully to the threshold are small and close to the present time, so deviate only a small amount

from the threshold derived from smaller windows.

Moderated Regression Analysis Summary Not all mitigation function parameters are significant.

The most impactful parameter is the length of supply chain financing (SCF) repayment term, with a

consistently negative regression coefficient. Second is the interest rate for bank financing, meaningful

for reactive systems. Third is the SCF interest rate, significant for most configurations. The least

significant is proactivity window length, always negative. Key observations on each parameter are:

• minimising time to repayment of SCF products should improve survivability of the system and

supply chain participants;

• higher SCF interest rates may remove inefficiently distributed companies, producing a positive

effect on system survivability and network participants;
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• higher bank financing (BF) interest rates do not affect most network objects under most

conditions, and most likely only affect efficient and otherwise stable systems. Hence, they may

work as a useful financing source in stress periods if available;

• the width of the proactivity window has little effect, and only negative, so a more advanced and

nonlinear method of processing past information is necessary to study this relationship.

Finally, regression coefficients for mitigation functions are often unintuitive or insignificant. I

propose that this is a consequence of the model being both closed and non-evolutionary. It is closed

since the supply chains investigated do not affect external systems that influence the supply chain itself

- they are assumed to function independent of the supply chain. It is non-evolutionary since there is no

growth function of firms or the supply chain. The function of financing is to allow growth to the point

of profitability through the stages of unprofitability. Since this system only exhibits adaptivity through

rewiring upon failure, financing can only be used to carry a system through to stability after cutting

of inefficiencies. This limitation has the benefit of ensuring failure after a certain time, allowing for

survivability analysis of the sort conducted here, however further research should incorporate growth

functions and external relationships to better emulate the use of financing.

7.5 Conclusions

To investigate the financial ripple effect (FRE) on supply networks, I created a simulation model

of a complex adaptive supply network with financing, where companies vary repayment schedules,

generating financial squeeze which in turn causes disruptions. This is an agent-based supply network

simulation model with homogeneous material flow, cash-constrained transactions where companies

are differentiated by their negotiating power, which affects their access to financing and how late

they may pay for purchased goods. Companies seek financing to fill the liquidity gap caused by

delayed payments, and financing can be sought out proactively ahead of expected financial ripples

using estimates of future demand. Companies are removed from the system whenever they run out of

cash, whereupon buyers switch to sourcing from alternative suppliers. In modelling this, I capture the

decay effects of a re-configurable supply chain [102].

Tests were completed using two characteristic supply network topologies: a lattice, with homoge-

neous tiers; and an extended diamond, with heterogeneous tiers and deep tier structure. A moderated

regression analysis was conducted to analyse parameters which govern financing, designed to mitigate

against FREs. In studying this using a complex adaptive system as a network, I was able to observe

the relationship between agent properties and system resilience.

Policymakers should also note topology has a significant impact on financial resilience suggesting

that increased visibility of supply chain structure is important. Powerful companies tend to be

overexposed to risk because less powerful companies fail first, turning the network topology unstable,

whereupon powerful firms fail in quick succession before complete system failure. This suggests

firms with more power should support weaker firms to prevent a failure cascade.
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The diamond topology is worse for company and system survival time than the lattice. This is due

to increased partner risk, which financing functions do not consider. Thinner tails suggest that greater

heterogeneity limits configurations that can survive in the long-term and results suggest homogenising

company bargaining powers to ensure this. Also, deep tier structure, when not correctly accounted for,

is detrimental to survival. I also found that survival may be distributed bimodally, suggesting there

may be a categorical difference in resilience between some configurations and others.

Using moderated regression analysis on system survivability, I found the following:

Longer repayment terms for SCF products in a closed system only negatively impact survivability

for all network objects when a prediction function is in place (as it is likely to be in reality) else it has

no impact.

Liquidity, within this closed system, appears to be less valuable than total cash, suggesting invoice

terms should be minimised to improve member survivability in a supply chain.

Only small companies depend on term times with the largest coefficient magnitude of all tested.

Large and medium companies are affected only by terms in the lattice.

Unexpectedly, greater interest rates for SCF actually improve survivability of the diamond topology

and of firms embedded within a diamond topology, however reduce survivability in lattice topologies.

This may be because high interest rates remove ill fitting firms in a diamond for the good of the whole.

Therefore, supply chain financing firms have reasons to increase interest rates and shorten repayment

terms for products in deep tier type systems. Else they should be more lenient to ensure survival of

their customers.

Bank financing rates have little clear impact in a closed system. Maximising the amount of

bank financing does not reduce survivability of the system. However, focal companies should take

care to minimise rates since, when they do have an effect, this is a long-term negative impact on all

companies.

The proactive financing predictive window should use limited information scaled to typical

repayment terms, due to the dynamicity of supply chain health and cash distribution.

I propose that the impact of longer moving average windows is negative because a company

is selecting its financing threshold based on more out of date information. This suggests that, in

the moving average, the value of greater quantities of temporal information [255] is negative since

they reduce the relevance of information to the network’s current state, matching existing research

into credit shock propagation within supply chains [3]. To induce a larger contribution that is not

necessarily negative, a nonlinear function, possibly using machine learning, should be introduced.

The results have significance for multiple types of stakeholders of supply chains. Non-focal supply

chain participants can use these insights and simulation design to help forecast their own survivability

under different configurations for the purpose of strategic planning. Focal companies may use the

model in this chapter to inform supply chain planning and design, as well as provide insight into what

sort of supply chain financing to organise. Finally, regulators and policymakers can use this to inform
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policy as to which supply chain configurations should be promoted and as a toolset to conduct further

research.

7.6 Summary of Contributions

In this chapter I introduced a multilayer agent-based model of supply chain financing dynamics,

specifically of cash-constrained demand-driven material flow, where cascade failure in the form of

the ripple effect is mitigated against by autonomous distributed financing control. This defines a

four-layer network simulation model, with demand flow, material flow, cash flow, and control on

different layers. This model can be used to simulate dynamics in different topologies to investigate

supply chain financing dynamics.

In the model, failure cascades are generated by financial bullwhips, triggered by late payments

due to power imbalances among firms. The dynamics of such cascades are illustrated and studied

for two deep tier topologies, a lattice (constant tier width) and diamond (thin tiers at the ends of the

supply chain), which operate and break down as complex adaptive systems.

I studied the contribution to supply network breakdown from power imbalances, financial and

market demand conditions, as well as the distribution of survival time under different conditions of

different network objects, including firms and the supply chain itself. I found that survival time is

strongly clustered to be early, and homogeneity of tiers and firm power conditions for longer survival

time.

This model has the benefit of explicitly calculating routing of a material unit as a network function,

that of the cash and demand layers. This allows for control functions in the form of cash injection

to be incorporated, which forms the basis for the next chapter into scalable autonomous control for

supply network viability.

Altogether, I have that:

• greater bargaining power for buying firms and its benefits are achieved by greater risk exposure;

• the extended diamond topology is generally worse for company survival than a lattice;

• skew of risk to powerful companies is greater in the diamond than the lattice;

• powerful firms should protect weaker ones in their supply chain to prevent their own failure;

• both deep tier SCF and BF without considering partner exposure may result in inefficiencies;

• homogeneous configurations are resistant to the negative effects of the diamond topology, but

still perform better in the lattice as well.





Chapter 8

Enabling Viable Supply Networks with
Cooperative Distributed Local
Decentralised Control

8.1 Introduction

This chapter unifies the work throughout this thesis to define a scalable autonomous control archi-

tecture in complex supply-networks, combining both distributed and decentralised control layers to

enable long-term viability. It answers the research question, “What effect does local cooperation for

financing guidance have on supply chain viability as a function of the range of cooperation”?

To preserve independence and facilitate cooperation, one needs anonymised and distributed data

sharing. Such methods take advantage of the nature of inter-firm supply chains, as collections of

agents who seek both profit and longevity. Using the previous chapter’s model of cash-constrained

dynamic trade and financing in a supply network [257], I investigate the effect of such distributed

functionality on supply chain survivability.

This model also integrates work in previous chapters in decentralisation in telecoms and applies it

to supply chain financing, expressed in the form of nexus supplier risk measures [323].

This chapter solves the problem of financial squeeze on disadvantaged companies via real-time

policy sharing, shown through simulations, measuring effects on long-term supply chain survival and

viability. I propose to share policies as a function of the policies of agents visible in a local region —

or ego-network — around given agents. This is achieved via limited range broadcasting of financial

policies which dynamically change according to dynamic ego-network data. This does not reveal

private information.

The hypothesis is that limited visibility used to determine scope of collaboration for financing in a

complex adaptive system can solve issues of long-term survivability. Given that this control function

generates collaborative intelligence with limited visibility, it is designed to mitigate against critical
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failure. A simulation approach is used to directly study survivability, which is most affected by this

function, and thus viability.

Since survival time is the most appropriate measure of viability [167], I also introduce the

methodology to construct the Long-Term Viability Measure (LTVM) and, subset on it, the Indefinite

Viability Measure (IVM).

The chapter opens with Section 8.2, which outline the methods used in this study. First, the

network simulation dynamics are introduced in Subsection 8.2.1, explaining how the network behaves

over time, building upon the methods of the previous chapter. Then, in Subsection 8.2.2, the method

of constructing the network topology used in this study is explained. Following this, in Subsection

8.2.3, the mechanism of financial control in the network is explained, elaborating upon the previous

chapter with a collaborative control mechanism. Then, the experimental and analytical procedure is

presented in Subsection 8.2.4 showing how time series information is decomposed and studied to

understand long-term and viability dynamics in the study. Results are listed in Section 8.3, detailing

initial conditions and testing parameters. Results are presented for both topology types studied, with

regression analyses for each on relevant variables. What these results mean and how they come

about is discussed in Section 8.4. Conclusions are delivered in Section 8.5, discussing implications

of results both conceptually and in practical or business applications, with mention of limitations.

Finally, contributions of this chapter are summarised in Section 8.6.

8.2 Methods

8.2.1 Network Simulation Dynamics

This investigation is conducted using a modification of the simulated environment from Chapter 7

[257], where a network, G = (V,E) of suppliers interconnects acyclically. This initiates on a complex

network and has sufficiently distinct dynamics so as to explain in depth here. Connected to the nodes

without out-degree is a raw materials node, r, and to those without in-degree, a market node m. From

m, every timestep t, a quantity of demand is generated by the market node according to a Poisson

distribution, such that the demand at timestep t is defined as dt
m ∼ Poisson(λ ). A node u upstream of

m, such that (m,u) ∈ E, is randomly selected according to its market share, the function f (Pu), and

that demand is propagated upstream to u. An example of this is shown in Fig. 8.1. The market share

of u is based on its power, Pu = {s∗,m∗, l∗}, or “small”, “medium”, and “large”, respectively [248].

The node u has a quantity of available inventory, ι t
u. A purchase order is made by the market equal

to pt
m = min(dm

t , ι
t
u). A buyer u uses the relative power between u and seller v to determine how many

timesteps δuv before u pays v its owed cash amount, stored for v as a receivable Rt+δuv
v , and for u as

a payable Pt+δuv
u . The P and δ relationship is shown in Table 8.1. Between a company and m or r,

there is no delay, so for any u,v ∈V , δmu = δvr = 0.

Each edge, including those attached to m or r, has a material unit value parameter, suv, such that

for a sale from u, it gets cash ct
u = Pt

vsuv, added to its receivables, updating with R
′t+δuv
v = Rt+δuv

v + ct
u,
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Pu

s′ m′ l′

s′ 60 90 120
Pv m′ 30 60 90

l′ 30 30 60
Table 8.1 Table of invoice terms where buyer u with power Pu pays supplier v with power Pv exactly
δuv days late after v makes a delivery to u.

while losing stock equal to the purchase order. The buying firm loses the same amount of cash,

added to its payables with P
′t+δuv
v = Pt+δuv

v + ct
u. The market node, m, has infinite cash, while the raw

materials node, r, has infinite stock.

Nodes use this cash to make further purchases upstream of their suppliers. They also use it to

pay for operative expenses, o, paid as a fixed fee per timestep, and for delivery expenses e, which are

incurred as a fee for every unit sold, so firms with less activity incur lower costs, while those with

higher activity incur higher costs.

On the next timestep, whatever is left in u is propagated upstream to a supplier, v, according to

the same rules. Nodes will source materials from the raw materials node, by issuing orders to r. A

company, u, is removed from the system when their current liquid cash, κ t
u = R0

u −P0
u ≤ 0 and their

total receivables are less than their total payables, where ∑
120
t=0 Rt

u ≤ ∑
120
t=0 Pt

u. Information is stored

only up to 120 days to the future. When a company is removed, all its edges are also removed, and

the relative market shares of competing companies are recalculated using market shares of remaining

companies.

Every timestep, receivables and payables are updated such that R
′t
u = Rt+1

u and P
′t
u = Pt+1

u , mod-

elling the passing of a single day.

To avoid bankruptcy while satisfying payments to partner firms and operational expenses, compa-

nies may seek external financing to increase their liquidity at the cost of long-term cash flow.

One option is bank financing, which is constrained by debt ρ t
u and the prior cash position multiplied

by the banking mandate, which is a scale factor dependant on company power. When a company

receives bank financing bt
u, it adds it to both to κ t

u and to ρ t
u (where ρ0

u = 0), where bt
u is limited with

ρ
t
u +bt

u ≤


2κ t−1

u , Pu = s;

3κ t−1
u , Pu = m;

4κ t−1
u , Pu = l.

The bank financing increases current liquid cash at the loss of future earnings. This loss is expressed

as companies needing to pay loans back in full, with interest, β , as a payable, where P
′t+120
u =

Pt+120
u +(1+β )bt

u. Because this reduces cash over the long-term, companies seek the minimum

quantity of financing to bring their current cash, κ t
u, to a given threshold, f t

u, which works as a safety
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cash stock. I apply the decentralised collaborative intelligence control method upon the choice of the

financing threshold.

If bank financing is not enough due to the debt limit, where κ t
u +bt

u < f t
u, then a node uses SCF. It

reduces receivables a fixed time in the future τ to increase liquid cash by that amount, discounted

by a factor of γ . For supply chain financing, st
u, where κ

′t
u = κ t

u + st
u, where st

u ≤ Rt+τ
u (1− γ) and

R
′t+τ
u = Rt+τ

u − st
u(1+ γ).

The following section contains a description of how to construct the network topology for study

in a complex deep tier acyclic network.

8.2.2 Complex Network Topology

The G(N, p) ER random graph model is used, visualised in Fig. 8.1. This is treated as a base

case, capturing a long chain with complex unstructured design. This however does not capture the

heterogeneous degree distribution that real supply chains have.

Fig. 8.1 Visualisation of a random, Erdoős Rényi, E(n, p) graph topology with structural modifications
to represent a deep tier supply chain. n = 100, p = 0.1, and diameter, ∇ = 7.

I compare the ER, which is random complex, with the scale-free BA model, which is structured

complex [27], visualised in Fig. 8.2. It is defined by BA(N,m). Both the ER and BA models produce

an undirected graph, which is converted into a directed acyclic graph (DAG) to retain a crisp notion of

tiers to determine buyer-supplier relationships and the direction of cashflow.

To create the DAG, a unique total ordering is applied to the set of nodes, so each pair of nodes is

uniquely comparable. The chosen ordering is the mean distance of each node to all others, lu. When

there exists an undirected edge (uv) ∈ E and lv > lu, replace it with a directed edge (uv), so edges

point to nodes closer to all others in the network. If lv = lu then follow a preassigned random index

ordering and use the directed edge (uv). This preserves the total ordering because the index ordering

is also a total ordering, enveloped by the mean distance total ordering. This creates a DAG [289].
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Fig. 8.2 Visualisation of a scale-free, Barabási-Albert, BA(n,m) graph topology with structural
modifications to represent a deep tier supply chain. n = 100, m = 3, ∇ = 3.

Then m is attached to all nodes with in-degree 0, and r to all nodes with out-degree 0, so nodes

most closely connected to the network are focal nodes, while those at the fringes produce the wide

collection of basic goods, such as in an automotive manufacturing network.

The power of nodes depends on the number of nodes in the same tier, |Tu|. For the sets S ∋
s∗,M ∋ m∗,L ∋ l∗, for variables ŝ, m̂, l̂ ∈ [0,1], where ŝ+ m̂+ l̂ = 1, fix a proportion of the network

to be small, medium or large, such that |S| = ŝ|V |, |M| = m̂|V |, |L| = l̂|V |. Tiers of nodes, denoted

Tu, are equal to the length of the shortest directed path from the market node m to the node u in the

starting configuration. Then I fix the starting cash position of nodes κ0
u = 50Tu. Then, create an

ordering of all nodes (u1, ...,un) where |Tu1 | ≤ ...≤ |Tun |.
Power is fixed to nodes such that for all u ∈ {u1, ...,u|L|}, Pu = l∗; for all v ∈ {u|L|+1, ...,u|L|+|M|},

Pv = m∗; and for all w ∈ {u|L|+|M|+1, ...,un}, Pw = s∗. This means that nodes in thinner tiers have

greater power. Prices are then iteratively assigned over edges. Starting from r, moving backwards

along edges, the price over edge sur = 1. For antecedent edges, svu = max{w:(uw)∈E}(suw)+1, thus

ensuring all sales are profitable with respect to purchases. Simulations in this model were run over

these DAGs.
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8.2.3 Decentralised Collaborative Finance Threshold Control

The financial threshold function is informed by centrality measures, utilising nexus supplier theory.

Conditioning for other factors, this dictates that less embedded companies have less influence than

others on a given company in the same supply chain. This embedding is from the perspective of

the given company, and thus exists within its ego-network. In a supply chain, I define this to be the

collection of companies the node is sharing any sort of information with, and circumscribe it by an

information boundary, restricted by their visibility. The information boundary is defined according to

geodesics such that a node u with visibility i shares information over Hi(u).

Companies broadcast their financing policy f t
u to eachother when they share an ego-network.

A node u combines these with its record of current expenses, P0
u , and weighs each value by some

measure of centrality of the given node with respect to the ego-network of u. A node’s centrality

takes network information concerning that node and returns some quantification of importance to

the network, compared to other nodes. To prevent over-sensitivity to current conditions, time series

are smoothed over a moving average with time window, ŵ. For a given node, u, and some centrality

measure, C(u;Hi(u)), this translates to

f̂ τ
u =C(u;Hi(u))P0

u + ∑
v∈Hi(u)

C(v;Hi(u)) f τ
v

f t
u =

∑
t
τ=t−ŵ f̂ τ

u

ŵ

When the sum of centralities equals 0, only the information contained in H0 is used.

Four measures that any node u uses to determine f t
u are examined. All four are measured so as to

not bias results to any single benchmarking method. These are:

• Degree centrality, which is the total number of linked edges a node has, denoted Cd

• Betweenness centrality, which measures a ratio of paths through a node versus those that work

around it, denoted Cb

• Eigencentrality, which measures the influence of a node, as an element in the eigenvector of the

adjacency matrix, denoted Ce

• Closeness centrality, which measures a function of the distance of the node to all others, denoted

Cc [125, 15].

8.2.4 Experimental and Analytical Procedure

The survival time of supply network simulations is measured using the simulation model with nexus

financing thresholds, run over the topologies as described above. This is repeated over multiple

simulations, where each is initialised in a given configuration, over a space of configurations. This

includes the initial graph topology, visibility, centrality measure, λ , and e. Each supply network has a
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diameter, ∇, which is the length of the shortest geodesic in the graph topology, including the market

and raw materials nodes. Visibility for each simulation is capped from above by the given ∇, since

if it is increased beyond ∇ for any graph, all nodes retain the same collaborative networks. Thus, I

normalise according to ∇ for each graph to map each visibility to the relative visibility (RV) in the

graph. This allows comparison of outcomes between graphs with different ∇.

This returns histograms conditioned on RV, which is used to study the multimodality of system

survival times, visible upon learning the probability distribution of survival times, as in Chapter

7 [257]. Using kernel density estimates (KDEs) [267, 243], as in Chapter 5, I non-parametrically

estimate the probability distributions of these histograms. For the smoothing parameter, or bandwidth,

hD, of the KDE of a dataset D generated from a given simulation, a tuned version of the Silverman

rule of thumb [285] is used, where,

hD = 0.9min
(

σD,
IQRD

1.34

)
|D|−

1
5 h̃,

where for D, IQRD is the interquartile range, σD is the standard deviation, and |D| is the number of

entries in the dataset. The tuning parameter is h̃, and is constant across each D for a given topology

type.

To study the manner in which extended communication mitigates around failure cascades, break-

point analysis is applied, specifically the binary segmentation algorithm [24] for a single breakpoint,

BD, onto the KDE of D. Parts of the KDE before BD are denoted Bpre
D , categorised as short-lived, and

those after BD are denoted Bpost
D , categorised as long-lived. I thus distinguish between outcomes of

short-term and long-term surviving systems.

Meaningful clusters are analysed by conducting modality analysis on Bpre
D , similar to Chapter 7

[257], in this case done by counting prominent peaks. A peak, (x,y), denoting coordinates, is a local

maximum, and given an adjacent local minimum, (x′,y′), its prominence is x̄ = y− y′. A prominent

peak is where x̄ > Ξ, where the prominence threshold Ξ is a constant across each D. The number of

prominent peaks of D is denoted ΛD.

For given Ξ, h̃ is selected to maximise ΛD, constrained such that minD(ΛD) = 1, where h̃ is chosen

to 5 decimal places of precision. This was chosen to fit the KDEs for each D in such a manner that

maximises the size of the modality space, improving how precise the analysis of the richness of the

survivability space is.

With this, the set of long-term survivors can be determined as all elements of the dataset with

survival time greater than BD, which was derived using the steps above, such that D(Bpost
D ) = {t ∈ D :

t ≥ BD}. Simulations are capped at t = 1000 if they reach it without collapse, and record this as their

survival time.

The variable of most interest is the RV, and is measured against the following pair of viability

metrics:
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• First is the LTVM, which is the proportion of survival times beyond the breakpoint. Given a

space of simulations, X , it is defined as LTVMX =
D(Bpost

D )
D(0) .

• Second is the IVM, which is restricted to the proportion of survival times at timestep t = 1000.

Given a space of simulations, X , it is defined as IVMX = D(1000)
D(0) .

The LTVM is distinguished from the IVM because the survival times at t = 1000 include both

legitimate failures at the timestep and all companies that would survive but were cut off due to us

capping simulation times from above. For practical purposes, a long-term supply chain may be more

desirable for temporary measures, while an indefinitely surviving supply chain may be more desirable

for permanent institutional chains. The relationship of RV to ΛD, is also investigated, seeing how the

complexity of the survival space changes as this value is varied. Polynomial regression analysis is

conducted on each of these sets of outputs, studying their gradient if linear, and conducting detailed

curve analysis of inflections and notable points. The data itself is examined and compared with the

regressions, studying P-values.

8.3 Results

The following contains results for the analysis, where RVD of the supply chain is varied with respect

to diameter as the input variable, and the output measures as the LTVMs, IVMs, and ΛD.

Experiments were conducted over the space of model parameters in Table 8.2. Simulations were

completed on an Armari Magnetar workstation, with a 3.5GHz Intel Xeon E5-1620 CPU, 64GB RAM,

in Windows 10 Pro. Modelling and results were completed in Python 3 with the os, pandas, tqdm,

numpy, matplotlib, math, sklearn, itertools, pprint, art, simulation, networkx, random,

sys, seaborn, statistics, time, and tabulate packages.

8.3.1 Scale-Free Networks

First examined are the scale-free networks. These are parameterised such that m = 1 and δ ∈
{4,5,6,7}.

Fig. 8.3 shows the KDEs for each distribution of survival times conditioned on visibility for the

scale-free graphs. Vertical lines denote BD for each curve, colour-coded accordingly. It displays

visibility curves rather than RV for visual interpretability. Table 8.3 contains the outputs of the various

measures I investigate, conditioned against RVD. The following subsections contain polynomial

regression analysis of relevant pairs inside this table.

RVD vs ΛSF
D : For the scale-free diagrams, I study the relationship between relative visibility, RVD

and the number of peaks before the breakpoint, ΛD. This has a 5th-degree polynomial, accurate with
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Parameter Values
Operation Fees o 1
Average Demand λ 5, 10, 15
Delivery Expenses e 0.25, 0.75
Loan Repayment Time 120
Firm Power Distribution Heterogeneous
Financed True
Paradigm Proactive
Supply Chain Financing Annual Rates γ 20%
Bank Annual Interest Rates β 10%
Invoice Term τ 60
Window Size ŵ 60
Medium Power Market Share f (m∗) 3
Large Power Market Share f (l∗) 10
Topologies ER Random, BA Scale-Free
Network Diameters ∇ 4, 5, 6, 7
Network Size n 100

Table 8.2 Table of the parameters tested. Note, large power market shares that would be smaller than
medium power market shares are not tested

P = 0.027 and standard error σD̄ = 0.414. The regression curve (Fig. 8.4(a)) is defined according to:

Λ̂SF
D (RVD) =−780.0891RV5

D +1956.8451RV4
D −1723.1095RV3

D

+627.9353RV2
D −90.5196RVD +11.3497.

.

RVD vs IVMSF
D : For the scale-free graphs, measuring relative visibility, RVD, to proportion of all

failures at t = 1000, IVMSF
D , gives a 1st degree polynomial regression, accurate with P = 0.001 but a

standard error, σD̄ = 0.255. The regression curve (Fig. 8.4(b)) is defined according to

ÎVMSF(RVD) = 0.1032RVD −0.0026,

where ̂IVMSF
D (1) = 0.1006.

RVD vs LTVMSF
D : For the scale-free graph, measuring the proportion of values past the break point,

LTVMSF
D , gives significance, with P = 0.041 and σD̂ = 0.451, for a 4th order polynomial regression

that. The curve (Fig. 8.4(c)) is defined as

̂LTVMSF
D (RVD) =0.0051−0.5797RVD +4.8083RV2

D

−8.1847RV3
D +4.1274RV4

D.
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Fig. 8.3 KDEs of survival time per visibility for scale-free graphs, with vertical lines denoting
breakpoints separating short-lived supply chains and long-lived supply chains

(RVD;RVD ̸= 0.4286) vs LTVMSF
D : The regression (Fig. 8.4(d)) is defined according to

̂LTVMSF
D (RVD;RVD ̸= 0.4286) =−0.0172+0.1863RVD,

and P = 0 and σD̂ = 0.017.

8.3.2 Random Networks

Next are the random networks, parameterised such that (p,δ ) ∈ {(0.1,7),(0.2,6),(0.2,5),(0.3,4)}.

Fig. 8.5 shows the KDEs for each distribution of survival times conditioned on visibility for

the random graphs. To investigate the minimal quantity of remaining viability, I investigate the

distributions of viable networks (Table 8.4). The following subsections contain polynomial regression

analysis of relevant pairs inside this table.

RVD vs ΛR
D: The analysis is repeated for random graphs, comparing ΛR

D to RVD. The polynomial

regression (Fig. 8.6(a)) delivers an 8th degree polynomial, accurate with P = 0.031, with σD̄ = 0.425.

It is defined as

Λ̂R
D(RVD) =−207895.4284RV8

D +828388.3627RV7
D −1358506.6894RV6

D

+1182795.9815RV5
D −586913.5003RV4

D +164780.6428RV3
D

−24049.5475RV2
D +1395.0947RVD +10.0570.



8.3 Results 125

0.0 0.2 0.4 0.6 0.8 1.0

RVD

2

4

6

8

10

12

14

16

�

5 Polynomial Regression of RV� vs. �

(a) RVD vs ΛSF
D with a 5th degree polynomial regression

0.0 0.2 0.4 0.6 0.8 1.0

RVD

0.00

0.02

0.04

0.06

0.08

0.10

0.12

0.14

IV
M

�

1 Polynomial Regression of RV� vs. IVM�

(b) RVD vs IVMSF
D with a 1st degree polynomial regression
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(c) RVD vs LTVMSF
D with a 4th degree polynomial regres-
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Fig. 8.4 Regressions of RVD to ΛSF
D , IVMSF

D , and LTVMSF
D for scale-free networks
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Table 8.3 All outputs investigated for the scale-free topologies

RV SF
D BSF

D ΛSF
D IVMSF

D LTVMSF
D

0 270 11 0.0042 0.0115
0.1429 230 5 0.0125 0.0208
0.1667 280 16 0 0.0042
0.2 200 3 0.0083 0.0083
0.25 195 3 0.0125 0.0125
0.2857 315 5 0.0333 0.05
0.3333 375 17 0 0
0.4 340 4 0.0458 0.05
0.4286 150 6 0.0583 0.5208
0.5 225 8 0.0563 0.0854
0.5714 375 3 0.075 0.0833
0.6 190 4 0.0958 0.1625
0.6667 190 6 0.0167 0.0458
0.7143 260 3 0.0917 0.1042
0.75 335 1 0.1333 0.1458
0.8 205 2 0.1208 0.1542
0.8333 170 6 0.0125 0.0667
0.8571 160 8 0.0667 0.2292
1 180 2 0.0875 0.1469

Table 8.4 All outputs investigated for the random topologies

RV R
D BR

D ΛR
D IVMR

D LTVMR
D

0 310 10 0.001042 0.003125
0.142857 570 18 0 0
0.166667 270 5 0.004167 0.016667
0.2 540 9 0 0
0.25 740 4 0 0
0.285714 395 21 0 0
0.333333 485 6 0 0
0.4 370 3 0.008333 0.008333
0.428571 775 16 0 0
0.5 355 1 0.0125 0.016667
0.571429 430 15 0 0
0.6 315 4 0.004167 0.0125
0.666667 650 5 0 0
0.714286 220 5 0.004167 0.016667
0.75 290 5 0.004167 0.0125
0.8 255 4 0.004167 0.0125
0.833333 565 6 0 0
0.857143 225 10 0 0.008333
1 365 5 0.004167 0.005208

RVD vs IVMR
D: I measure relative visibility, RVD, to proportion of all failures at t = 1000, IVMR

D,

giving a 6th degree polynomial regression (Fig. 8.6(b)), accurate with P = 0.05 exactly, but a standard

error, σD̄ = 0.473. The curve is defined according to

ÎVMR
D(RVD) =−2.2411RV6

D +6.9729RV5
D −8.0382RV4

D +4.1713RV3
D

−0.9332RV2
D +0.0711RVD +0.0011.
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Fig. 8.5 KDEs of survival time per visibility for random graphs, with vertical lines denoting break-
points separating short-lived supply chains and long-lived supply chains

RVD vs LTVMR
D: I measure RVD vs LTVMR

D, giving a 7th degree polynomial (Fig. 8.6(c)) in this

case, with P = 0.040, and σD̄ = 0.449, defined by:

L̂TVMR
D(RVD) =28.7872RV7

D −102.8713RV6
D +147.1856RV5

D

−107.4140RV4
D +41.8254RV3

D −8.1099RV2
D

+0.5993RVD +0.0029.

8.4 Discussion

In this chapter, I introduced a novel method of scalable decentralised control to maximise viability

in a deep tier firm-to-firm upstream supply chain that uses limited visibility collaboration and nexus

theory to autonomously generate financing thresholds to ensure optimal liquidity across the supply

chain. These thresholds were used to inform supply chain financing, generating policies for adjusting

cash position with financing based on company dynamics. It was found that this scalably generates

viable supply chains, thus demonstrating the capacity for shared value generation in joint production

and financial networks.

The test environment was complex deep-tier supply chain financing network topologies, generated

using a novel method to construct theoretical complex acyclic firm-to-firm upstream supply networks.

Then a testing methodology was introduced that uses dynamic complex network analysis and novel

simulation-based metrics of viability to study the impact of this method. These metrics measure

viability in proportion to simulations that survive past either a data-derived threshold (for finite

viability) or up to a preselected simulation termination threshold (for indefinite viability). Analysis of

the behaviour prior to the finite threshold was also conducted.
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Regarding the relationships between output pairs, generalised curves were generated to be able

to project particular behaviours to less formalised network topologies. This methodology preserved

irreducible nonlinearities, examining the effects of varying visibility (and thus collaborative ranges)

for this control method on long-term dynamics at both finite and indefinite scales. Random and scale-

free supply networks were tested, basing off of known findings that supply networks are scale-free

[55, 56, 318, 194].

The ER random complex network model was used to create random networks as a baseline (Fig.

8.1), and the BA scale-free complex network for the scale-free, structured networks (Fig. 8.2), each a

classic generator of their respective topologies. A scale-free topology has equal degree distribution

at all scales of magnification, and is structured. It is suggested that supply networks tend to have a

scale-free topology [55–57, 319, 194, 229, 294].

Extending on Proselkov et al. [257], which had lattices and therefore no bottlenecks, I incorporated

bottlenecks by using DAG topologies which are not trees, thus studying branches that are thinner

than others. The model accounted for this by introducing the delivery expense parameter, e, into this

simulation, affording branches greater security as their expenses matched their activity as controlled

by their bottlenecks.

8.4.1 Scale-Free Networks

Following Fig. 8.3, for the scale-free topologies shows a rough region with high density before BD, a

long plateau with some noise, and then a prominent inflection towards and at t = 1000. This shows

that imparting a local collaboration function to all members of the supply network, with variable

visibility, also imparts viability to the whole supply network.

In the case of the scale-free topologies, in Fig. 8.4 per RVD, and accounting for what may be

outliers, long-term viable networks and indefinitely viable networks occur with approximately equal

frequency. In addition, viability shows a positive correlation with visibility, observable by the angles

of the regressions in Fig. 8.4(b), Fig. 8.4(c), Fig. 8.4(d). However, while regression is a useful

tool to generalise findings, because data was collected over multiple network configurations and

topologies, one cannot assume data variations are simply due to noise. Thus I see there is a nonlinear

relationship between visibility and viability. Of note, RVD = 1 does not maximise either viability

measure. Centralised control is not only unscalable with network size, but distributed control, using

limited range collaboration, yields superior viability of all types.

For the scale-free topologies, nonlinearities in the curves suggests target viabilities can be satisfised

with smaller, possibly more attainable visibilities. IVMS
D can reach nearly 14% (Fig. 8.4(b)) while

LTVMS
D can reach over 52% (Fig. 8.4(c)), or over 22% omitting the prominent value (Fig. 8.4(d)).

Solutions to such problems may depend on which sort of viability is more desirable. This is because

variations for each viability are such that the globally maximal RVD for the LTVMS
D does not equal

that for the IVMS
D, and local maxima or minima for each viability hold different coordinates.
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The peak count in the scale-free topologies, ΛSF
D , shows a negative incline with RVD (Fig. 8.4(a)).

Peaks of ΛSF
D are local maximum likelihoods of survival time, appearing due to clustering. Such

clustering denotes lower variability, and greater RVD increases variability in survival times for short-

lived supply networks. This shows reduction in peak counts for short-lived networks corresponds to

reduced clustering in failure times of short-lived networks and a growth in viability. With further

research to map this relationship, it may be thus possible to predict viability from the distribution of

short-term survival, either from comparable networks or shorter-run simulations.

8.4.2 Random Networks

Fig. 8.5 shows curves that are much flatter and ordered than the corresponding region for the scale-free

graphs, and an order of magnitude smaller, inducing a very small peak at the ends of the KDEs.

Short-lived supply networks show strong clustering around a single point, suggesting a bottleneck.

Therefore, random supply networks are most likely to break down at a single point, regardless of

visibility, and have a very low, near-zero likelihood of being viable.

The max point reached by the random data is (0.5,0.0125), such that maxIVMR
D = 0.0125.

maxIVMSF
D /maxIVMR

D = 10.664, suggesting that scale-free structure is needed for the information

contained through collaboration to have a strong impact (Table 8.4). Otherwise, the principles of

relevancy do not hold, as in the random graph case. Other topologies with similar properties to the

scale-free topology, such as hierarchy or scaling, may also enable viability.

Troughs in Λ̂R
D tend to correspond to peaks, respectively, in either ÎVMR

D or L̂TVMR
D when at

least one viability measure contains at that region a particularly prominent cluster, however the

inverse is not necessarily true (Fig. 8.6(a)). This suggests that for random graph topologies, for

their low viability, achieving maxima depends on minimal peaks. This follows the argument as

in the scale-free graphs, which states greater variety in short-term configurations suggests more

possible ways to achieve viability by passing the viability threshold situated at BD. I propose this

nonlinear relationship, thresholded by viability cluster prominence, is due to the choice of RVD giving

appropriate dependency to the structured elements of the random graphs, generated by the nodes m

and r. This explains the irregularity and low viability associated with it.

Note that none of the regressions show any general incline, however the IVMR
D performs best at

RVD = 0.5, no matter how small this value is (Fig. 8.6). The ER graph was constructed to show no

scaling or hierarchical properties, however my operation to create a supply network DAG alters this,

introducing such structure. Given the structuring imposed upon the network by the assignment of the

market node m and the raw materials node r, it may be the case that any association in random graphs

between visibility and indefinite viability is a function of the majority of nodes having both m and r

visible. I propose 0.5 of the diameter is when this occurs. This requires further investigation.
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8.5 Conclusions

Findings in this chapter show that companies can collaborate over financial policy with only nearby

relevant partner to deliver better warning of changes both up and downstream. They achieve this by

moderating their effective range of visibility, valuable because risk mitigation requires holistic views

[42]. I therefore investigated the effect of varying visibility in this model. This, using information

about real time partner dynamics, created a well-informed bidirectional mitigation function and

tunable form of distributed control through supply chain financing. Thus, ripple effects were mitigated

against, increasing resilience and survivability of the whole supply chain.

I found scale-free topology permits higher viability, and random does not. Generalising dynamics

via polynomial regression and excluding possible outliers shows linear viability growth with visibility.

However, studying outputs themselves suggests limited visibility and cooperation can outperform

maximum visibility, such that distributed control outperforms centralised control.

I also found high sensitivity to visibility with exceptional performance of certain configurations.

Due to the experimental procedure, these may not be outliers, suggesting opportunities to research

precision supply network topology engineering for viability maximisation, facilitated by the research

environment developed in this chapter.

This is a scalable method which increases the likelihood of long-lived supply chains, achieving

supply network viability [167]. This is because agent dynamics have been coupled via financing

without removing agency, since as information is shared, it is recontextualised and simplified as to

how it pertains to the company sharing it [255].

The use of nexus information allowed nodes to dynamically adapt policies according to structural

changes, thus being able to react agilely, be resilient to negative events and quickly recover, surviving

over long-term global disruptions. This method was applied to create a viable supply chain, as defined

in Ivanov [165].

Positive relationships between visibility and viability suggest the importance of collaboration,

while the nonlinear phases suggest the value of doing so with only relevant partners. Further research

into choice for collaborative groups would yield valuable insights into what these relevant partners

are, which would enable greater viability and give information for business operations. This may

have insights into scopes of impact for determining spatial motifs in the network — such motif

analysis may be core to transforming agent-based dynamics into dynamical systems equations, though

nonlinearities in the visibility-viability relationship would make explicitly doing so difficult, but

relevant partner selection may inform this.

I also found that, in scale-free networks, there is a negative association between clustering in the

unviable supply chain space and the size of the viable supply chain space. Less clustering suggests

less dependency on key risks since network failure in the system results from ripple effects. Ripple

effects are the result of shocks from particular network regions, propagating at a particular rate, so

failure time is a function of the time of shock instigation and ripple propagation rate. The less this

is clustered, the more variety in either of these factors, which must be due to variety in network
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responses to shock. As this increases with visibility, this control function reduces determinism by

imparting greater agency for firms, empowering players in the supply chain, which results in greater

viability. More possible outcomes means a supply chain is more likely to survive past the viability

threshold and thus in the long-term. I thus propose that supply chain managers, to maximise viability,

should seek to maximise the variety of possible supply network configurations during the lifespan of

the supply network by involving supply chain players as much as possible in determining dynamic

supply chain control policy.

These methods used only current information, while Proselkov et al. [257] showed that using

information from further into the past can have negative consequences on predictive capability (though

it may have also been a consequence of the forecasting method). This suggests that nexus based

metrics can outperform metrics that use temporal information. For policymakers, this means they

need not focus on making historic information centrally available, rather on facilitating peer-to-peer

communication or transaction platforms [312, 242]. In fact, given this, restrictions placed on visibility

of actors to preserve privacy and competitiveness can be advantageous to operations.

8.6 Summary of Contributions

In this chapter, I proposed a scalable autonomous control system by introducing a collaboration

layer, which provides a mean of extended communication reach for distributed controllers via local,

intersecting decentralised control clusters. Through this was shown that local cooperation enables

long-term survivability, and thus is a means to improve supply chain viability.

An intercommunication layer is added to the control layer of the model introduced in Chapter

7, which imparts nodes with decentralised local, scalable control functions according to their local

topology. This creates a five-layer network simulation model which can be used to investigate the

effects of introducing distributed decentralised financial control systems into a given empirical supply

chain.

Two new measures of viability based on simulations were also introduced, focusing on long-term

dynamics. These are defined in contrast to measures of short-term dynamics, which is explored using

analysis. These provide means of defining autonomous control architecture, and ways to measure its

effectiveness.

A collection of findings in the field of supply chain control were found:

• Distributed control with local decentralised cooperation to give extended communication reach

introduces a very small amount of viability in random networks

• Random networks need more visibility for indefinite viability than for finite viability, but this

can be limited

• Random networks are very sensitive to viability, with high variability
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• Distributed control with local decentralised cooperation to give extended communication reach

introduces large amounts of viability in scale-free networks

• Little visibility is needed for substantial viability in scale-free networks

• Viability in scale-free networks reaches orders of magnitude above random networks.

• Scale-free topology enables viability. 1 order of magnitude for the IVM and 2 for the LTVS

versus random topologies.

• In scale-free topology, peak count predicts for viability, which can be developed as an estimator

of long-term dynamics.





Chapter 9

Conclusions

This chapter gives conclusions regarding the work presented in this thesis. In this thesis, a unified

methodology was developed to describe, model, and investigate the dynamics of complex infrastruc-

tural networks which are autonomously controlled for criticality by distributed agents with information

bounds. Cases were defined, and of these, simulations were run, from which was generated simulated

data. This was used to investigate variations of the hypothesis that, by correctly restricting information

to whatever is spatiotemporally relevant in a complex dynamic system, substantial accuracy and speed

can be achieved in computing and delivering KPIs, to the point that methods of dynamic autonomous

control become scalable and effective. The data was found to prove this hypothesis.

9.1 Research Outline

The research question driving this thesis was “How can information requirements for scalable

autonomous control of infrastructural networks be reduced?”. It had several aspects that were

completed to answer it. I defined a model of explicit failure propagation in telecoms; a method

of network changepoint detection; and a model with both a telecom data packet routing layer and

an intercommunication layer to model both functional and communication dynamics, with failure

conditions. I then defined a model of supply chain dynamics with abstracted supply chain financing

distributed control, controlling routing according to a heuristic of internode power and liquidity, and

studying the space of the model’s adaptive network dynamics. This had a distributed control layer

that mitigated against breakdown via dynamic cash injection. Building on this model, I modified it

to function over general complex network topologies, and to regulate the distributed control with a

decentralised local collaboration layer, combining work from the rest of the thesis. This culminated in

a tractable model of distributed scalable autonomous infrastructural complex network control.

Telecoms and Analytics In the telecom models, risk is expressed as a function of temporal criticality.

In the telecom dynamics model, the time boundary was based off of empirical measures obtained

through time series analysis of whole simulation dynamics. I defined measures of decentralised
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dynamic criticality, each requiring information that limits their use to certain cases. They measured

impact in a dynamic system. The timescales of this impact were limited, and these time boundaries

were investigated in different ways.

In the failure propagation model, the time boundary was based off of theoretical definitions

governing failure propagation within the model.

This was further studied using changepoint detection methods over empirical datasets, using

network information to learn time epochs over the whole system.

Using each model’s respective time boundary, time series of ground truth criticality were defined

for each model. These were used to compare decentralised information bounded criticality estimates

(IB-CMs).

To achieve decentralised measures that use current dynamics, I used centrality based CMs

for each node, and to permit scalability I bounded information for each node, creating the IB-

CMs. In the failure propagation model, I tested the similarity of measures specialised to measure

criticality, against accuracy. In the telecom model, I tested the relative value of limiting or not limiting

information boundaries for accuracy and compute speed, using instead standard centrality measures

for generalisability, creating value of information measures in decentralised analytics systems.

Supply Chain and Control Following on from information valuation in telecoms, I designed a

model of supply chain and supply chain finance dynamics. This was analysed in detail to characterise

the model with respect to survivability, studying the influence of different model agent types on its

dynamics, and how failure was distributed in this case. Within this model, risk was controlled for

by cash injection when firms go below a certain dynamic threshold, creating a distributed control

function.

Given a concrete understanding of this model, it was further elaborated with a decentralised

distributed control layer. This was studied in complex networks models, focusing on the relationship

between information reach and viability, measurable because of the distributed decentralised control

function. Here, risk is still measured as a function of criticality, measured with local IB-CMs. Novel

measures of long-term viability were introduced and used to assess the performance of the model

under different control paradigms.

9.2 Summary of Contributions

In this thesis, I researched the behaviours and structures of scalable methods for dynamic failure

risk management in complex network infrastructures. I identified that such methods require each

aspect of this problem to be broken down and solved in combination. My novel contribution is the

combination of the methods and principles that each solve an intersection of the problems of failure

risk management, scalability, complex network infrastructures, and dynamicity, all in a format that is
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researchable, such that the underlying mechanics and dynamics can be understood. The contributions

described here are matched to the themes described in Figure 1.7.

Researchability I studied failure risk management using simulation models to prevent undue harm

to human welfare. To this end, four models of simulated infrastructural systems dynamics were

proposed: scalability is measured against validation techniques to determine effectiveness of methods;

complex network infrastructures are modelled using multi-agent systems; and dynamicity is managed

with ad-hoc and post-hoc analytics methods designed to be representative of applied systems.

Failure risk management In scalable systems, decentralised and distributed control, and analytics

techniques are used; to study it in complex network infrastructures, nexus theory for centrality

measures was applied to understand the relationship between analytics and their physical system

interpretations; and in a dynamic context, the method this describes is autonomous control.

Scalability Effective scalable methods of any sort in a dynamic context are determined by suf-

ficiently encapsulating the scope of relevant information; and in complex network infrastructures,

require information limitation.

Dynamicity The dynamic behaviours in complex network infrastructures are modelled using

dynamic networks.

By interlacing each of these techniques and principles, I generated novel methods and insights. The

theoretical background underpinning the combination of these principles was discussed in Chapter 2

(RO1).

My research question was answered in the particular case of dynamic control against network

risk, that is, viability, of infrastructural complex networks. Information bounded network control

and analytics solutions using distributed and decentralised architectures were proposed and tested on

bespoke multilayer agent-based network simulation models designed to exhibit complex nonlinear

dynamics that can lead to endogenously generated system failure, but with nonlinear relationships of

dynamics between agents.

In Chapters 4, 5 and 6, analytical methodologies were studied using telecom models as a case

study. This case was selected for the restriction it places on information and communication dynamics,

such that timeliness and distance of provided information for analytic agents can be investigated in a

simulation environment. In Chapters 7 and 8, control methodologies were studied using supply chain

financing models. This case was selected for the monetary dynamics tied to material unit value, where

cash can be used as a control lever. As financial control can be generalised, financial control measures

have less bias, enabling reliable investigation into control topologies.

Throughout this thesis, novel dynamic criticality and viability measures, as well as analytical

constructions, were proposed to measure the efficacy of these architectures, with respect to their
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operation under limited information, expressed as a study into the value of relevant information given

the context of the dynamics investigated.

Two models of telecoms infrastructure dynamics were defined: one an augmented SIS model

(Chapter 4); and the other based off of a routing model, adding an intercommunication layer (Chapter

6). The former represents the propagation of data packets, which contribute linearly to congestion.

On this, a collection of bespoke criticality measures were defined (RO3), their effectiveness at

estimating network criticality measured according to a theoretical measure of expected criticality,

defined according to theoretical propagation rates (RO4).

A method of interpreting and measuring criticality in an information limited, distributed manner

was proposed (Chapter 4), compared against three decentralised measures using network topological

metrics of criticality and centrality, studied within a telecoms infrastructure network (RO3). These

are particularly useful for informing the prioritisation of maintenance, repair, or reinforcement of an

asset, where sooner expected failures with greater network impact need to be addressed sooner.

In Chapter 4, a way to isolate criticality from a single node was defined using dynamic network

analysis (RO2). The impact timeframe was defined as a novel function of the theoretical propagation

rate, as according to a mean field approximation of the cascade dynamics of the network (RO4).

This can be used to estimate impact thresholds in empirical models. From the dynamic information

imparted by this, a method for determining the network’s true criticality was developed, with this

compared to three novel dynamic IB-CMs that estimate local criticality. These are each dynamic

modifications of Wehmuth, Local, and Bridging centrality, of which Local was found to be most

accurate (RO3).

A dynamically defined decentralised measure of system criticality was generated out of their

dynamic outputs, showing which IB-CM was most accurate. This was done according to a novel

means of measuring the accuracy of such a decentralised measure against true criticality (RO4).

Thus was defined a 2-layer multiplex network model with an analytics layer, applicable to telecoms

infrastructural systems for determining criticality in simulation based dynamic prediction (RO2).

In Chapter 5, investigation of changepoints of epochs of a telecom backbone infrastructural dataset

showed that they are irregular over the course of a day (RO2). A pair of decentralised methods were

defined, and characterised the dynamics of a day, the information of which can be applied in further

simulation model research and control systems (RO3). Findings were shown to closely track the work

and rest periods of human activity, suggesting a way to measure national productivity.

These methods and findings not only contribute to understanding irregular changepoints for epochs

in telecoms and infrastructural networks, but also demonstrate the effectiveness of kernel density

estimation for changepoint detection to remove human bias, which is valuable for computational agent

driven control and analytics.

This non-constant behaviour of infrastructural systems motivated the construction of the second

telecoms analytics model. In Chapter 6, a model was defined where congested data packets propagate

according to nodal interaction from a telecom data packet routing model, and nodes communicate



9.2 Summary of Contributions 139

their state over the infrastructural network, such that congestion propagates according to emergent

dynamics, while node perceptions of network states are topology dependant (RO2). Several commu-

nication paradigms that describe communication dynamics of agents computing approximations of

live decentralised criticality were explained further. This includes: instant communication, with no

lag; constant communication, with lag but updates are every timestep; and periodic communication,

with lag and updates only on centrality computing timesteps. A novel measure of the value of the

information used to obtain an IB-CM was defined, based on the accuracy of the new decentralised

dynamic measure of criticality IB-CM over each CP, combined with the timeliness of calculation

(RO4).

In this second case, using an empirically derived dynamic criticality benchmark, findings show

that if one intentionally designs a dynamic IB-CM to be specific for capturing criticality, it can exhibit

remarkably high accuracy, and that simple to compute IB-CMs provide the best trade-off between

accuracy and compute speed. Specifically, the weighted degree centrality showed the highest value

of information, and did so for the periodic communication paradigm (RO4). However, they are

not necessarily the most accurate, depending on the rate of communication within the system. This

suggests that fitness for purpose can drastically affect the performance of a given IB-CM.

The functionality-oriented dynamics of the routing layer and the second layer of intercommuni-

cation that uses network structure gives an asymmetric precedence to more central nodes due to the

greater currentness of their information, as a function of their topology. Thus their information is

more valuable as it is up-to-date. If they were controllers, all else being equal, these agents would

have more power to affect the network.

To investigate control, in Chapter 7, I defined a new model, where agent functionality depends on

dynamics of flow units, such that they have some value. This value is represented as cash, which has

its own dynamic in the system. In this new model, which represents supply chain financing dynamics,

agents are now able to make decisions to capture this value, enabling the investigation of this thesis’

research question.

Specifically, this is a deep-tier supply financing model, where agents have asymmetric power

(RO2). This is a multilayer agent-based model of supply chain financing dynamics, specifically

of cash-constrained demand-driven material flow, where cascade failure in the form of the ripple

effect is mitigated against by autonomous distributed financing control (RO3). Failure cascades are

generated by financial bullwhips, triggered by late payments due to power imbalances among firms.

The dynamics of such cascades were illustrated for two deep-tier topologies: a lattice (constant tier

width); and diamond (thin tiers at the ends of the supply chain). These operate and break down as

complex adaptive systems.

The effects of varied financial conditions, market demand conditions, and power imbalances upon

supply network cascade failure were found in the context of this simulation model. Furthermore, the

distributions of survival time under different conditions of different network objects, including firms
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and the supply chain itself were described. It was found that survival time is strongly clustered to be

early and that longer survival time is conditioned for by the homogeneity of tiers and firm power.

This forms a four-layer network model, where material flow is its own layer, driven by demand

in its layer, and controlled by cash in another layer. The fourth layer is made of the financial

controllers situated at agents, though the network at this layer is disjoint (RO2). This contributes to

the theory of multilayer systems control — by imparting proactive financing as the control function,

the system lifespan tends to extend, however, without interactivity of the controllers that captures

network structure, the network derived dynamics are not suitably captured by controllers (RO3). This

motivated the fourth network model of this thesis.

Building on the work presented in this thesis, a scalable autonomous control system was proposed

in Chapter 8. This is achieved by introducing a collaboration layer connected to the control layer,

where edges exist where agents communicate their target functions, edges being attached following

geodesic distance within the infrastructural network layers (RO2). This provides a means of extended

communication reach for distributed controllers via local, intersecting decentralised control clusters,

thus a dynamic of communication is introduced, but the complexity of communication remains fixed

for each agent as the network changes size (RO3). This model showed that by introducing control

functions that operate as their own network dynamic linked to infrastructural dynamics, autonomy

becomes possible.

Methods of measuring long-term and indefinite survivability using dynamic network analysis

of a given supply network topology were defined, which were used to asses the long-term survival

capacity of the control paradigm introduced there (RO4) Through this, it was demonstrated that local

cooperation enables long-term survivability, and thus is a means to improve supply chain viability

— a system’s capacity to survive into the future (RO4). Together, these provide means of defining

autonomous control architecture and ways to measure its effectiveness.

This unifies the research themes of my thesis, by studying local criticality methods in information

asymmetric environments over an autonomous supply chain financing system, while also decomposing

epochs — at macro rather than micro timescales. A form of scalable distributed autonomous control

was proposed, where the interplay of the boundaries of decentralisation and distribution in that

context is explored, accounting for the challenges of communication with distant partners, utilising

the principle of information relevancy such that the resultant network viability is actually improved

through information limitation.

9.3 Limitations

Investigations in this thesis are defined by the limitations of studying critical failure of infrastructures.

Computational capacity was one limiting factor, where investigations were conducted over single

machines. To achieve richer results, higher compute capacity must be applied to be able to test larger

and more complex models in tractable times. This includes empirical datasets, of which rich ones are
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becoming more available [252]. This may involve cloud or other remote computing, which would

require redesigning code to permit multi-agent, dynamic analytics in such environments.

Changes would be necessary for multi-machine studies. Motivation for this includes the fact

that results on the value of information may be a consequence of the experimental procedure using

simulation over a singular machine, and may require retesting over an emulated environment.

While Chapter 4 investigated node failure, the rest of the thesis investigates normal function. Thus,

further work is needed to integrate the methodology of Chapter 4 and learn criticality to simulate

critical node failure and its effects, in isolation, of the other models.

The heterogeneity of computation times among nodes was also not investigated, rather studying

this KPI in aggregate, despite its presence. Methods will need to be developed to study this effect,

which may affect monitoring interval selection, and give further findings on digital control scalability.

Another observation was that the value of information across all CEs and CPs in the telecoms

models is very low. The overall value of information for distributed measures should be investigated,

since it is likely, given they further reduce computational load of any single asset and shorten

computation reach, they would effectively increase the value of information in a computational

system. Methods to compute value of information for distributed measures, in ways that are not

network-centric, must be created to confirm this.

The telecoms chapters studied cyclic graphs, while the supply chain studies did not, constructing

DAG chains. Models must be developed that represent supply dynamics in cyclic systems to generate

results more representative of reality.

Scalable autonomy in infrastructural systems is not a singular state, but occupies a spectrum

of functions, as they are embedded into systems [319]. There is therefore no singular solution to

implementing it, but a space of them. This means that the abstract and simulated environment studied

within this thesis, while giving insights into how scalable autonomous systems would function, do

not complete the picture. This brings me to the future works, and ways to extend beyond the studies

within this thesis.

9.4 Broader Impact and future works

Researchers can use the methods and findings in this thesis to conduct further studies into network

risk (particularly criticality), as metrics to measure performance in industrial applications of network

risk management, and as fundamental architectures to help manage long-term risk.

Further work will apply the models and measures proposed in this thesis to a spectrum of network

topologies, to develop a theory on the impact of network structure on dynamic measure accuracy for

those models that have not incorporated this. The theoretical effects defined in this thesis may be

used as benchmarks, and different performance of different topologies can be compared according

to the outputs already found. These would need measures of network structure to account for the

different contexts — for example, simulations can be run for other topologies, with outputs scaled
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or conditioned according to some measure of systemic network risk, such as Ricci curvature [269],

though this is but one example.

Three novel, distributed measures of criticality were introduced in this thesis, and can be used to

predict the behaviour of dynamic processes occurring over a network. Their performance is compared

and tested on a simulated diffusive data transfer network, demonstrating the distributed dynamic

criticality measures are highly accurate at predicting the accumulation of data packet loads within a

network. These measures can be useful in predictive maintenance and routing for telecommunications

and autonomous vehicles, as well as informing businesses of partner criticality in supply networks.

These novel measures of criticality can be applied to advanced simulation models or empirical

use cases, and new ones can be developed according to the same principles. For example, simulations

built from the logistical simulation software, AnyLogic, may have their network dynamics measured

according to the criticality estimates defined in this thesis to study their dynamic criticality.

The analytics frameworks for telecoms, developed in this thesis, describing methods of live

information bounded data collection and criticality estimation within a simulation environment, can

also be applied to other systems with dynamic flow and independent cognitive agents.

For example, in business networks, for some supervisory body, such as a peer-to-peer lending

platform, the criticality of potential debtors can be detailed on the platform to potential lenders to

help inform their decision. This may be especially valuable in a blockchain enabled system where

information is decentrally stored, thus reducing computational and informational overhead.

Alternatively, it may be used for predictive software maintenance of a telecoms infrastructure to

help deliver updates while maintaining service more effectively. The short delivery and implementation

times of algorithmic updates, as well as the fast pace of global code development [111] make this a

valuable use case. For this, criticality measures, which have been designed to minimise computational

load, can quickly give dynamic measures that can be incorporated into master functions that automate

code delivery. Higher criticality can inform a nonlinear choice function that contextualises risk versus

demand and service requirements, and with this, a computational system may choose to automatically

implement a given update.

Generally, these measures can be implemented into any system with an infrastructural service

requirement, where assets in the network mutually rely on one another to provide this service, and

low-latency can give major advantages to operation. In both defined cases and any others that satisfy

these conditions (for example, water delivery networks in urban environments), the advantage of a

simulated space — if expertly redeveloped to represent system dynamics — is that measures need not

only be applied momentarily, but the value of information can be more easily assessed for designing

new features of the analytical architecture. This would be achieved by simulating system dynamics,

and measuring similarity to the benchmark measure within the simulation, and can thus help determine

if limited scope measurement is an appropriate policy.

In the value of information study with the realistic telecoms data packet routing model, it was

found that information is most valuable in the periodic paradigm, suggesting diminishing returns in
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reducing information latency versus improving handling of limited information. This justifies further

decentralisation of control functions of telecoms infrastructures. For such decentralised systems,

such as edge computational networks, for example, autonomous vehicle networks [61], centrality

estimates should be used as either a computational input variable or a computationally light and

human-comprehensible variable for human-integrated autonomous systems. Decentralised computing

of this sort is being completed in cases such as secure inter-domain routing based on blockchain [216]

— metrics generated through centrality estimation, as defined in this thesis, may be introduced and

calculated, informing smart contract systems while inducing low computational burden or lag.

Results on the value of information can be adapted and extended to be used for financial-cost-

based data traffic rerouting algorithms by converting the value of information measure into a real

financial value, with this mapping developed in collaboration with operations specialists. This would

introduce an information-based valuation measure that extends my supply chain work in this thesis.

This study simulated normally operating networks. Further research will simulate critical node

failure. It is expected that this will introduce variability in computation times, which may affect

monitoring interval selection. Future work will also use advanced CEs [256] and produce case specific,

data derived CEs for maximum relevancy. Using these for network control functions will allow one

to learn the value of information function by removing measure dependency. This will be achieved

through the validation methods in this thesis, measured against a performance metric. This can give

useful findings in studies of network homophily and tools for policymakers when constructing or

designing networks with communication.

These results combined suggest that increased heterogeneity in both topology and characteristic

powers, while improving the relative survivability of larger companies, overall reduces systemic

survivability. Since large companies fail after small ones, this may explain the large company risk skew

— their advantages undermine the system, whose survival dominates theirs. Further investigations

into decentralised collaboration for different levels of agent heterogeneity will shed more light on this

effect. This could be achieved by extending the existing study to incorporate heterogeneous materials

and agent functions. For results to be meaningful, they should be distributed realistically.

Results on supply chains suggest that focal company supply chain managers should both seek

to uplift the cash positions and promote the growth of their suppliers to improve their own growth

while minimising predatory late payment tactics. This closely follows existing literature [266], but

that the results hold at a complex systems level further reinforces them as essential for the long-term

resilience of supply chains. Organising supply chain financing according to reverse factoring is one

way to satisfy both the liquidity requirements of focal firms and suppliers, though care must be taken

that financing remains accessible to all members of the chain in equal measure [156].

In reactive systems, all functions depend on cash available within the system at the present time.

Greater delays in repayment were found not to directly change total cash, but rather to change its

distribution. I conclude that predictive functions depend on distribution of cash, and more specifically,

work better when there is a stronger coupling between material and cash flows. Longer terms also
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mean larger fees upon repayment, overall reducing total system cash, so managers should make sure

to avoid increasing their liquidity as much as possible through late payments, while policymakers

may wish to deliver incentives for earlier payments to allow for this.

Policymakers may take notice that higher rates for alternative financing may actually improve

supply chain resilience in supply ecosystems where tiers are highly asymmetric, shown by the

comparative performance of the diamond to the lattice supply networks. Supply chain managers may

work together with policymakers to support them in increasing tier flexibility by adding new suppliers

and buyers at tiers with few options to protect their supply chain and keep financing widely accessible.

Findings also show that for low growth supply ecosystems with high interchange ability, high

bank loan interest rates reduce survivability, so policymakers should try to either induce the creation

of more key suppliers and economic growth through the support of disruptive technology ([83]) or

suppress bank rates, possibly with reduced regulation ([58]).

Managers must engage in some degree of predictive behaviours to optimise profits, but evidence

shown here suggests that limited solutions can actually be detrimental. Managers must ensure that

they are interpreting data correctly, which would be aided by greater data sharing and communication

between partner firms, and greater investment in supply analytics.

Results on the relationship between predictive methods and information gathering in this context

can also be used to inform when and how to construct supply chain digital twins or any other

representative models for maximising resilience and viability. This can be achieved by conducting

value of information analysis [210], and using outputs from simulations into functions within the

analytical framework.

The supply chain financing model represents supply networks using network modelling, however

modern supply chains are often better described as intertwined supply networks (ISNs) ([170]) that

are complex with heterogeneous nodal functions. Material and financial flow (with demand flow) are

in opposite directions, and nodes are buyer-suppliers, so by a measure my model is an ISN, however

these are respectively single directional flows. Further work may include loops of similar flows in

complex topologies. Further heterogeneity would be achieved through information imbalances and

equipping actors with limited visibility, as in [256], used to inform proactive financing methods in line

with the low-certainty-need supply networks concept ([169]). This visibility could include mutual

information sharing within a local region, for example, using the principles illustrated by [281] of

local value generation from collaboration, but applied to price setting rather than product creation.

Proactive financing could be redefined to follow time series forecasting methods or optimise to certain

functions, such as the cash-to-cash cycle [154] restricted by other functions, such as the liquidity

coverage ratio ([30]).

I have proposed a means of making autonomous control feasible via limited range communication,

which is of value for systems engineers and policymakers of systemic infrastructures. I have also

provided a basis for further work to learn associations between short-term dynamics and long-term
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ones such that the long-term viability measures and indefinite viability measure can utilised empirically

by introducing notions of the boundary of long-term and short-term network survival.

Future research using dynamic network analysis may be on the temporal clustering of nodal

failures, and its relationship with information reach within a given topology. In the supply chain case,

this may give insights into how visibility affects risk propagation by applying telecoms literature on

“burstiness” [232]. This would impart insights into how visibility affects the dynamics of localised

cascades.

The particular outputs for the scale-free networks suggest there are phases to how visibility affects

viability, so particular choices of visibility can optimise for viability more efficiently. I propose this is

due to synchronisation of financial shock propagation and information propagation for the control

response. I am currently researching network theoretical representations of the multiaspectial nature

of these two propagating effects [92]. This will permit true optimisation for viability, opening up new

possibilities for business network management.

Furthermore, there is a current trend, post-COVID-19, towards regionalisation of supply chains

[28, 136]. My findings, combined with evidence of the interconnectedness of risk in the global

financial system [199, 70], suggest this is conditioning against viability, since it restricts capacity for

full supply network coverage with limited cooperation while retaining the ability for ripple effects

to propagate over the financial system. I thus recommend to policymakers against this trend, and

to move towards reintegration with interlocking collaboration regions. To investigate this further,

empirical research is needed to infer viability in real systems as well as richer modelling research. For

modelling, I propose multilayer financial and supply chain models [293] with disconnected supply

chain layers to study the effect of supply decoupling without financial risk decoupling.

Further research should investigate more advanced financial thresholding functions that appro-

priately incorporate both historic and current dynamics so as to maximise supply chain viability

[261, 152, 153, 156], and to determine precise boundaries of each to generalise into other fields.

I studied forms of scale-free and random network topologies, however by the method of construct-

ing the DAG chains, these may not have been truly random networks. This may justify the need for a

way to meaningfully simulate cyclic graphs, which is the focus of ongoing further work.

A notable feature of my results is that they show trends, but have particular sensitivities to changes

in visibility. This paves the way for further research, which if this simulation were applied to an

empirical supply chain, tuned to follow its dynamics, then meaningful perturbation analysis could

be conducted to determine various metrics about its quality. This could then form the basis for

determining how to structure a limited visibility information sharing scheme for the purpose of

supporting empirical supply chain viability from a financial perspective. This would pave the way to

directly applicable scalable autonomous control solutions for real-life infrastructural systems.
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